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Protection de I’intégrité lors des partenariats d’affaires dans le domaine de la
construction et du génie-conseil

Vincent ROY

RESUME

Les entreprises de construction et génie-conseil sont exposées a une pression populaire et
législative depuis plusieurs années. La commission Charbonneau a exposé au grand jour les
pratiques de corruption et de collusion de ces organisations au Québec. Face a ceci, elles sont
passées aux actes en rédigeant des politiques, normes et codes d’éthique. Afin de demeurer
integres a ceux-ci, les entreprises mettent des mesures en place et contrdlent les risques de ne
pas étre conforme. Une dérogation peut étre synonyme de perte financiére importante pour
I’entreprise en plus des effets néfastes sur la réputation et de la possibilité d’étre poursuivi en
justice. Ces risques sont relativement bien contrdlés a I’interne grace a des formations et des
procédés réduisant la concentration du pouvoir et augmentant la transparence. Toutefois, a
I’externe, il est treés difficile pour les entreprises de contrdler les actions de leurs partenaires
d’affaires. Evaluer les risques qu’ils représentent est donc nécessaire avant d’entamer tout
partenariat. Pour ce faire, les entreprises de construction et génie-conseil se basent sur des
modeles normalisés provenant du domaine financier. Tres peu de recherches ont été effectuées
afin de déterminer si ces modeles sont appropriés dans un contexte différent et quels sont les
risques ainsi que leurs indicateurs a controler afin d’assurer I’intégrité des entreprises. Cette
réflexion vise a mieux comprendre les risques liés a l'intégrité et explore différentes
possibilités quant a la gestion de ceux-ci.

En premier lieu, les risques liés a 1’intégrité sont explorés a travers six indicateurs de risque
proposés dans la littérature. Grace a une étude de cas dans une importante firme de construction
et génie-conselil, ces six indicateurs sont notés par rapport a leur capacité a révéler des risques
liés a la corruption, la collusion, les conflits d’intéréts, la conformité et les droits humains.
Ensuite, I’utilisation d’un outil d’analyse de performance permet d’obtenir I’avis d’experts sur
le procédé¢ actuellement utilisé par la firme pour évaluer le risque des partenaires d’affaires.
Ces ¢tudes révelent I’'importance d’inclure la perception d’experts provenant de différents
secteurs d’activités de la firme afin d’avoir un outil de protection de I’intégrité complet en
identifiant différentes failles du procédé¢ actuel. La variabilité des points de vue des experts
démontre qu’un échantillon plus grand est nécessaire pour valider les résultats du sondage.

En second lieu, les concepts de diligence raisonnable et de gestion des risques sont explorés.
A travers une étude de cas dans la méme firme, une méthodologie est proposée afin
d’accompagner les entreprises de construction et génie-conseil dans la création d’un outil de
protection de I’intégrité. En plus de proposer les étapes nécessaires a une telle tache, un format
et du contenu sont suggérés selon la littérature et les résultats de la premiere étude. Cet outil
permet de couvrir et d’évaluer les cinq risques abordés précédemment que présente un
partenaire d’affaires potentiel. Le suivi a long terme des partenariats sera facilité grace a une
meilleure compréhension du partenaire et du contexte qui a mené a I’évaluer ainsi.
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Finalement, une conclusion par article et des recommandations pour de futures recherches
seront présentées a la fin de ce mémoire.

Mots clés: Intégrité, Partenaires d’affaires, Gestion de risque, Construction



Third party integrity management in construction engineering industry
Vincent ROY

ABSTRACT

Construction and engineering companies faced social and legal pressure recently. The
Charbonneau commission exposed the corruption and collusion taking place in these
organizations. In this context, companies acted by creating policies, standards and codes of
ethics. To be coherent with these, companies must put measures in place and control the risks
of not complying with these self-imposed measures. Non-compliance often leads to significant
financial loss for the company in addition to adverse media effects on the reputation and the
possibility of being prosecuted. These risks are relatively well controlled internally through
training and processes that reduce the concentration of power and increase transparency.
However, externally, it is very difficult for companies to control the actions of their business
partners. Assessing the risks they represent is therefore necessary before entering a new
partnership. To do this, construction and engineering firms rely on standardized models from
the financial sector. Very little research has been done to determine if these models are
appropriate in a different context and what are the risks as well as their indicators to be
monitored to ensure their integrity. This reflection aims to better understand integrity-related
risks and how to manage them.

Firstly, integrity risks are explored through six risk indicators proposed in the literature.
Through a case study in a major construction and engineering firm, these six indicators are
scored regarding their ability to reveal risks related to corruption, collusion, conflicts of
interest, compliance and human rights. The use of a performance analysis tool then provides
experts’ advice on the process currently used by the firm to assess the risk of business partners.
These studies reveal various flaws in the current process and the importance of including the
perception of experts from different business sectors in order to have a complete integrity tool.
Results’ variability show that a bigger sample is necessary to validate experts’ perception.

Secondly, the concepts of due diligence and risk management are explored. Through a case
study in the same firm, a methodology is proposed to assist construction engineering
companies in the design of an integrity tool. Besides proposing different steps for such a task,
content and format are suggested according to the literature and the results of the first study.
The proposed tool will cover and evaluate the potential business partner according to the five
previously discussed risks. It will enable a better long-term monitoring of partnerships due to
a better understanding of the partner and the context that led to its evaluation.

Finally, conclusion for each article and recommendations for future research end this master’s
thesis.

Keywords: Integrity, Business partners, Risk management, Construction industry
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INTRODUCTION
0.1 Contexte

Les entreprises sont exposées a une pression populaire et 1égislative depuis plusieurs années
afin de considérer les impacts liés a leurs activités sur la société, I’environnement et
I’économie. Ceci les a forcés a procéder a un changement de culture majeur. De ce mouvement
est née la responsabilité sociale d’entreprise. Cette responsabilité vise 1’internalisation des
principes du développement durable dans les activités de D’entreprise. L’industrie de la
construction et du génie-conseil n’est pas épargnée par cette vague de changement. Au
contraire, la commission Charbonneau a exposé au grand jour les pratiques de corruption et de
collusion de ces organisations au Québec. Des politiques, codes et procédés permettent de
dicter les opérations des entreprises de 1’industrie et de contrdler les risques légaux, financiers
et réputationnels auxquels font face les multinationales. Parmi ces risques, la corruption et
I’esclavage moderne affectent particulierement le domaine depuis plusieurs années. Plusieurs
dizaines de millions de personnes sont retenues comme esclaves et les profits générés par ces
activités représentent des milliards de dollars annuellement (Global Slavery Index, 2018). La
corruption, quant a elle, colite plus de 3.5 billions de dollars annuellement aux contribuables
et victimes a travers le monde. C’est plus de 5% du produit intérieur brut de la planéte qui
s’envole chaque année (Global coalition against corruption, 2018). Plusieurs personnes ont
tendance a penser que ce sont des problémes inhérents aux pays du Sud ou en développement.
Toutefois, on estime que 40% des pots-de-vin sont versés dans des pays avec un indice de
développement humain élevé selon I’indice de développement des Nations unies (OECD,
2014a) et on évalue a plusieurs centaines de milliers le nombre d’esclaves modernes en
Amérique du Nord et en Europe. Nombreux sont ceux qui se sont indignés face a ce genre
d’enjeux lors des derniéres années. Une prise de conscience collective permet, peu a peu, de

modifier les pratiques et le cadre réglementaire en place afin d’éviter de tels événements.

Relativement simple a I’interne, la mise en place de ce type de mesure est trés complexe a
I’externe lorsqu’il y a présence de chaines d’approvisionnement complexes et de partenaires

d’affaires. Ces deux acteurs sont particuliérement présents dans le domaine de la construction



et du génie-conseil en raison de 1’unicité de chaque projet. La taille de ces entreprises les force
souvent a adopter des procédés et des outils standards afin d’uniformiser la gestion de
I’entreprise. Plusieurs unités d’affaires distinctes ont des relations contractuelles avec de
nombreux fournisseurs de biens ou de services. Le Québec est hote de plusieurs sieges sociaux
d’entreprises dans ce domaine. Lourdement éclaboussées par les révélations des médias, elles
sont maintenant conscientes de I’'importance d’étre socialement responsable et tentent de

contrdler les risques liés a cette responsabilité.

SNC-Lavalin est un acteur majeur international du domaine de la construction et de
I’ingénierie. Avec plus de 50 000 employés et des bureaux dans plus de 50 pays différents,
SNC-Lavalin posséde un chiffre d’affaires avoisinant les 10 milliards de dollars annuellement.
La société effectue des projets dans six secteurs d’activité soit pétrole et gaz, infrastructures,
énergie propre, mines et métallurgie, nucléaire et ingénierie, conception et gestion de projet.
Avec son secteur capital, SNC-Lavalin est également en mesure de financer et réaliser des
projets majeurs en mode traditionnel, partenariat public-privé (PPP) et autres. Au Québec, le
nouveau pont Champlain, le Réseau Express Métropolitain (REM) et le Centre Universitaire
de Santé¢ McGill (CUSM) sont quelques-uns des nombreux projets majeurs réalisés par la
société. A la suite des différents scandales impliquant des tétes dirigeantes de 1’entreprise en
Libye et au Québec, et a 1’exclusion des projets financés par la Banque Mondiale pour une
période de dix ans, SNC-Lavalin a procédé a un changement de culture majeur a I’interne. Ceci
s’est traduit par la création d’un département dédié exclusivement a la protection de I’ intégrité.
Le département est responsable du code d’éthique et de conduite, des enquétes internes, des
politiques li¢es a la lutte a la corruption et I’esclavage moderne, de I’outil de conformité des
partenaires d’affaires et de toutes autres questions liées a la gouvernance de 1’éthique. A la
suite de la crise de 2012 et au changement de gouvernance en 2013, les premiéres politiques
touchant directement 1’éthique et la premiére analyse des risques liés a I’éthique ont été
effectuées en 2014 par le département. Depuis, le département n’a pas cessé de se consolider
avec, entre autres, la présence du chef de la direction sur le conseil de la coalition anticorruption
du forum économique mondial, et récemment la nomination par Ethisphere pour le prix

Compliance Leader Verification. Malgré les récentes couvertures médiatiques négatives sur



I’entreprise, SNC-Lavalin a bati un programme de protection de I’intégrité qui fait ’envie de
plusieurs firmes de génie-conseil depuis 2014. L’amélioration en continu de leurs outils de
conformité et d’éthique leur permet d’éviter que de tels crimes se reproduisent. Dans la foulée
de ces événements, cette recherche vise a contribuer a I’amélioration de 1’outil assurant la

conformité des partenaires d’affaires.

0.2 Objectifs

L’objectif général de cette recherche est d’améliorer la compréhension et la gestion des risques
liés a I’intégrité présents lors des partenariats d’affaires dans le domaine de la construction et

du génie-conseil. Plusieurs sous-objectifs ont permis la réalisation de cet objectif.

Le premier objectif spécifique est de comprendre quels risques liés a 1’intégrité surviennent
lors des partenariats et comment les entreprises peuvent les détecter. En effet, bien que simple
a premicre vue, comprendre 1’écosystéme d’affaires est nécessaire afin de proposer des
solutions adéquates et réalistes pour les entreprises. Gérer des risques qui ne s’appliquent pas
a I’entreprise ou qui ne sont pas considérés comme importants dans leurs activités aboutirait

en une solution qui n’est pas optimale.

Le second objectif spécifique est d’inclure 1’opinion d’experts dans la gestion de I’intégrité.
Les entreprises se basent souvent sur des modeles normalisés et parfois peu adaptés a leur
réalité. La perception des intervenants pourrait permettre la création d’outils plus complets et
sécuritaires. Il est important de déterminer quelles techniques permettent de prendre en compte

ces acteurs et I’importance de leur implication en comparant les résultats a la situation actuelle.

Le troisieme et dernier objectif spécifique est de proposer une méthodologie pour les
entreprises souhaitant concevoir leur propre outil de conformité des partenaires d’affaires.
Plusieurs méthodes du secteur financier existent déja et I’applicabilit¢ au secteur de la

construction et du génie-conseil doit étre étudiée et validée.



0.3 Hypothéses de recherche

Les hypothéses de recherche sont liées aux différents objectifs de la section précédente. En

effet, elles sont au nombre de trois et pourront étre vérifiées par 1’atteinte desdits objectifs.

Apres une bréve analyse de I’outil de conformité actuel de la compagnie, la premiére hypothese
est qu’il serait pertinent de couvrir davantage de risques lors de 1’évaluation des partenaires
d’affaires dans le domaine de la construction et du génie-conseil. Les mod¢eles normalisés et

I’outil de la compagnie en étude de cas couvrent principalement les risques de corruption.

De nombreuses techniques de gestion suggérent de favoriser les procédés interactifs. Les
chercheurs affirment qu’une démarche démocratique est plus éthique que les processus
traditionnellement hiérarchique et autocratique. La seconde hypothése est qu’il serait important

d’utiliser un procédé interactif pour définir I’outil de conformité des partenaires d’affaires.

Finalement, le secteur financier est beaucoup plus mature en termes de gestion des risques
¢thiques. La troisiéme et derniere hypothése est que les modeles utilisés dans le secteur
financier peuvent étre utilisés dans la construction et le génie-conseil suite a des changements

mineurs.

0.4  Apercu de la méthodologie

La méthodologie utilisée est I’étude de cas. En effet, la totalité¢ de la recherche s’est déroulée
en entreprise et les résultats sont appliqués a celle-ci. Cette méthodologie se traduit par 1’étude
approfondie d’une situation précise en vue d’obtenir des connaissances et de proposer des
solutions ou de bonnes pratiques. L’étude de cas se compose d’observations, d’entrevues et
d’études des documents (livres blancs, procédures, références, etc.). Les modéles trouvés sont
discutés afin de les lier ou les limiter aux autres cas possibles (différentes entreprises dans le
méme domaine). Compte tenu du faible volume de recherche en la matiere, cette méthodologie
permettra d’avancer certaines théories qui devront étre vérifiées par d’autres recherches.

L’¢étude de cas peut étre réduite a un tres petit échantillon. Les données sont ensuite analysées



et classées selon des themes communs afin d’obtenir une syntheése globale du cas (Garnier,

2018).

0.5 Plan du mémoire

A la suite de ’introduction, une revue de littérature des thémes communs sera présentée. Les
deux articles suivront et une conclusion avec les recommandations et les limitations de cette

recherche compléteront ce mémoire (Figure 0.1).
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Figure 0.1 Schéma plan du mémoire
Le premier article a pour but d’obtenir un portrait global des risques li¢s a I’intégrité et de leurs
indicateurs ainsi que de démontrer la pertinence d’utiliser un processus interactif pour assurer
une saine gestion de I’intégrité. Dans un premier temps, une étude des références académiques,
législatives et managériales a permis d’obtenir des connaissances approfondies dans ce sujet.

Ensuite, des observations et un sondage envoyé a différents acteurs clés ont permis d’obtenir



le point de vue des experts par rapport a la qualité des différents indicateurs de risque ainsi que
sur le procédé actuellement utilisé par la compagnie pour assurer la gestion des partenaires
d’affaires. Des failles sont identifiées et différentes pistes de solution sont avancées grace a

cette étude de cas.

Le second article a pour but de proposer une méthodologie pour les entreprises souhaitant
concevoir ou améliorer leur processus de conformité des partenaires d’affaires. Dans un
premier temps, I’étude des références académiques et managériales dans le domaine de la
gestion du risque et de la diligence raisonnable a permis d’obtenir les fondations pour la
méthodologie. Ensuite, une proposition de format et de contenu est effectuée par le biais d’une
¢tude de cas et des résultats du premier article. Un outil comprenant les nouvelles

connaissances acquises ainsi que le point de vue des experts est avancé.

Le premier appendice aborde ’esclavage contemporain dans le domaine de la construction.
Dans un premier temps, les formes d’esclavage moderne et le contexte sont abordés. Ensuite,
des pistes de solutions sont proposées pour les entreprises canadiennes souhaitant modifier
leurs pratiques en vue de la mise en application du projet de loi fédéral C-423 débutant en

janvier 2020.

Le second appendice aborde le suivi a long terme des partenaires d’affaires. Premiérement, les
principaux défis auxquels font face les gestionnaires sont présentés et des solutions
technologiques sont proposées. Ensuite, une étude de cas permet d’évaluer 1’utilisation d’un
algorithme simple afin de réduire le nombre de faux positifs générés par les outils automatiques

de suivi des partenaires chez SNC-Lavalin.

0.6 Contribution originale

Le domaine de la gestion de 1’intégrité est relativement récent. Les entreprises se basent sur
des outils et des méthodes provenant de différentes organisations, principalement en lien avec

les finances (firmes comptables, courtiers financiers, etc.). Aucune recherche scientifique n’a



proposé de méthodologie propre aux firmes de génie et construction. Dans le domaine du
génie-conseil et de la construction, les partenaires sont nombreux en raison de I’unicité de
chaque projet. Les risques inhérents aux partenariats d’affaires dans le contexte du génie ou de
la construction sont différents des risques présents lors de fusion ou d’acquisition de
compagnies. Malgré 1’existence de compagnies privées qui annoncent vendre des services a
des entreprises en tout genre pour les risques liés a I'intégrité, plusieurs failles demeurent et
des recherches académiques permettront de confronter et améliorer les systémes proposés. La
contribution de I’auteur est la proposition d’une méthodologie propre aux entreprises de
construction et de génie-conseil pour la création ou 1’amélioration d’un outil permettant

d’assurer la conformité éthique des partenaires d’affaires.

0.7 Apercu des limites

La gestion de 1’éthique et de I’intégrité dans le domaine de la construction et du génie-conseil
en est a ses débuts. En effet, la majorité des petites et moyennes compagnies posseédent peu de
ressources attitrées a cette problématique, voire aucune dans plusieurs cas. Les compagnies
majeures faisant preuve de leadership sont quant a elle souvent dans un processus de
rédemption qui les oblige a modifier leurs pratiques a la suite d’inconduites. Ces faits limitent
grandement le nombre d’experts pouvant participer a ce type d’étude et affectera la
représentativité de 1I’échantillon choisi a I’intérieur d’une compagnie ou du domaine. Il est donc
impossible de tirer des conclusions statistiquement valides et ce travail se pose plus comme
une réflexion et propose des pistes de solutions aux problématiques des partenaires d’affaires

dans le domaine de la construction et du génie-conseil.



CHAPITRE 1

REVUE CRITIQUE DE LA LITTERATURE

La revue de littérature présente trois thémes communs propres aux deux articles. La
gestion du risque, 1’intégrité et les partenaires d’affaires dans le domaine du génie-conseil

seront abordés afin d’introduire les résultats de cette recherche.
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Figure 1.1 Schéma des principales sections de la revue de la littérature

1.1 Gestion de risque

De nombreuses méthodes existent afin de gérer les risques dans le domaine de la
construction. Certaines de ces méthodes seront explorées (Figure 1.2) et sont basées sur
des fondements mathématiques solides, I’expérience des experts et des modeles de gestion

des risques complexes.
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Figure 1.2 Schéma des sous-sections sur la gestion des risques

Plusieurs définitions existent pour le risque. Le terme est souvent associ¢ au danger ou a
I’incertitude. Certains définissent le risque comme étant composé de trois ¢léments (Al-

Bahar & Crandall, 1990) :

Evénement : Ce qui peut arriver en faveur ou au détriment du projet;

Incertitude : Les chances ou la probabilité que 1’événement se réalise. Un événement
avec une probabilité de 100% n’est pas un risque, méme s’il peut créer des impacts

négatifs ou positifs pour le projet;

Conséquences potentielles : Un risque doit présenter des conséquences positives ou

négatives potentielles afin d’étre considéré comme tel.

Egalement, certains le définissent comme étant le produit de la probabilité et de ’impact
(Abdelgawad & Fayek, 2010).11 est important de différencier la probabilité et I’éminence
d’un risque. En effet, malgré une probabilité équivalente a 0.01%, un risque éminent peut

étre considéré comme tres élevé.

Au départ, la gestion du risque dans la construction était trés semblable aux analyses
effectuées par les compagnies d’assurance (Ashley & Bonner, 1987). Les gestionnaires
géraient les risques dits volontaires, associés directement a leurs contrats et aux lois les

entourant (Martin Loosemore, 2006). Toutefois, les risques dits involontaires, associés



aux autres parties, a la morale et autres n’étaient pas gérés. Plus tard, des experts ont
modifié "approche de gestion en incluant des risques qui sont considérés comme non
assurables. Le domaine de la gestion n’a pas cessé de se développer depuis. La définition
de la gestion des risques est toutefois demeurée la méme depuis sa création (Al-Bahar &

Crandall, 1990).

« Un procédé ordonné pour systématiquement identifier, analyser, et répondre aux

risques afin d’obtenir un contréle optimal ou acceptable desdits risques. »

Deux courants de pensées majeurs sont présents dans la gestion des risques : I’homéostasie
et le calibrage. IIs sont expliqués au tableau 1.1 (Hood & Jones, 1996). D’ores et déja,
trois étapes distinctes sont définies : identification, évaluation et contrdle. Elles seront

abordées dans une section subséquente de ce document.

11



12

Tableau 1.1 Homéostasie VS calibrage
Adapté de Hood & Jones (1996)

Concept
Concept C L. . C .
. . Explication inverse Explication
(Homéostasie) .
(Calibrage)
Prévenir. Appliquer .
. Les échecs ne sont
les connaissances et A
apprendre du passé pas prévisibles.
Anticiper pp Réaction Trop de prévention
pour prendre de .
. donne un sentiment
meilleures e e,
R d’invincibilité
décisions
Ne pas chercher la
Trouver les causes
Responsabiliser (coupables) des Dispenser cause afin de
DTEVUS favoriser le travail
P collaboratif
Favoriser la . .
. . Les poids doivent
compréhension au étre ajustés pour des
Quantifier travers des chiffres. | Qualifier o4 P
. critéres de nature
Rationnel et o
. qualitative
systématique
chension d .
Compré iension des Limitations
facteurs influengant )
. majeures dans la
. le risque. Absence de . .
Connaissances , \ . compréhension des
L’approche cause a | connaissance .
facteurs qui
effet est efficace en . .
e influence les risques
ingénierie
La sécurité doit étre Tous les objectifs
Indépendance  traitée a part des Interdépendance doivent étre traités
autres objectifs ensemble
. . Communication
Discussion plus ¢largie valide les
Confiner efficace entre Consulter cargle v L
impressions et évite
experts
les erreurs
Le risque est
controlé par des Changer la manicre
structures. Des oy de penser et
Structures et X Procédés et pense
. systémes sensibiliser en
produits personnels ,
permettent mettant 1’accent sur
d’atteindre les la gestion du risque
objectifs




1.1.1 Les méthodes de gestion des risques

Les gestionnaires déterminent les suppositions et les possibilités d’éveénements qui
pourraient éloigner 1’organisation de ses objectifs (gestion proactive). Malgré une gestion
efficace en amont, certains risques surviennent lors des prises de décision et sont parfois
inévitables ou imprévisibles selon le stade de maturité du projet ou de 1’entreprise (gestion
réactive) (Martin Loosemore, 2006). La gestion des risques optimale est en grande partie

proactive. Les différentes méthodes de gestion des risques sont montrées aux tableaux 1.2

et 1.3.
Tableau 1.2 Les méthodes de gestion réactives des risques
Adapté de KarimiAzari & al. (2011) et Martin Loosemore (2006)
Eléments Description
Inspections Audit et inspection afin de trouver de possibles menaces
Llsfl Pem? Plusieurs petites problématiques peuvent entrainer des
problematique problémes majeurs
Rencontres Discuter de la gestion et des systémes en place pour les risques
Industrie S’assurer d’étre a jour par rapport a I’industrie
Automatisation Implanter de la technologie pour la détection (valable pour les
risques physiques)
Enquétes Apprendre des erreurs et modifier en conséquence

13
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Tableau 1.3 Les méthodes de gestion proactives des risques

Adapté de KarimiAzari & al. (2011) et Martin Loosemore (2006)

Catégories Eléments Description
Listes A partir des ouvrages de référence ou des projets
passés. Méthode la plus courante.
Sectionner le projet ou autre selon structure de
Division fractionnement (WBS-Work Breakdown
o Structure).
Orgqn}satlon Avocat du Introduire une personne extérieure aux opinions
des idées diabl . .
1able conflictuelles et perspectives nouvelles.
Scénario Spepglatlon a propos du futur avec une vision
positive ou négative.
Attribut l‘)eﬁmr. des attributs a la décision. Lier ces attributs
a des risques.
. L’histoire tend a se répéter, bas¢ sur des données
Extrapolation .
passées.
o Utiliser des relations de cause a effet pour prédire
Prévisions Causale le futur
Normale Le futur est model¢ par les personnes et leurs buts
et valeurs.
Systeme Cartographier les acteurs clés, les ressources et les
informel contraintes.
Remue- Groupe de 10 a 15 personnes dirigé par un
méninges responsable.
Autres Technique Semblable aux remue-méninges, mais en ligne.
Delphi Elimine ’effet d’entrainement du groupe.
Diagramme DlVlSl(.)I.l du risque selon Ses causes ou ses origines.
Apparition de nouveaux risques.
Simulation Base' sur deAs equatlons.et de grandes itérations.
Possible grace aux ordinateurs.
1.1.2 Les facteurs de succés

Plusieurs facteurs sont nécessaires pour la mise en place d’un systéme efficace de gestion
des risques en entreprise. L’identification du risque, son évaluation et les mesures de
contrdle sont les trois grandes étapes de cette gestion. Le succes des projets est directement

lié au succes de I’entreprise et a la maniére dont elle est gérée (Cooke-Davies, 2002).



Avant de prendre une quelconque décision, les gestionnaires devraient s’assurer de
comprendre et connaitre leurs objectifs. Pour ceci, ils doivent obtenir un engagement de
I’organisation et effectuer une analyse des parties prenantes en les consultant pour établir

des objectifs et des indicateurs de performance (Martin Loosemore, 2006).

1.1.2.1 Identification du risque

L’identification du risque est la premicre étape dans la gestion des risques. Tous les acteurs
doivent y participer. La combinaison de plusieurs analyses est le premier facteur de succés
dans I’identification des risques (Gudiené, Banaitis, Podvezko, & Banaitiené, 2014). En
effet, les gestionnaires peuvent analyser les anciens projets et leurs échecs/réussites, les
interactions entre les intervenants du projet ou de la compagnie, la ventilation des activités
du projet ou de la compagnie et des documents de références en lien avec le type de risque
étudié (Liu, Zhao, & Yan, 2016). Un second facteur de succeés est I’identification des
risques positifs pour la compagnie. En effet, ce facteur permet de découvrir des
opportunités et est directement li¢ a la capacité de trouver des risques négatifs (Renault,
2016). Un troisieme facteur de succes est de déterminer qui sera responsable de quel
risque. Cette responsabilisation permettra de diviser et mieux comprendre le projet. De
plus, ce facteur modifie indéniablement 1’évaluation et les mesures de controle qui seront
associées auxdits risques (Igbal, 2015). Un facteur d’échec est souvent I’absence de vision
globale des gestionnaires du risque qui se concentrent presque exclusivement sur les lois

et les contrats entrainant ainsi plusieurs oublis (Martin Loosemore, 2006).

1.1.2.2 Evaluation du risque

Plusieurs méthodes permettent une bonne évaluation du risque. Aujourd’hui, les risques
ne sont pas seulement une évaluation statistique des impacts au niveau des cotits et de
I’échéancier. Une approche holistique de la gestion des risques inclut également les
risques associés a la gouvernance d’entreprise. Un premier facteur de succes est d’inclure

I’intuition, 1’expérience professionnelle, et les jugements personnels pour une meilleure

15
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évaluation des risques (Taroun, 2014). A la suite de I’apparition de nouveaux enjeux liés
a la durabilité, un second facteur de succes est 1’utilisation de méthodes d’analyse
multicritéres afin de prendre en compte les aspects sociaux et environnementaux en plus
des criteres habituels (Bu-Qammaz, Dikmen, & Birgonul, 2009; Esayas, Mahler,
Seehusen, Bjornstad, & Brubakk, 2015). Un troisiéme facteur de succes est 1’utilisation
des nouveaux logiciels qui permettent des milliers d’itérations pour une meilleure

simulation des risques (Fang, Marle, & Xie, 2017).

1.1.2.3 Controle du risque

Le contréle du risque peut étre exécuté de nombreuses manieres. Un premier facteur de
succes est de choisir une réponse adéquate au risque, en fonction de qui est ou sont le/les
responsable(s). Parmi les actions possibles il y a éviter/éliminer le risque, transférer le
risque, le réduire, I’exploiter (risque positif), le partager, ’accepter ou I’intégrer dans la
contingence (Mhetre, 2016). Un second facteur de succes est lié a I’évaluation de la
performance du controle de 1’entreprise. Pour cela, il est recommandé¢ d’effectuer des

audits internes régulierement (El-Sayegh, 2014).

1.1.3 Les nouveautés dans la gestion du risque en construction

Le triangle de fer est un mod¢le illustrant les contraintes de la gestion de projet (Larsen,
Shen, Lindhard, & Brunoe, 2016). Le temps, les colts et la qualité sont les trois ¢léments
de ce triangle. Depuis la prise de conscience collective sur les enjeux liés au
développement durable, la santé-sécurité et I’environnement font partie des contraintes de
la gestion de projet de construction (Abd El-Karim, Mosa El Nawawy, & Abdel-Alim,
2017). Les indicateurs de succes pour les projets de construction sont directement liés au
respect de ces cinq contraintes. Elles sont interdépendantes et une trop grande affectation
des ressources a I’une d’entre elles entraine un risque de ne pas atteindre les objectifs pour
les autres. Par exemple, afin de rattraper un retard dans les travaux, un entrepreneur

pourrait étre tenté d’accélérer le rythme d’exécution entrainant ainsi une perte de qualité,



un risque pour la santé-sécurité des travailleurs ou I’environnement, et ultimement des
colts supplémentaires s’il y a des déficiences. Actuellement, la gestion des risques est
considérée comme un moyen d’acquérir un avantage stratégique (Zhao, Hwang, & Low,
2015). En effet, les entreprises ne pergoivent pas ce procédé comme défensif, mais comme
un moyen d’optimiser leurs ressources et la réussite de leurs projets. La planification
avant-projet est reconnue par plusieurs comme le moyen le plus efficace pour réduire

I’impact de ces risques et le respect des contraintes (Hwang & Ho, 2012).

La principale nouveauté dans la gestion du risque en construction est I’approche holistique
entreprise par la majorité des spécialistes du domaine. En effet, le risque n’est pas
considéré seulement a 1’échelle d’un projet ou d’une action, mais bien a I’échelle de la
compagnie et de tous ses partenaires, fournisseurs, clients et autres. Cette vision permet
de mieux protéger les entreprises et comprendre I’écosysteme complexe dans lequel elles
¢évoluent (Zhao et al., 2015). La perception de la population est importante et le risque ne
doit pas se limiter a une série de données et un groupe d’expert. Par exemple, la sécurité
d’une communauté n’est pas seulement liée au taux de criminalité et autres statistiques;
elle est li¢e a la définition méme de la sécurité pour cette communauté. La standardisation
des procédés a permis d’établir des normes et de développer des techniques
mathématiques pour la gestion du risque (Tah & Carr, 2001). Un autre facteur important
dans le développement des connaissances et de la gestion du risque est un outil du Project
Management Institute (PMI). Le Risk Management Maturity Level Audit Tool créé en
2002 a permis de catégoriser et de noter les organisations selon leur niveau de maturité.
L’économie de marché étant ce qu’elle est, les entreprises ont massivement investi dans
ce domaine afin d’obtenir un avantage concurrentiel. Ensuite, des logiciels permettant des
calculs complexes et un grand nombre d’itérations ont grandement amélioré le rendement
et I’efficacité de la gestion des risques. Un développement majeur se situe au niveau du
processus du Building Information Modeling (BIM). En centralisant les informations liées
a la conception, la construction et I’opération des batiments, BIM facilitera grandement la
gestion des risques liés aux projets de construction (Zou, Tuominen, Seppédnen, & Guo,

2019). Toutes ces méthodes convergent vers une analyse de I’ensemble des activités d’une
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compagnie et une approche holistique. Les interactions entre les domaines et les acteurs
ainsi que les problémes liés aux communications et perceptions sont les plus grands enjeux
actuellement (M. Loosemore & Cheung, 2015). L’avénement des technologies de
I’information et la conscientisation du public aux différents enjeux sociaux et
environnementaux ont entrainé [’apparition de nouveaux risques liés a I’éthique,

I’intégrité et la conformité des entreprises.

1.2 Intégrité

Les risques liés a I’intégrité sont particulierement présents dans le domaine du génie étant
donné les nombreuses avancées et technologies. L’intégrité est définie comme quelque
chose qui a toutes ses parties, qui n’a subi aucune diminution et aucun retranchement
(Badaracco & Ellsworth, 1991). L’Ordre des Ingénieurs du Québec (OIQ) définit
I’intégrité comme une vertu qui consiste a respecter scrupuleusement les régles de la
morale sociale et les devoirs imposés par I’honnéteté et la justice (OIQ, 2018). La
définition de 1’intégrité n’est pas universelle et fait 1’objet de plusieurs débats. Malgré
cela, pour les entreprises et les organisations, les risques liés a 1’intégrité représentent le
risque de ne pas étre conforme aux codes qu’elles écrivent et s’imposent. La grande
majorité des entreprises possédant une gestion exemplaire de leur intégrité ont développé
cette expertise a la suite de scandales les ayant affectés et forcé a modifier leurs pratiques.
Récemment, les cas de Odebrecht et Petrofac ont fait les manchettes pour des cas de
corruption a trés grande échelle dans le domaine de la construction et du génie-conseil sur
plusieurs continents a la fois (Gallas, 2019). Les cas en lien avec la compagnie Fluor et
SNC-Lavalin ont également fait 1’actualité dans le passé et ces deux entreprises sont
désormais reconnue par Ethisphere, une organisation évaluant et récompensant les
entreprises éthiques, pour leur gestion exemplaire grace a leur département d’intégrité (Lu,
Ye, Flanagan, & Ye, 2016). En entreprise, ces départements sont responsables de rédiger
le code d’éthique et de conduite, et d’appliquer des mesures afin d’assurer le respect du
code a I’interne comme a I’externe. Des représentants du département sont présents dans

les différentes unités d’affaires de la compagnie afin de soutenir les employés dans



I’application des mesures (O'Neil, 2017). Les sous-sections de cette revue sont présentées

a la figure 1.3.
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Figure 1.3 Schéma des sous-sections sur l'intégrité

Plusieurs critiquent la formation de I’ingénieur qui est jugée comme ethnocentrique
(Guntzburger, Pauchant, & Tanguy, 2018). En effet, plusieurs chercheurs affirment que
les étudiants en génie ont de la difficult¢é a analyser un probléme sous plusieurs
perspectives. Ils suggerent I’intégration de cours liés aux sciences humaines et sociales
dans la formation d’ingénieur. Ce manque entrainerait des prises de décisions douteuses
pour les communautés et I’environnement et serait a ’origine des grandes bavures

médiatisées liées au génie (Coeckelbergh, 2012). Ces bavures sont synonymes de
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conséquences importantes du point de vue de la réputation et des finances pour les
entreprises. Afin de pallier ceci, elles rédigent des codes de conduites et d’éthique. Les
normes, politiques, réglements et valeurs de I’entreprise y sont inscrits afin d’assurer une

gestion uniforme des projets (Adelstein & Clegg, 2016).

1.2.1 L’éthique en ingénierie

L’¢éthique dans le domaine du génie peut étre divisée en trois catégories, 1’éthique du

dialogue, des émotions et de la complexité (Guntzburger et al., 2018).

L’éthique du dialogue encourage la prise en compte de 1’autre, son opinion et valorise la
diversité des perspectives lorsqu’il y a une prise de décision importante a faire (Roeser,
2010). Ceci implique que I’évaluation et la perception du risque ne sont pas seulement
I’affaire des professionnels et rejette 1’idée qu’une perception biaisée et émotionnelle ne

doit pas étre incluse dans les délibérations.

L’¢éthique des émotions affirme que les émotions doivent étre prises en compte lors des
décisions. En effet, la pensée rationnelle fait également appel aux émotions de fagon
intuitive (Roeser, 2012). La peur, le dégott, I’empathie et la compassion sont nécessaires

afin d’avoir une saine réflexion éthique.

L’¢éthique de la complexité rend la notion d’incertitude acceptable lors de la prise de
décision éthique. En effet, les méthodes traditionnelles sont trés linéaires et ne peuvent
pas étre complétement valables dans une société complexe comme la notre (Preiser &
Cilliers, 2010). Ceci implique une responsabilisation et une modestie face aux

incertitudes, sans toutefois empécher I’avancement ou la prise de décisions.

Afin de reconnaitre et gérer des enjeux éthiques, une compréhension approfondie des
valeurs universelles de I’éthique est nécessaire. L’ intégrité, ’honnéteté et 1’équité seront

utilisées afin d’établir les enjeux et d’avoir une discussion et un consensus en se basant



sur ces trois valeurs (O.C. Ferrell, 2015). Le processus interactif et participatif est
nécessaire pour une saine gestion de 1’éthique et la prise en compte des émotions. Aussi,
il est important de ne pas suivre aveuglément ce processus qui sera amené a évoluer a

travers le temps d’ou la notion de responsabilisation (Bonn & Fisher, 2005).

1.2.2 Les risques liés a I’éthique dans le domaine du génie et de la construction

Les différentes problématiques liées a 1’éthique et la conformité sont toutes reliées au
développement durable. L’éthique et la gouvernance font partie des compétences
transversales du développement durable (BNQ, 2011) (Figure 1.4). En effet, la morale fait
désormais partie de la gouvernance d’entreprise et d’activités. A la suite de nombreux
scandales économiques et la sensibilisation du public, les principes du développement
durable ont été institutionnalisés par plusieurs (Dionne-Proulx & Larochelle, 2010;
Mathieu & Soparnot, 2009). La majorité des objectifs de développement durable des
nations unies soient affectés par une gestion intégre dans le domaine de la construction et
du génie-conseil, certains se démarquent. En effet, le huitiéme objectif sur le travail décent
pour tous ainsi que le seizieme pour des institutions efficaces sont les principales spheres
couvertes (Nations Unies, 2019). Avec la popularité¢ grandissante du développement
durable, la responsabilité sociale des entreprises englobe de plus en plus d’aspects. Les
entreprises doivent désormais faire preuve de diligence raisonnable et contrdler les
impacts indirects de leurs opérations. Aussi, il est important de différencier les risques
internes et externes. En effet, a D’interne les risques proviennent principalement
d’employés malveillants, de mauvais procédés ou du manque de culture éthique et peuvent
faire 1’objet d’une recherche compléte a eux seuls (Schaefer, 2017). Dans le cadre de ce
mémoire, les risques provenant des partenaires d’affaires, donc de I’externe, seront traités.
Les droits humains et sociaux, les conflits d’intéréts, la collusion et la corruption, 1’évasion
fiscale, la gestion des données confidentielles et la responsabilité environnementale seront

abordés dans les sections subséquentes.
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Figure 1.4 Compétences transversales du
développement durable selon la norme BNQ 21 000

1.2.2.1 Droits humains et sociaux

Les droits humains sont depuis longtemps au cceur des préoccupations de différentes
organisations non gouvernementales et sans but lucratif. Les actions visent principalement
la lutte contre 1’esclavage moderne et le travail des enfants ainsi que les conditions
générales de travail. Le domaine de la construction et du génie-conseil est particuliérement
exposé a ce genre de problématique en raison des chaines d’approvisionnement et de
services complexes (CIOB, 2016) (voir appendice A pour plus d’informations a ce sujet).
En effet, les entreprises doivent continuellement gérer de nouveaux fournisseurs en raison
du caractére cyclique des projets (Behera, Mohanty, & Prakash, 2015). Elles ont trés peu
de vision sur plusieurs aspects de leurs activités comme 1’extraction de matériaux
primaires ou les projets outre-mer qui emploient fréquemment des travailleurs migrants
qui se retrouvent parfois pris au piege par des agences de location de main-d’ceuvre. Ce
probléme est particulierement présent dans la péninsule arabique ou de nombreux cas ont

¢été recensés récemment (Chaudhary, 2017; Human Rights Watch, 2019; Millward, 2017)



L’esclavage moderne est un enjeu du 21e siécle. En effet, souvent caché et camouflé, des
entreprises internationales y participent. Parfois en connaissance de cause, elles
collaborent avec des acteurs li€s a des réseaux de prostitutions, du crime organisé et autres
(McCorquodale, Smit, Neely, & Brooks, 2017). L’esclavage moderne est présent sur tous
les continents, particuliérement en Asie (Institute of development studies, 2018). Selon
’organisation Anti-slavery international environ 40.3 millions de personnes sont esclaves
modernes. Parmi ceux-ci, 10 millions d’enfants, 24.9 millions au travail forcé, 15.4
millions au mariage forcé et 4.8 millions victimes d’exploitations sexuelles (Anti-slavery
international, 2018). De ces chiffres, 30.4 millions proviennent d’Asie et 9.1 d’Afrique.
Les profits illégaux associés a I’esclavage moderne sont estimés a 150 milliards de dollars
américains annuellement. Des centaines de milliers d’esclaves sont également présents en

Amérique du Nord (500 000) et en Europe (1.25 million).

Pour reconnaitre ’esclavage moderne, il faut déterminer si la personne est forcée de
travailler, sous I’emprise et le contréle d’un employeur, déshumanisée et traitée comme
une propriété ou contrainte physiquement. Les formes d’esclavages modernes sont le
travail forcé (sous la menace d’une conséquence), le travail pour dette (emprunt et
remboursement au travers du travail), trafic humain, esclaves a cause de leur généalogie,

I’esclavage des enfants et le mariage forcé (Scarpa, 2008).

Les conditions de travail sont un sujet important de 1’éthique a ’interne et a I’externe de
la compagnie. A D’interne, le traitement que I’entreprise réserve a ses employés est
intimement li¢ a la performance et la loyauté de ceux-ci (Bodet, 2007). Plusieurs
organisations font la promotion et légiférent ce domaine. Les syndicats et regroupements
de travailleurs militent principalement pour les conditions de travail offertes aux
employés, alors que la commission des normes, de I’équité, de la santé et sécurité au travail
(CNESST) milite pour la santé et la sécurité de ceux-ci (CNESST, 2018). Cette
organisation est particuliérement sensible a la réalité du secteur de la construction. En
effet, 18 travailleurs se blessent quotidiennement sur les chantiers et les inspecteurs

appliquent une tolérance zéro pour les dangers liés aux chutes, aux lignes électriques, aux

23



24

effondrements et a I’exposition a la silice et I’amiante (CNESST, 2016). Ailleurs dans le
monde, de nombreux cas ont fait les nouvelles a cause des conditions de travail
dangereuses ou insalubres imposées par des employeurs internationaux. A cause du
manque de loi dans les pays en développement, la principale conséquence pour la
négligence des employés dans les compagnies internationales est liée a la réputation. Un
événement marquant est survenu en 2013 au Bangladesh, lorsqu’un immeuble de neuf
étages, la Rana Plaza, s’est effondré tuant prés de 1200 employés (Syed, 2018). A ce jour,
la compagnie fautive (Loblaw) est encore en cour et fait face a une poursuite de 2 milliards

de dollars.

1.2.2.2 Conflits d’intéréts

Les conflits d’intéréts peuvent parfois étre difficilement identifiables par les personnes
directement impliquées. En effet, ces personnes, bien que conscientes du conflit,
n’évaluent pas adéquatement a quel point il a une influence sur leurs prises de décision
(Davis, 2015). Un conflit d’intéréts peut étre qualifi¢ de potentiel, apparent ou réel. 1l
survient lorsqu’une entité a un intérét personnel qui pourrait influencer sa décision et
défavoriser les personnes dépendantes de cette décision. Plus que jamais, les employés
changent d’employeurs fréquemment passant parfois du privé au public et vice versa. Ceci
entraine souvent de possibles conflits d’intéréts, particulierement pour les gestionnaires
(OECD, 2003b). Ces conflits peuvent ¢galement survenir au sein d’'une méme compagnie.
En effet, une entreprise participant aux projets de deux mégas-hdpitaux québécois a di
prendre des mesures exceptionnelles comme la relocalisation de certains employés et
I’implantation de procédures empéchant la communication entre certaines unités
d’affaires car elle avait un role de consultant pour le public dans un des cas et le role

d’entrepreneur privé dans le second (Coalition CHUs sans PPP, 2014).



1.2.2.3 Collusion et corruption

La lutte a la collusion est indispensable a un environnement concurrentiel juste pour tous.
La collusion est définie comme une entente entre soumissionnaires afin d’éliminer
I’élément concurrentiel du processus effectué¢ a I’insu de 1’émetteur d’appel d’offres de

facon volontaire ou forcée (intimidation) (Conseil du trésor, 2011).

Les impacts des ententes collusoires sont liés a une mauvaise concurrence (Banque
Mondiale, 2018). En effet, quatre méthodes sont utilisées afin de créer une apparence de
concurrence soit la remise de soumissions fictives, la rotation des gagnants, la répartition
des contrats ainsi que la suppression des soumissions (Conseil du trésor, 2011). La
concurrence est la solution principale pour protéger 1’intégrité des contrats publics et du
systéme d’appel d’offres. Plusieurs points négatifs ressortent de ces pratiques. Ils affectent
principalement les contribuables ainsi que les entreprises honnétes (Locatelli, Mariani,
Sainati, & Greco, 2017). Le premier impact majeur est li¢ au colt et a la qualité¢ des
travaux. En effet, les ententes collusoires entrainent nécessairement une hausse générale
des cotits des travaux. La fausse apparence du prix le plus bas fait profiter un groupe trés
restreint d’individu au détriment de la société. Le second impact majeur est lié¢ aux autres
entreprises honnétes. En effet, la présence de collusion peut réduire le nombre
d’entreprises susceptibles de gagner la soumission et par le fait méme la qualité de la
concurrence. Peu de nouvelles entreprises arriveront sur le marché en raison de I’absence

de contrat pour les dirigeants souhaitant suivre le droit chemin.

La corruption, quant a elle, est souvent liée a un second probléme qui est la présence du
crime organis¢ dans le domaine de la construction au Québec. Ces organisations
criminelles se servent de la construction afin de procéder au blanchiment d’argent
considérant les sommes importantes d’argent entrant et sortant lors de la réalisation de
travaux (Gambetta & Reuter, 2000). Afin d’arriver a leurs fins, elles offrent des avantages
illicites a des personnes occupant des postes dans la fonction publique ou privée. La

corruption affecte également les plus démunis qui subissent les effets des cofits élevés ou
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du manque d’infrastructure (Hess, 2018). La culture de la corruption est particulierement
présente ailleurs dans le monde ou les pots-de-vin ou paiements de facilitation sont
demandés en public par des autorités pour des gestes du quotidien, parfois méme vitaux,

comme accéder a de 1’eau potable (PACI, 2013).

1.2.2.4 Evasion fiscale

L’ évasion fiscale survient lorsqu’une entité¢ ignore volontairement les lois fiscales.
Falsification de documents et demandes, omission délibérée de déclarer certains revenus
ou gonflement des dépenses sont tous des gestes qualifiés d’évasion fiscale. Il existe
plusieurs formes d’évasion fiscale telles les possessions a 1’étranger, la contestation de
I’impdt ou les promoteurs de stratagémes fiscaux. Un des plus grands scandales liés a
I’évasion fiscale est sans contredit les Panama Papers (Harding, 2016). A la suite d’une
fuite d’information obtenue par des journalistes, I’enquéte a révélé ’implication de 12
hauts dirigeants (dont des présidents encore actifs) dans des activités d’évasion fiscale. La
plus grande firme de génie-conseil d’Amérique latine, Odebrecht, a ét¢ poursuivie pour

corruption, pots-de-vin et blanchiment d’argent suite au scandale.

1.2.2.5 Gestion des données confidentielles

Les bases de données ne cessent de grossir depuis plusieurs années permettant la création
de nouvelles connaissances, de meilleures prédictions et services, une meilleure
planification urbaine, etc. La quatriéme révolution industrielle sera pilotée par 1’analyse
de grands ensembles de données par I’intelligence artificielle, I’internet des objets et les
chaines de blocs (Gubbi, Buyya, Marusic, & Palaniswami, 2013). Toutefois, ceci n’est pas
sans conséquence. Plusieurs critiquent cette industrie, car ils y voient une intrusion dans
la vie privée et croient que les données peuvent étre utilisées a des fins discriminatoires
entre de mauvaises mains (Craig & Gregory, 2018). Souvent, leurs avantages viennent

avec des inconvénients. Par exemple, pour la planification urbaine, les bases de données



peuvent étre utilisées pour la gestion du trafic ou I’identification de zones a améliorer tout

en étant utilisées pour déterminer la localisation en tout temps des citoyens (Martin, 2015).

1.2.2.6 Responsabilité environnementale

La responsabilité environnementale et les droits environnementaux sont des sujets
d’actualité. En effet, peu de sanctions sont en place a ce jour et se limitent a des amendes
pour les entreprises fautives. Ces amendes représentent souvent des cotlits moindres que
d’établir la conformité environnementale pour les grandes entreprises. Les modéles
récents prévoient des sanctions administratives, au code civil et pénal (Garcia & Fonseca,
2018). Les mesures sont souvent en réaction a la dénonciation et au travail effectu¢ par
des organismes non gouvernementaux (White, 2013). La criminologie verte est un sujet
qui se développe peu a peu, mais les plus grandes sanctions demeurent lorsque les humains
sont affectés directement par la négligence environnementale des compagnies.
Récemment, la compagnie Monsanto et leur produit Round-Up ont fait les manchettes
relativement a un cas de cancer li¢ a I’utilisation de cet herbicide (Elias, 2018). Les crimes
affectant la biodiversité et les écosystémes ne sont pas toujours séverement punis. La plus
grande motivation des compagnies pour la conformité environnementale se trouve
principalement dans leur réputation a conserver ou a batir. Au Québec, le Centre
Québécois du Droit de I’Environnement (CQDE) est un organisme sans but lucratif qui
fait pression et réforme les lois au niveau fédéral et provincial. La cimenterie Port-Daniel,
le pipeline Energie-est, les gaz de schiste, le pétrole d’ Anticosti, la réforme de la loi sur la
qualité¢ de I’environnement du Québec et la loi sur les milieux humides sont quelques

dossiers dans lesquels le CQDE a joué un role important (CQDE, 2018).

1.2.3 Les organisations et ouvrages de référence en éthique et conformité

Plusieurs documents de référence sont publiés périodiquement par des organisations
mondialement reconnues. Ces ouvrages font office de standards dans de nombreuses

entreprises avec une philosophie durable pour la gestion des risques liés a I’intégrité.
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Tableau 1.4 Ouvrages de référence en intégrité

Organisation Vocation Siége social  Document
Dow Jones Foumls-se}lr de service, Etats-Unis Third party risk management
journalistique trends
Navex Fournisseur de service  Etats-Unis Third party risk management
benchmark report
Banque Mondiale Service public Etats-Unis Divers
Transparency . . . .
International Anticorruption Allemagne Corruption perception index
Ethisphere Fournisseur de service  Etats-Unis Certification
TRACE Anticorruption Etats-Unis Bribery risk matrix
Walk Frge Esclavage moderne Australie Global Slavery Index
Foundation
CATO Droits humains Etats-Unis Human Freedom Index
International Conformité et
Organization for . Suisse ISO 26000, 37001 et 19600
. normalisation
Standardization
Royaume-Uni Service public Royaume-Uni UK Bribery Act
Etats-Unis Service public Etats-Unis Foreign Corrupt Practices Act
Human Rights . . . .
Watch Droits humains Etats-Unis Rapport annuel
Nations Unies Service public Etats-Unis Deglaratlovn universelle des
droits de I'Homme
Tax Justice Network Fiscalité Royaume-Uni Financial Secrecy Index
Sunlight Foundation Accés a l'information ~ Etats-Unis Rapport divers

1.2.3.1 Third party risk management trends — Dow Jones

Ce rapport couvre les récentes avancées en matiere de gestion des partenaires d’affaires.
Les différents facteurs de risques identifiés dans ce rapport sont la taille de 1’opportunité,
la proximité avec des agents publics, le risque propre au pays, le type de relation ainsi que
le type d’industrie. Un sondage révele que 83% des répondants effectuent une recherche
par rapport a I’origine du pays de leurs partenaires potentiels via différentes bases de
données. Les principaux €léments vérifi€s par les compagnies sont les propriétaires de la
compagnie et la haute direction, I’état financier et sa performance ainsi que la réputation

et les nouvelles dans les médias associées au partenaire (Dow Jones, 2018).



1.2.3.2 NAVEX Ethics & Compliance Third-party risk management benchmark
report

Ce rapport couvre également la gestion des partenaires d’affaires. Les principaux risques
soulignés sont I’environnement et 1’industrie dans lesquels I’entreprise évolue, la
localisation de la tierce partie, les interactions avec le gouvernement, le type de relation,
la grosseur de I’engagement (financierement) et I’historique de la tierce partie. Un sondage
effectu¢ dans ce méme rapport indique que les principales difficultés sont liées au suivi a
long terme des tierces parties, la formation de ces derniéres ainsi que leur nombre. Selon
un second sondage, le nombre d’incidents éthique a considérablement réduit a la suite de

la mise en place d’un programme de gestion des risques (NAVEX Gobal, 2018).

1.2.3.3 Banque Mondiale

La banque mondiale est un important donneur d’ouvrage a I’international. En plus de
travailler dans les pays en voie de développement, la banque participe grandement a
I’¢laboration de normes et standards pour une saine gouvernance de ses projets et des
compagnies qui y participent. Parmi les mesures abordées par la banque mondiale pour la
conformité des entreprises il y a le code de conduite, les responsabilités, le programme de
contrdle des risques, les politiques internes, les partenariats, les controles internes, les
formations, les incitatifs, les rapports, les mesures correctives ainsi que les actions
collectives de I’entreprise. Plusieurs entreprises s’autoévaluent a partir de ces mesures.
Elles permettent également a la Banque Mondiale de choisir les acteurs qui participeront

a leurs projets (Bank, 2016; Banque Mondiale, 2018).

1.2.3.4 Transparency International Corruption Perception Index

Le rapport annuel du Transparency International Corruption Perception Index (TICPI) est
a la base de nombreuses évaluations des risques a I’échelle planétaire. En effet, plusieurs

guides abordent ces données renouvelées annuellement. Chaque pays est évalué selon le
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nombre de cas de corruption, I’efficacité du systeme judiciaire, I’acces a I’information et
la protection des lanceurs d’alerte. Les entreprises possédent souvent des barémes en
dessous desquels une évaluation plus sévere du risque est recommandée. La liberté de
regroupement ou d’association, de presse, d’expression et la participation civile sont les
quatre facteurs sur lesquels se base la Global Coalition Against Corruption afin de
produire le rapport (Global coalition against corruption, 2018). Ce rapport fait

indéniablement partie du risque que présente un pays.

1.2.3.5 Ethisphere

Ethisphere fournit des services aux entreprises souhaitant améliorer leur éthique
corporative grace a des formations. En plus de publier un périodique sur 1’éthique,
I’organisation fait également un classement des compagnies les plus éthiques depuis 2007
et offre des prix et autres distinctions pour les efforts que mettent les organisations dans
la promotion de 1’éthique. Ces distinctions sont reconnues mondialement (Ethisphere,

2018).

1.2.3.6 TRACE - Bribery risk matrix

TRACE offre également des données par pays concernant la corruption et les pots-de-vin.
La matrice de TRACE note chaque pays selon quatre évaluations. La premiére traite des
interactions avec des agents publics en mesurant leurs fréquences et la possibilité qu’un
pot-de-vin soit demandé. La seconde mesure ’attitude de la société face a la corruption et
les mesures 1égislatives en place pour contrer la corruption. La troisiéme porte sur la
transparence du gouvernement et des banques. La quatriéme aborde les acteurs externes

et leur liberté (population, médias, etc.) (TRACE, 2018b).



1.2.3.7 Global Slavery Index (GSI)

Cette organisation offre des données concernant 1’esclavage moderne par pays. La note
est basée sur trois évaluations. La premiére évaluation traite de la vulnérabilité du pays a
I’esclavage selon les problématiques du pays (acces aux besoins élémentaires, inégalités,
conflits et droits des minorités). La seconde aborde la prévalence a I’aide de sondages
distribués dans plusieurs pays demandant si le répondant avait eu connaissance ou subis
des actes s’apparentant a de 1’esclavage moderne. La troisieme évalue la réponse du
gouvernement pour combattre 1’esclavage moderne (support des victimes, prévention et
efficacité du systeme judiciaire et responsabilisation des agents publics et entreprises)

(Global Slavery Index, 2018).

1.2.3.8 Human Freedom Index (CATO)

Ce classement note les différents pays selon leur liberté¢ personnelle et économique. La
liberté¢ personnelle prend en compte le systeéme judiciaire et la sécurité des habitants
(homicides, terrorisme, femmes, etc.). Elle inclut également la liberté de mouvement, de
religion, d’association, d’expression et d’identité. La libert¢ économique aborde le
gouvernement, I’acces a la propriété, les lois et la transparence des banques, les lois pour

les entreprises privées et les lois sur le travail (Porcnik, 2018).

1.2.3.9 International Organization for Standardization (ISO)

ISO est une organisation réputée depuis de nombreuses années. Leurs barémes, normes et
standards sont utilisés mondialement et plusieurs donneurs d’ouvrages obligent les
compagnies soumissionnaires a étre certifiée ISO. Parmi les normes intéressantes a
I’éthique et la conformité, il y a la ISO 26 000 Responsabilité sociale (International
Organization for Standardization, 2010) qui englobe les grands principes du
développement durable, la ISO 37 001 Gestion des systémes anticorruption (International

Organization for Standardization, 2016) ainsi que la ISO 19 600 Gestion de la conformité
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(International Organization for Standardization, 2014) qui permet aux entreprises d’étre
conformes a diverses lois et divers traités dont la UK Bribery Act et la Foreign Corrupt

Practice Act (FCPA) qui seront abordées subséquemment.

1.2.3.10 UK Bribery act

Le UK Bribery act est en application depuis 2010. Selon plusieurs, ¢’est la mesure la plus
sévere de lutte a la corruption actuellement. En effet, la loi stipule que toutes les
compagnies ayant un lien avec le Royaume-Uni sont sujettes a cette loi. La loi couvre
¢galement tous les crimes commis a I’étranger, a I’extérieur du territoire du Royaume. Les
pénalités peuvent aller jusqu’a dix ans d’emprisonnement, la prise des propriétés et il n’y
a aucune limite pour I’amende imposée (United Kingdom, 2010). Une compagnie de
gestion de la construction (Swett group) a payé plus de deux millions en pénalité apres
avoir été reconnue coupable de ne pas avoir suffisamment prévenu la corruption en 2016,

une premicre pour cette loi dans I’industrie.

1.2.3.11 Foreign Corrupt Practices Act (FCPA)

Le but de cette loi est d’éviter qu'une compagnie influence un agent public par le
versement d’un pot-de-vin ou autres. Cette loi est applicable pour toutes les entreprises
faisant affaire aux Etats-Unis ou utilisant les devises américaines. Tout individu impliqué
dans ce genre d’activité peut se voir imposer une peine de prison (United States of

America, 1977).

1.2.3.12 Human rights watch (HRW)

L’organisation HRW produit un rapport annuel par pays concernant 1’état des droits
humains. Le rapport est basé sur le droit des femmes et des enfants, les détentions
arbitraires, la liberté d’expression et d’association et des facteurs propres au pays ou a la

région géographique (Human Rights Watch, 2018). Grace a ceci, des organisations font



des classements et notent/évaluent les pays. Certains sites répertorient les événements liés
aux droits humains par entreprise facilitant ainsi 1’évaluation du risque que présente un

partenaire d’affaires (Business & Human Rights Resource Centre, 2018).

1.2.3.13 Déclaration universelle des droits de ’homme

La déclaration a ¢t¢ adoptée a Paris en 1948 par les 58 membres qui constituaient
I’assemblée des Nations unies. Elle fait encore office de référence aujourd’hui et est
utilisée par les différents législateurs et entreprises afin d’encadrer leurs activités. Le
premier article de la déclaration englobe les 29 autres et mentionne que tous les étres
humains naissent libres et ¢gaux en dignité et en droit et qu’ils sont doués de raison et de
conscience et doivent agir les uns envers les autres dans un esprit de fraternit¢ (United

Nations, 1948).

1.2.3.14 Financial secrecy index

Ce classement regroupe les pays et juridictions selon leur niveau de secret bancaire. Cet
index permet d’évaluer les risques liés a I’évasion fiscale, le blanchiment d’argent et autres
formes d’évitement illégal d’impot effectué par certaines entreprises. Le classement est
basé sur vingt indicateurs tels 1’acceés aux informations concernant les propriétaires des
entreprises, la divulgation de I’impdt des entreprises, les lois anti-blanchiment d’argent et

autres (Tax Justice Network, 2018).

1.2.3.15 Sunlight foundation

Cette fondation indépendante a pour but la responsabilisation et la transparence des
politiques et gouvernements. Grace a la technologie, elle souhaite permettre aux citoyens
de suivre en temps réel les développements et d’encourager la démocratie en facilitant la
participation citoyenne. Elle tire son nom du concept des sunshine laws Américaines, des

lois voulant faire la lumiere sur différentes décisions douteuses des décideurs publics et
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privés (Du, Yu, & Yang, 2019). Ces actions touchent, notamment, les conflits d’intéréts
des politiciens, les changements législatifs en ce qui concerne I’acces a I’information et la

création de formations pour les citoyens (Sunlight Foundation, 2019).

1.3 Les partenaires d’affaires

Plusieurs types de partenariats sont possibles dans le domaine de la construction. Ils ont
tous des avantages et des difficultés qui leur sont propres. Parfois obligatoires, ces
partenariats peuvent étre la source de nombreux risques et conflits dans la gestion d’un
contrat. Les compagnies ont des procédures selon le partenariat et le type de projet. Dans
certains cas, ces partenariats peuvent s’échelonner sur plusieurs décennies. Un examen

appropri¢ est nécessaire afin d’évaluer les conséquences a long terme d’une telle décision.

Des études ont démontré que dans 75% des cas de pots-de-vin, une tierce partie était
impliquée entre 1999 et 2014 (OECD, 2014a). Aussi, avec la mondialisation, les
compagnies internationales sont grandement dépendantes de la sous-traitance et léguent
jusqu’a 90% de la valeur du contrat a des partenaires d’affaires dans le domaine de la
construction et du génie-conseil (Watson & Serra, 2016). Dans ce contexte, les partenaires
d’affaires représentent un risque important pour les entreprises. Les différents types de

partenariat seront expliqués et des facteurs de succes seront présentés (Figure 1.5).

I PARTENAIRES DAFFAIRES

TYPES DE [ 1Es FacTEURs |
PARTENARIAT [% °| DE SUCCES
PARTENARIAT COENTREPRISE

PUBLICPRIVE [**] & CONSORTIUM

H

AUTEES L DEVELOFPEMENT
D'AFFAIRES

Figure 1.5 Schéma des sous-sections
sur les partenaires d'affaires



1.3.1 Types de partenariat

La gestion des contrats de construction comprend souvent la gestion de ces partenaires.
Selon leur mandat, ils ont tous des risques qui leur sont propres et représentent tous la

compagnie aupres de tierces parties.

1.3.1.1 Partenariat public-privé

Les partenariats public-privé sont souvent prisés par les gouvernements. Ils sont présentés
comme étant & moindre cout et a plus faible risque (Bloomfield, 2006). Le choix d’un tel
type de partenariat a de grandes conséquences sur 1’entreprise et la société en général, et
ce, pour plusieurs générations. Plusieurs critiquent ce type d’association, car il difficile,
voire impossible d’arriver a un réel partenariat entre le public et le privé ou chacun laisse
ses intéréts au profit du partenariat. En effet, vu les objectifs différents de ces deux entités
(profit versus services a la population), le consensus est parfois difficile. Egalement,
plusieurs disent que la compétition est réduite dans de tels contrats, car seules les grosses
entreprises ont les moyens de financer ces projets. De plus, les lois et réglements doivent
souvent étre modifiés pour permettre la réalisation du contrat (Bloomfield, 2006; Hodge
& Greve, 2017). A premiére vue, ceci démontrerait le désir d’innovation du
gouvernement, son efficacité et sa confiance envers son partenaire privé. En réalité,
plusieurs voient en cette procédure une forme de collusion nuisant a la saine compétition
dans I’économie de libre marché actuelle. Malgré tous ces points négatifs, les partenariats
public-privé permettent la réalisation de projets d’infrastructure majeurs. Les
gouvernements font appel au privé, car ce genre de processus permet de construire sans
s’endetter. En effet, les paiements au privé sont comptabilisés comme des frais
d’exploitation et non un emprunt (Bloomfield, 2006). Ceci permet a 1’état de préserver la

qualité de son statut d’emprunteur a I’international.

Afin d’évaluer les possibles partenaires, plusieurs critéres sont étudiés. Les facteurs de

succes sont liés aux caractéristiques du projet, aux arrangements contractuels, aux
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participants et au procédé (Zhang, 2005). Les échecs passés sont liés aux attentes
divergentes des partenaires, aux directives floues, au manque d’engagement, a la
complexité du processus décisionnel, aux normes et aux lois restrictives, a la mauvaise
gestion du risque et au manque de compétition. Ce type de partenariat est trés populaire

dans le domaine de la santé et des infrastructures (Roehrich, Lewis, & George, 2014).

1.3.1.2 Coentreprise/consortium

La coentreprise est la mise en commun des ressources de deux compagnies distinctes pour
la réalisation d’activités économiques communes alors que le consortium est pour la
réalisation d’un objectif commun. Plusieurs coentreprises/consortium ont pris place au
Québec dans les dernieres années (pont Champlain/signature sur le Saint-Laurent,
REM/NouvelR, etc.). Ces associations sont parfois difficiles parce que les partenaires
agissent également a titre de compétiteurs. Leur partenariat doit étre basé sur trois types
de lien (Ozorhon, Arditi, Dikmen, & Birgonul, 2008). Au niveau stratégique, les
entreprises doivent avoir des buts communs, de 1’expérience dans des projets semblables
et des régions semblables. Au niveau organisationnel, elles doivent avoir une
compatibilité/complémentarité financiére, du systéme de gestion et de la taille de la
compagnie. Finalement, au niveau culturel a I’international, elles doivent prendre en
compte la distance du pouvoir (degré d’inégalité sociale dans le pays), I’importance de la
collectivité versus individualité, degré de risque ou d’incertitude acceptable et

I’orientation de la société a long terme.

Les différentes crises économiques et 1’augmentation de la compétition forcent les
compagnies a s’associer pour réaliser différents projets. Ceci réduit certains risques, mais
en entraine de nouveaux. Les principaux risques liés aux coentreprises/consortiums
internationaux sont le flux monétaire du partenaire, les fluctuations légales et
économiques (sanctions), le manque de communication, le manque de confiance et

I’incompatibilité (Bing & Tiong, 1999).



1.3.1.3 Développement d’affaires

Le développement d’affaires est un domaine trés large dans la construction et comprend
de nombreux acteurs. Que ce soit pour effectuer la prospection de nouveaux clients, agir
a titre d’agent de vente, effectuer de la commercialisation (marketing) ou agir a titre de
lobbyiste, le domaine de la construction fait appel a ce genre de spécialiste. Le
développement des affaires est intimement 1ié a la stratégie de 1’organisation et fait partie

du mod¢le d’entreprise (Smyth, Fellows, Liu, & Tijhuis, 2016).

Ces différents roles peuvent représenter un enjeu critique pour les entreprises en
construction. En effet, ils représentent tous les entreprises auprés de tierces parties.
L’entreprise peut donc €tre punie pour une faute effectuée par I’un de ses intermédiaires.
Un agent de vente est indépendant et est chargé de négocier et conclure des contrats au
nom de ’entreprise (Gadde & Dubois, 2010). La commercialisation est la mise sur le
marché¢ d’un nouveau produit ou service. Le lobbyiste effectue des communications
d’influence a un titulaire de charge public et est régi par une loi et un code de déontologie

au Québec (Conseil du trésor, 2011).

1.3.1.4 Autres

Plusieurs autres types de partenariat existent. Parmi ceux-ci il y a notamment, les services
d’experts-conseils (avocats, consultants, architectes, etc.), les agents de licences de visa

ou douaniers, les parrains locaux obligatoires ou les entreprises de recrutement.

Les parrains locaux sont chose fréquente dans plusieurs régions du monde. En particulier,
ils sont trés présents au Moyen-Orient dans les projets d’exploitation pétroliere (El-Sabek
& McCabe, 2018). Les gouvernements obligent les entreprises étrangeres a faire affaire
avec ces intermédiaires (M. Loosemore & Muslmani, 1999). Tous ces autres types de
partenariat ont également des risques qui leur sont propres, car ils représentent tous la

société aupres de tierces parties.
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1.3.2 Facteurs de succes et d’échec des partenariats

Le succes ou I’échec d’un partenariat dépend de plusieurs éléments. Les facteurs de succes
sont liés au type de procédé, de projet et de contrat ou a I’attitude générale des partenaires
(Ola-Awo, Wasiu, & Bin Amirudin, 2016; Weien, Hosseini, Klakegg, Ladre, & Lohne,
2016). Les facteurs de succes liés au type de projet ou de contrat ainsi qu’a I’attitude des
partenaires sont présentés ici-bas et au tableau 1.4 :

e implication de I’entrepreneur dés le début de la conception;

e posséder des objectifs mutuels;

e avoir un contrat conception-construction;

e inclure des consultants spécialistes dans le partenariat (architectes, ingénieurs);

e cffectuer une formation de départ pour la gestion du partenariat.

Tableaul.5 Facteurs de succes des partenariats liés a 1’attitude

Elément Description

Les objectifs doivent inclure les critéres de succes propres a
chaque partenaire

Efficacité Les décisions devraient étre effectuées par le responsable
décisionnelle du client hiérarchique le plus bas apte a les prendre

Objectifs mutuels

Ateliers Inclure des activités pour favoriser I’esprit d’équipe

Confiance Partage mutuel de toutes les informations et ouverture d’esprit

Toutes les parties démontrent leur engagement 1’une envers

Engagement
£ag I’autre
. Les acteurs doivent étre compétents dans des situations de
Compétence . . . .
partenariat et dans le domaine de la construction en général
o Centraliser les communications et résoudre les conflits dés
Communications

qu’ils surviennent

Parmi les autres facteurs de succes liés a 1’attitude des partenaires, il y a également les
relations de compétitions passées entre les deux partenaires, I’absence de compromis et le

mauvais partage d’informations (Ola-Awo et al., 2016).



14 Conclusion de la revue de la littérature

L’exploration de la gestion des risques, I’intégrité et les partenaires d’affaires permet de
mieux comprendre la réalit¢ des entreprises souhaitant améliorer leur processus de
conformité éthique des partenaires d’affaires. Les articles qui suivent reposent tous sur les
fondements et la littérature abordée dans cette section. La suite illustre comment un
chercheur peut se servir de ces différentes connaissances afin de proposer un outil de

gestion des partenaires d’affaires adapté a la réalité de la construction et du génie-conseil.
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Abstract :

This paper aims to investigate the integrity-related risks associated with third parties in the
construction engineering industry. This case study methodology evaluates the business partner
compliance process in a multinational company. A tool to upgrade is used to facilitate this
process by assessing the risk involved in order to determine the level of due diligence necessary
for each partner. This study finds that companies must conduct surveys and internal
investigations to improve their integrity tools. Collecting expert opinions on risk is necessary
to allow an improved understanding of what the scope of the tool should be. This study
suggests new ways for improving the integrity tool and demonstrates the necessity to include
new questions covering risks associated with human rights, conflict of interest, antitrust and
competition, as well as compliance with regulations, must be addressed in the compliance tool
to evaluate business partners.

Keywords: Integrity, Construction engineering, Third party, Risk management, SWOT

analysis
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2.1 Introduction

The need for corporate social responsibility (CSR) in engineering and construction has never
been higher. In addition to its direct positive impacts for a company, CSR is now required by
many public and private organizations (Dainty, 2009). Construction engineering is considered
as the most corrupt sector in wealthy countries (Transparency International, 2011). New risks
associated with integrity, business ethics and compliance are emerging, and companies need
to manage them. These risks are both internal and external, and are often related to interactions
between suppliers, business partners, and other third parties. Of specific concern to the
engineering and construction industry are the very high number of daily interactions associated
with the activities of these stakeholders. According to the Organization for Economic
Cooperation and Development (OECD), three out of four foreign bribery cases involve
payments through intermediaries (OECD, 2014a). In this context, third-party risk management
theories and guidelines have emerged (Dow Jones, 2018; NAVEX Gobal, 2018; PACI, 2013;
Shen, Li, Lin, & Liang, 2018) suggesting due diligence measures as a necessary step, not only

for financial purposes, but also for preserving integrity.

Interestingly, past studies about construction risk management did not integrate integrity-
related risks (Deng, Low, Li, & Zhao, 2014; Tang, Qiang, Duffield, Young, & Lu, 2007). For
companies, integrity is closely related to their code of conduct, and includes risks associated
with elements such as corruption, human rights, conflict of interest, compliance with
regulations, and so on. Recent research suggests including these risks (Mhetre, 2016;
Sadgrove, 2015) and proceeding with an overall review of the entire company governance

structure in order to cover all integrity-related risks.

There is presently a demand for prescriptive models dealing with ethical issues among
construction-related organizations (Ho, 2011). If the company faces allegations of misconduct
due to the actions of a third party it has engaged, demonstrating sufficient due diligence will
significantly reduce any potential penalties it may face (United States Sentencing Commission,

2018). Moreover, many international funding institutions, such as the World Bank, have strict
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requirements regarding due diligence measures, and risk assessment has become a contractual

requirement.

Enterprise performance management enables continuous improvement with the help of
performance analysis tools (Cokins, 2013). Strengths, Weaknesses, Opportunities and Threats
(SWOT) analysis has been used in studies examining strategic management in construction
and engineering companies to evaluate the management effectiveness (Zavadskas, Turskis, &
Tamosaitiene, 2011), to manage water resources (Rao, Chhabria, Gunasekaran, & Mandal,
2018), and more (Bull et al., 2016; Jaber, Elkarmi, Alasis, & Kostas, 2015; Njoh, 2017). The
present study similarly uses SWOT, primarily in an attempt to improve the management of

integrity-related risks by identifying gaps according to survey results.

To create a risk management program, one must collect data about risk perception among
experts. The lack of available data in the scientific literature and the dearth of prior studies on
this subject make it necessary to start from a case study and then develop a theory based on the
findings. As part of the present research, a case study of a company operating in the engineering
and construction industry is analyzed. This company was chosen because of its size and
international renown. Following past misconduct, the company became a leader in developing
an ethical and integrity culture (Hachey, 2012; World Bank, 2013), in addition to also being
an innovation-driven organization systematically engaging in risk assessment. The aspired
theoretical contribution of this research is to identify which indicators could reveal risks related
to integrity and how organizations could include experts’ opinion to have a more
comprehensive risk management process for third parties in the construction engineering

industry.

2.2 Literature review

To attain the objectives of this research, it is necessary to cover different subjects in the
literature to have a comprehensive understanding of the context. Firstly, the concept of

integrity, its management and the unicity of the construction engineering sector is discussed.
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Secondly, the different types of business partners are presented. Thirdly, engineering risk
management are shortly addressed. Fourthly, integrity-related risks and their indicators
according to various references are covered. Finally, enterprise performance management and

the use of SWOT is explained.

2.2.1 Integrity

Integrity has many definitions. A research presenting the results of interviews with seven chief
executives of large firms suggest that integrity is the wholeness and coherence with core values
such as honesty and justice (Badaracco & Ellsworth, 1991). Others from the business ethics
area argue that integrity is being consistent with laws and regulations, and demonstrating
exemplary moral behavior in accordance with norms and values (Brenkert, 2004). While
defining integrity is not the core subject of this article, it is important to understand that the
concept of integrity is not universal. Notwithstanding this, all consider that integrity engender

commitment and trust, and ensure the welfare of all stakeholders (Lawton & Péez, 2015).

Implementing corporate ethical culture is challenging. Codes of ethics are an effective way to
shape integrity management, but they must be embraced by the leaders and proper
communication is a crucial success factor (Stevens, 2008). Values and ideals must be discussed
between the employees and management. Based on insights from strategic planning, an author
identified three barriers/enablers for effective governance of corporate ethics (Bonn & Fisher,
2005). Companies should foster a flexible approach by including discussion and debates
among all employees. They must also monitor the implementation of ethical culture with
indicators, not solely financial. Finally, companies should integrate ethics throughout the

organization with trainings, communication channels and enthusiasm from top to bottom.

Construction engineering is considered to be the most corrupt sector (Transparency
International, 2011). What make integrity management in construction engineering industry so
special? Firstly, construction represents an important part of the country’s GDP and is a key

driver for economic growth (Ho, 2011). Secondly, construction requires many interactions
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with governments and state employees (public projects, licenses, permits, etc.). Thirdly,
construction companies are often working abroad in developing countries where laws,
regulations and ethical standards are lower (Ameyaw et al., 2017). Fourthly, due to project
unicity, construction engineering companies have numerous business partners helping them
achieve their goals. Despite efforts to produce codes of ethics and conduct, it has been
discussed that construction engineering industry is ineffective for its implementation and that
there is a lack of training and understanding (Oladinrin & Ho, 2016). Managing integrity
internally is easier than externally. Even with all due diligence, a business partner could
conduct unethical activities damaging company’s integrity (Deloitte, 2016a). To protect their
integrity, construction engineering companies need to assess and mitigate the risks of their

business partnerships.

2.2.2 Business partners in the construction industry

Major construction and engineering companies often expand beyond national borders and
depend on third parties. In some cases, over 90% of the value of a contract is transferred to
these third parties (Watson & Serra, 2016). The most popular types of partnerships are public-
private partnerships (PPPs), joint ventures and consortiums, and business developments, each

having their own advantages and disadvantages.

The global financial crisis of 2007-2008 was the start of the boom in public-private partnership
(PPP) projects (Osei-Kyei & Chan, 2015). Often presented as cheaper and involving lower
risks, PPP has numerous major impacts, which often last for generations (Bloomfield, 2006).
That said, PPP faces criticism because a complete and true partnership is impossible if partners
do not share the same objectives (profit, for companies; social service, for government).
Furthermore, healthy competition in these cases is impossible, because very few companies
can afford to finance such projects (Hodge & Greve, 2017; Zhang, 2005). Despite these
disadvantages, PPP is valued by governments because it makes major infrastructure projects

possible.
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The last decade has seen a jump in the popularity of joint ventures and consortiums. A joint
venture is an entity formed between parties to undertake economic activities, whereas a
consortium is an association between parties to achieve a common objective. These
partnerships are difficult because each party is acting both as an associate and as a competitor
at the same time (Ozorhon et al., 2008). This can lead to conflicts of interest and collusion

issues and must be managed properly.

Business development is linked to the organization’s strategy and is part of its business model
(Smyth et al., 2016). Whether we are talking about prospecting new clients, working with sales
agents or lobbyists or marketing, business development is crucial for construction and
engineering companies (Conseil du trésor, 2011). The organization is strongly impacted should
a business partner act in a less-than-stellar fashion since the partner is considered as a de facto
representative of both entities, and to be acting on behalf of this organization. These types of
partnerships are associated with a higher risk for companies. It is common to see compensation
based on sales or successful completion of tasks for these partnerships. This can easily tempt

ill-intentioned individuals to engage in corruption and bribery (Teichmann, 2018).

Several other types of business partner relationships exist, including consulting services, visa
or customs services, local sponsors, and recruitment firms. Local sponsors are common in
many countries, particularly in the Middle East, for oil development projects (El-Sabek &
McCabe, 2018).

223 Risk management

Initially, experts did not include construction risks that are considered uninsurable, such as
morality, third party-related, etc. The latter are closely related to perception, which implies that
each person or company has a different way of viewing, understanding and interpreting them
(Coeckelbergh, 2012). Emotions and perception are often overlooked in engineering risk
management (Richter & Paretti, 2009). Also, the engineer training curriculum limits the

capacity to address issues from perspectives other than seeking technical solutions
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(Guntzburger et al., 2018). Risk management professionals in construction engineering must
therefore include social sciences and perception to have an accurate representation of the

situation. To manage risks related to morality, companies draft codes of conduct and ethics.

224 Integrity-related risks

Following a review of four codes of ethics and business conduct from major players in the
construction and engineering industry, five integrity-related risks have been identified: 1) risks
associated to human rights, 2) competition & antitrust, 3) corruption, 4) compliance with
regulations and 5) conflict of interest (CIMA+, 2018b; SNC-Lavalin, 2019; Stantec, 2017;
WSP, 2018).

Human rights and modern slavery constitute a major issue for companies’ integrity.
Construction engineering industry requires a lot of materials and temporary migrant workers
for major projects (Anderson, 2015; Millward, 2017). Currently, more than 40 million people
are modern slaves (Anti-slavery international, 2018). Modern slavery generates illegal profits
estimated at 150 billion USD annually (Institute of development studies, 2018). Working
conditions are also part of this issue, considering the major impacts on the reputation following

a deadly incident.

Anti-collusion measures and antitrust laws are mandatory for a competitive market. In
construction and engineering, criminals use four techniques to create an apparently competitive
market (Conseil du trésor, 2011). They consist of (1) the creation of fake bids with abnormally
high prices, (2) a long-term pattern of rotating winners, (3) contract distribution to the same

bidders, and (4) suppression of bids without notice or reason (Locatelli et al., 2017).

Corruption is abuse by an entity in a position of authority for personal gain, with bribery being
its most common form. The annual cost of corruption represents more than 5% of global gross

domestic product, standing at an estimated 3.5 trillion USD lost each year (OECD, 2014b).
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Corruption increases inequality, especially in developing countries, while reducing the overall

efficiency of services and products.

Compliance is expected to be more complicated and expensive with increasing regulations.
Money laundering and tax evasion affect taxpayers and governments. Not reporting income
from foreign sources and tax scheme promotion lead to criminal prosecution (OECD, 2012).
Non-compliance with economic sanctions leads to adverse consequences for companies. Since

such sanctions are constantly evolving, they must keep abreast of current political events.

Even where they are only apparent and well managed, conflicts of interest often feature in
adverse media coverage. Managing conflict of interest is necessary for objective decision-

making, especially in public services (OECD, 2003a).

2.2.5 Factors influencing and predicting risk

To ensure an efficient risk management process, companies assess risks according to different
factors. According to two third-party risk management references (Dow Jones Risk &
Compliance, 2018; NAVEX Gobal, 2018), six main factors can predict and influence integrity-
related risks for business partners. The six main factors to be considered in predicting integrity-
related risks are: type of industry, contract complexity, proximity to public officials, type of

third party, country, and partner profile.

2.2.5.1 Type of industry

A survey on bribe payers with more than 3000 business executives respondent (Transparency
International, 2011) revealed the likelihood of bribes being paid by companies in 19 different
industries. Public works contracts and construction, oil and gas and mining are the most
affected. An analysis of foreign bribery cases concluded between 1999 and 2014 identified the
industry of guilty companies (OECD, 2014a). Extractives came first with 19% of the cases and

construction followed with 15%.
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Type of industry can also reveal potential human rights and environmental issues. Some
industries prioritize low wages with lower-skilled workers in abundant supply and seen as
expendable (Blanton & Blanton, 2009). Self-regulation is directly related to Corporate Social
Responsibility (CSR) (Dashwood, 2014). Therefore, the level of self-regulation can predict
company’s behaviour (Nysten-Haarala, Klyuchnikova, & Helenius, 2015). Oil and gas and
mining industries are the least self-regulated and among the most internationally active

industries (Philp, 2012).

2.2.5.2 Contract complexity

Contract complexity is ambivalent in that some people consider it as a catalyst for risk and
others as a real factor; a catalyst because a multi-billion-dollar project would get more exposure
and media scrutiny if a company were to be found guilty (Chang, Deng, Hwang, & Zhao,
2018). Also, because the philosophy underlying integrity-related risk management is that even
the smallest act of corruption is punishable, and a project size should not affect how a company
deals with ethics and compliance (Scalza, 2008). Notwithstanding this perspective, project
characteristics define corruption vulnerability (Locatelli et al., 2017; Nordin, Takim, &
Nawawi, 2013), as shown in Table 3. Finally, accountability for each risk in a complex contract
is challenging for managers. Therefore, contract complexity is arguably a factor influencing

integrity-related risk evaluation.

2.2.5.3 Proximity to public officials

Major projects often involve government and public officials. The main concern with this
factor is identifying if the relation involves a government agency or determine how much
ownership, control or influence is related to the government (Dow Jones Risk & Compliance,

2018).

This factor is directly related to bribery and corruption risks (Ernst & Young, 2013).
Construction requires a lot of planning permission and licences, which can lead to abuse (e.g.,

bribe to a public official for a faster work acceptance) to avoid cost or time overruns. Also,
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public or private funding projects in developing countries require many interactions with
government officials (directly related to the country’s corruption perception index). Finally,

proximity to public officials can also lead to conflicts of interests (OECD, 2003b).

2.2.5.4 Type of third party

Some types of third parties elevate the risk associated with corruption and bribery. The highest
risk lies with third parties who are authorized to represent the company (Transparency
International UK, 2016), such as a business development consultant, commercial or sales
agent, mandatory local partner, or lobbyist. The UK Bribery Act introduced a liability offense
for companies who fail to prevent bribery (United Kingdom, 2010). Therefore, evaluating risks

associated with the type of third party is mandatory to protect the company’s integrity.

2.2.5.5 Country

Country is a non-negligible factor in evaluating risks. Indeed, organizations produce annual
data such as the corruption perception index (Global coalition against corruption, 2018) to that
end. A Dow Jones survey revealed that more than 80% of companies risk rank the countries of

their third parties as part of their review process (Dow Jones Risk & Compliance, 2018).

Country-based risks include the geopolitical situation, laws, regulations and sanctions.
Geopolitical situation and sanctions are closely related, with many developed countries using
sanctions as a foreign policy tool to signal the need for a change in behaviour or policy of a
specific country or region (Lektzian & Patterson, 2015). Moreover, country-based assessments
could reveal risks in terms of tax havens, tax evasion and money laundering with the financial
secrecy index (Tax Justice Network, 2018). Finally, the country can also be an indicator of the
human rights situation, and many renowned organizations, such as Human Rights Watch and
the United Nations, address this issue through annual country-based reports and rankings

(Human Rights Watch, 2018; United Nations, 2018).
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2.2.5.6 Partner profile

Historical dealings with a particular third party should be reviewed, and the occurrence of
unusual events analyzed (NAVEX Gobal, 2018). Furthermore, the third party’s risk aversion
and fit with the company must also be considered (Ozorhon et al., 2008). Adverse media
coverage of past misconduct influences the assessment and the level of due diligence and
scrutiny necessary for a third party. In some cases, this can in fact be an advantage because
sanctions and prosecution often lead to redemption and very strong compliance measures.
Partner profile also includes the type of compensation and payment terms required by the third
party. A great indicator of money laundering or tax evasion here could be if the partner asks
for a payment in an offshore institution, for example (Chong & Lopez-De-Silanes, 2015).
Traditionally, blocking sanctions are applied to individuals and entities, as well as to entities
that are majority-owned by them. In this regard, the Office of Foreign Assets Control (OFAC),
for example, publishes the Specially Designated Nationals and Blocked Persons List (SDN)
(United States of America, 2018). Furthermore, considering the partner profile could reveal

potential conflicts (OECD, 2003Db).

2.2.6 Performance analysis

Performance analysis is used to gain strategic advantages. Adjustments and improvements to
business processes are necessary in a constantly evolving world (Cokins, 2013). Ethical
leadership requires the capacity to assess a complex situation from the perspectives of many
(Lawton & Paez, 2015). According to the concept of ethics of responsibility, leadership is not
generated by the self, but through engagement with the others and a sense of responsibility
(Knights & O’Leary, 2006). Therefore, an analytic tool for integrity management must be
interactive and not solely involve decision makers. Many measurement and analysis methods
exist for business management. The Political, Economic, Socio-cultural, Technological, Legal
and Environmental (PESTLE) analysis and the Porter’s five forces analysis investigate the
external environment of an organization (Cadle, 2010). The Mission, Objectives, Strategy and
Tactics (MOST) analysis and the Boston Box investigate internal capabilities. Risk

management depends on the external environment to create the risks and the internal
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capabilities of the organization countering them. While being originally used as a strategic
development tool, the Strength, Weakness, Opportunity and Threat (SWOT) analysis have
been adapted and used in many different contexts including construction engineering ones
(Rao et al., 2018; Zavadskas et al., 2011). The strength and weakness can investigate internal
capabilities while the threat and opportunity investigate the external environment. This method
can also be interactive by combining the answers of different parties. This analysis specifies
the target objectives, while identifying internal and external, and positive and negative
constraints. SWOT analysis useful for strategic planning, especially if the analysis is conducted
with a specific objective, such as taking advantage of a new business opportunity or
implementing a new technology (Houben, Lenie, & Vanhoof, 1999). Additionally, SWOT
analysis can be modified and adapted to specific situations other than general business
management (Kangas, Tikkanen, Leskinen, Kurttila, & Kajanus, 2017; Njoh, 2017; Quezada,
Cordova, Palominos, Godoy, & Ross, 2009).

2.2.7 Ethical companies

Often, the most ethical companies used to be the exact opposite. Strong penalties, financial
difficulties and other negative effects really act as an eye-opener. To survive, these companies
must have put in place strong compliance measures that led to redemption. As an example,
Fluor, a major construction engineering firm, is now on Ethisphere most ethical companies list

despite past scandals related to fraud and others (Lu et al., 2016).

23 Case study methodology

2.3.1 Presentation of the company

Following various corruption-related events in Qadhafi’s Libya (Hachey, 2012) and its
debarment from World Bank-financed projects for ten years (World Bank, 2013), SNC-Lavalin
made drastic changes to its governance policies. With the creation of a department dedicated
solely to protecting the company’s integrity and preventing such events from happening again,

SNC-Lavalin is now a leader in ethical and compliance management and earned the prestigious
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Compliance Leader Verification from the Ethisphere Institute in 2019. After creating policies
to manage integrity and conducting their first integrity-related risk assessment in 2014, the
company never stopped improving their program and their CEO earned a chair at world

economic forum global anticorruption initiative.

Third-party risk management is mandatory in the company, and thousands of potential business
partners are checked annually. The database contains around two thousand active business
partners, which is a small number compared to the hundreds of thousands of business partners
of financial institutions but is still a challenging amount to monitor due the variety of activities
and relationship to the engineering company. The goal is to propose a methodology for
construction engineering companies to evaluate which indicators could reveal integrity-related

risks and to include experts’ opinion using the SWOT analysis and a survey.

2.3.2 Current practices in business partner risk ranking

At SNC-Lavalin, business partners are risk-ranked based on a series of questions and an
Integrity Check. Points are assigned to each question and the sum of the assessment distinguish
low, medium and high-risk partners. Questions for the business partner evaluation cover
specific risk factors, as shown in Tableau 2.1. Contract complexity and type of industry were
not yet covered by the questions. Also, some risk factors were covered in greater detail than
others; an example is the third-party type as compared to the country risk. Finally, the Integrity
Check covers three Dow Jones lists (Dow Jones, 2016): Watch lists (Public Services and
Procurement Canada, World Bank and other development banks lists of ineligible entities and
economic sanctions imposed by various governments), Politically Exposed Person/State

Owned Company and Adverse media coverage, and one list from SNC-Lavalin’s references.
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Tableau 2.1 Risks covered by the current business partner compliance tool (SNC-Lavalin)

Questions Risk factors
Will the Business Partner conduct business development for SNC- .

. Type of third party
Lavalin

. . : . . T f third part
For this specific engagement, will the business partner be directly ype o ) 1r' patty

o . . ) . and proximity to
or indirectly interacting with government officials . .
public officials

Has the business partner been recommended by government Proximity to public
officials? officials
What is the purpose of the engagement? Type of third party

All countries where the business partner is expected to perform
his mandate with or on behalf of SNC-Lavalin must be selected. Country

Also add the home base country of the business partner.

How is the business partner compensated by SNC-Lavalin Partner profile, type
(payment or other benefit)? of third party

Has the business partner requested any unusual payment terms or
rates such as cash only, payments to third parties or to an account

. o Partner profile
in a country other than the one where it is based or where the P
services will be rendered?

Check against the Integrity Database Partner profile

233 Case Participants/Experts

The survey was conducted among 14 SNC-Lavalin’s employees, including the 6 sector
officers, 7 regions officers and the corporate officer (Figure 2.1). Experience and knowledge
of the experts were the two main characteristics for the selection. The participants needed to
have a comprehensive view of the risk management situation in the company and to have
enough expertise on integrity, ethics and compliance. The officers have different backgrounds
and come from different countries and industries. This heterogeneous population is composed
of lawyers, engineers, business administrators and human resources specialists from United
States, United Arab Emirates, India, and more. At company scale, this population is

representative and covers most business units of the company.
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Figure 2.1 Demographic data of the respondents

234 SWOT and survey analysis processes

A qualitative approach was used in conducting a SWOT analysis of the business partners’ tool.
The first step of the process involved a survey of the 14 experts at SNC-Lavalin. The results
of the survey gave fragmented agreement for each SWOT category. Also, it gave the perception
of the experts regarding the different risk factors and their influence on specific risks. For this
research, a modified version of the SWOT analysis was used. Since the analysis pertains to a
management tool rather than general economic/business performance, the main objective was
not necessarily related to profit and economic gains. Opportunities were replaced by positive
developments because they are associated with a better understanding of the risk factors, new
data or tool, laws and others in integrity related-risks management. The strengths and
weaknesses are related to the current tool, and the threats to forthcoming risks in the
engineering and construction industry. The survey to the participants was divided into five
sections, each one addressing a risk determined through the literature review: Antitrust &
Competition, Conflict of Interest, Compliance with Regulations (trade, money laundering, and
tax), Human Rights, and Corruption & Bribery. The six risk factors stated in the literature
review were used, and respondents needed to rank them. A ranking of 1 for Country regarding
Corruption & Bribery means that Country is the best indicator allowing the detection of
corruption and that would give Country 6 points for this risk in the survey (Tableau 2.3). Non-
applicable gives 0 points. The research and analytic process used is shown in Figure 2.2. The

scores for the risk indicators were gathered in a single table where an average was made. The
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answers to the SWOT categories were analyzed to find recurring answers and include them to

the final SWOT themes.

Tableau 2.2 Points allowed for the score per risk according to the rank

Rank from best indicator (1) to worst (6) 1123145
Points allowed 6 (54321
g %‘(‘ Literature review and global Identify key personnel Survey draft and
E 5 understanding of the company, the 5 in integrity risk ) approbation by the
g qg busa:ness ecosystem antli the management at SNC- bead .Gf the
E &0 business partner compliance tool Lavalin. integrity office.

1. Rank the risk factors that
could reveal Antitrust &

Repeat for the four competition issues. T

Gather the other risks (conflict 2. Identify strengths and e :
. , 2 identification
o comments of interest, wealmesses of the business g
- : : according to
E and 4= corruption & a partner tool according to =~ = theic tole Gob
o questions of bribery, compliance Antitrust & competition. tifle) at SNC-

the with regulations, and 3. Identify positive Lrkn

participants. human rights). developments and threats in :

vour market for Antitrust &
l competition.

n .9
= ing i i Final label assigned to Suggestions and recommendations
= ¥, Recurring items sorted into gn gg
5 E categories and key themes. each SWOT theme for the business partner tool
SRS )

Figure 2.2 Research and analytic process




24 Case study results

2.4.1 Risk indicators

2.4.1.1 Results
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Consolidated results of the risk factors consisted of an average of fourteen different

respondents (Tableau 2.4). Tableau 2.4 presents the capacity of each risk factors to detect each

integrity-related risk according to the survey’s answers. A score of 0 means that the factor was

useless at detecting the risk, and the closer it got to 6, the better it is at detecting the risk. The

green boxes in Tableau 2.4 represent the best risk factor for each integrity-related risk. The

standard deviations of the respondents’ answers for each of the risk factors are then presented

(Tableau 2.5). The green boxes in Tableau 2.5 represent low standard deviations, while the red

ones show high standard deviations. A high deviation is related to a divergence in opinions

between the respondents.

Tableau 2.3 Risk indicators importance regarding each risk according to SNC-Lavalin’s 14

experts
Average score per risk
L Conflict | Compliance
Risk indicators Antitrust & | Corruption | Human of with
Competition | & Bribery | Rights | Interest | Regulations
Proximity to Public
Officials 24 4.9 1.1 4.6 3.0
Country 2.6 4.7 4.9 2.1 4.7
Partner Profile 33 3.1 3.9 3.4 2.9
Type of Third Party 5.0 3.7 3.1 5.7 3.7
Type of Industry 3.7 2.1 3.9 2.0 3.1
Contract
Complexity 3.6 24 1.9 2.7 34
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Tableau 2.4 Standard deviation for each score of the Tableau 2.3

Standard deviation

R Conflict | Compliance
Risk indicators Antitrust & | Corruption | Human of with
Competition | & Bribery | Rights | Interest | Regulations
Proximity to Public
Officials 1.99 1.46 0.82 0.98 1.63
Country 1.9 1.11 0.82 1.87 1.89
Partner Profile 1.25 1.95 0.55 1.27 1.97
Type of Third Party 0.82 1.11 1.3 0.49 0.76
Type of Industry 1.46 1.68 0.82
Contract
Complexity 1.27 1.51 0.41 1.47 1.51

2.4.1.2 Findings and analysis

By analyzing the survey answers, it was determined that type of third party is crucial for both
antitrust & competition and conflict of interest. The highest risk lies with partners who are
authorized to represent the company. Country is a main indicator for three of the five major
risks at SNC-Lavalin and it is an important indicator of corruption perception, human rights
status and financial secrecy. Partner profile was consistently grade ranked for the five risks
(more consistent than the first and second indicators). Indeed, partner profile provides data for
each risk (past behaviour for corruption, competition and human rights, relation for conflict of
interest and payment/financial information for compliance). Proximity to public officials did
not score highly for most risks, this indicator is however critical for corruption and conflict of
interest, especially in riskier countries highlighted by Transparency International. The
combination of this risk factor with country or type of third party can reveal a strong risk of
corruption & bribery or conflict of interest. Type of Industry acts as a significant indicator for
antitrust & competition and human rights. As mentioned, industry self-regulation is a great
indicator for the different risks. Finally, contract complexity has a significant impact on

antitrust & competition, and compliance with regulations.
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The standard deviations show mixed perceptions for the type of industry. Indeed, the two
greater deviations are for this factor, meaning that some respondents consider it meaningful,
while other less. This could be explained by the nature of the respondents. A sector integrity
officer has a narrower overall view of the other sectors, which leads to a biased judgment of
his own sector. This trend also appears, but less drastically, for the country. The main factor
affecting the standard deviations is the region and sector integrity officer’s biases. Also, the
standard deviations show that the results for human rights and conflict of interest are very
stable as compared to the other risks. As discussed, it is necessary to include perception in risk
management, especially for integrity-related risks. More than half of the factors have a
relatively high standard deviation, and this should be reflected in the business partner
compliance process. However, for a major company like SNC-Lavalin, it is crucial to adhere
to a single prescriptive business partner compliance process. The integrity department receives

cases from different business units, and consistency allows officers to avoid mistakes.

2.4.2 SWOT

2.4.2.1 Results

For the SWOT analysis, the results were gathered for the risks (Figures 2.3 and 2.4)
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Figure 2.3 SWOT results for each risk for the current business partner tool
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2.4.2.2 Findings and analysis

The results for antitrust & competition confirm the importance of the indicator type of third
party. As mentioned in the literature, some relationships elevate the risks and, in this case, a
joint venture or a consortium could reduce the number of bidders and affect healthy
competition. Also, proximity with public officials can reveal potential collusion particularly if
the partner is working in business development. The results also confirm the necessity to
include the type of industry and contract complexity indicators in a future tool because, as
mentioned, they could reveal risks associated to a cartel in the construction engineering

industry. The SWOT results concord with the score per risk (Tableau 2.3).

The results for conflict of interest confirm the importance of the indicators proximity with
public officials and type of third party, particularly if the partner is working in business
development for a public project. The results also highlight the importance of going deeper
into partner profile since it could reveal internal conflict of interest between the partner and the

originator. The SWOT results concord with the score per risk (Tableau 2.3).

The results for compliance with regulations confirm the importance to include the country
indicator because sanctions are often on a country and there is a lot of data produced about
financial secrecy and tax havens. The results also highlight the importance to adjust the risk
level according to the country indicator since it is considered the most important for that risk
(Tableau 2.3). Finally, including contract complexity and going deeper into the partner profile
can uncover beneficial owners whom could be sanctioned, as mentioned. The SWOT results

concord with the score per risk (Tableau 2.3).

The results for human rights confirm the importance of the country indicator to detect risks
related to human rights. Indeed, many organizations produce country reports and rankings. It
also highlights the importance of the partner profile indicator because adverse media coverage
could reveal breaches in human rights. The results do not include the type of industry indicator

even if it was ranked as an important one in the score per risk (Tableau 2.3). As mentioned,
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lower-skilled workers’ industries tend to see human rights as less important (Blanton &

Blanton, 2009).

The results for corruption & bribery confirm the importance to include the country, proximity
with public officials and type of third party indicators. Many organizations produce annual
rankings on corruption per country and a third party who is authorized to represent the
company with ties to public officials could reveal important risks of corruption and bribery.
The results also highlight the importance to cover the partner profile deeper since it could
reveal potential beneficial owners. The respondents did not include contract complexity even
if the literature demonstrates that it could be an important indicator. The results concord with

the score per risk (Tableau 2.3).

2.5 Discussion

Integrity and ethics management are constantly evolving. Associated data, population
perception, technologies and legislation are changing, and the tool of the trade needs to reflect
that (Slagmulder & Devoldere, 2018). A comprehensive view of the whole process is necessary
for a complete improvement. A good assessment is useless if it cannot be adjusted over time
with the help of ongoing monitoring and tracking of the business partner. Furthermore,
regulatory, data and technological monitoring are necessary to keep the whole process up to

date. A process that does not include the latest laws or data becomes irrelevant very quickly.

This research highlighted the different indicators detecting integrity-related risks in
construction engineering. It revealed the necessity to include them all for a complete third
party’s risk assessment. As mentioned, risk managers need to process with a holistic view for
better results (Mhetre, 2016). Depending on the risk, some indicators are very critical and
others less. It also demonstrates that using the SWOT analysis could be useful for companies
wishing to improve their integrity tools. Indeed, the survey revealed gaps that need to be
considered while modifying the tool. SWOT enabled integrity officers across different sectors

and countries to give their opinion and participate. As mentioned, integrity management and
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ethical leadership must be interactive (Bonn & Fisher, 2005). The flexible approach used also
served as an indicator to assess the quality of the company’s tool and employees were

enthusiast to be part of this study.

2.5.1 Risk indicators

The weighting of the new scoring system should draw from the survey’s ranking of the risk
factors. However, only taking these into account would not be reliable. Indeed, some indicators
are very critical in specific projects or situation. For example, proximity to public officials in
a country with a high perceived level of corruption is a very critical indicator (PACI, 2013).
Also, a complex contract requiring payments in a country known for tax havens should also be
viewed as a critical indicator. The reviewed indicators often interact and should not be assess
separately only. Therefore, findings suggest that a good tool should include a scoring system
based on the indicators’ results in the survey, with exceptions based on past events or expert
opinion. Finally, findings also suggest strategical use of data. As an example, the originator of
the business partner must choose the country in the tool and compares it to the corruption
perception index. This data could also be used for compliance with regulations (tax haven,

financial secrecy, etc.) and human rights (score by country).

2.5.2 SWOT

2.5.2.1 Strengths

According to the findings, the main strength for all the risks is undoubtedly the Integrity Check.
By looking into this database, SNC-Lavalin covers entities owned or controlled by public
officials or states, worldwide adverse media coverage, and sanctioned entities. The integrity
check partly covers the five risks and provides information for subsequent investigations. Also,
due diligence questions about partners’ experience help determine the maturity of their ethical
culture. If the scope of the partnership is considered risky and the partner has a low level of
maturity, it could be a red flag. Asking for audited financial reports before entering a

partnership can also reveal irregularities and red flags. Furthermore, asking for the partner’s
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supplier code of conduct and for their subcontractors could reveal human rights risk, especially
if the project is in a risky country or industry (McCorquodale et al., 2017). Finally, the last
strength is the effectiveness of the tool for the corruption and bribery risk, since it was designed

for it specifically.

2.5.2.2 Weaknesses

Ongoing monitoring was one of the main weakness of the integrity tool. It is already automated
in the current tool and generates many notifications. The filter used by the company generates
many false positives. Another weakness concerns tax evasion and money laundering. Sanctions
are already being treated separately by another business unit at SNC-Lavalin, but the tool
should reveal possible breaches of compliance with regulations and notify those concerned. As
mentioned, these risks evolve frequently according to the geopolitical climate (Lektzian &
Patterson, 2015). Finally, even if the current process asks for third-party subcontractors, no

further investigation is made regarding their risk of engaging in corruption and bribery.

2.5.2.3 Positive Developments

The positive developments were all related to more laws and regulations and access to
information. Integrity and CSR originate from a greater public awareness about ethical issues.
Integrity and CSR being relatively new, it makes sense that laws and regulations are evolving
significantly and currently improving. Governments are enforcing laws and penalties. As
mentioned, positive developments also come from industry self-regulation and awareness

which are directly related to the level of CSR (Nysten-Haarala et al., 2015).

2.5.2.4 Threats

Threats in this context are multi-faceted. In a way, laws and regulations also act as threats
because following the evolving regulatory framework in dozens of countries could lead to
mistakes or omissions. Moreover, globalization has led to complex supply chain. Keeping track

of all the activities is challenging (CIOB, 2016). Finally, staff turnover has increased in the last
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decades. Professionals rarely stay in the same companies for their entire career. Moving from
a private to a public employer or vice versa could lead to competition, conflict of interest and

corruption issues if not managed adequately.

2.6 Conclusion

By reviewing the literature and analyzing the data from the survey, gaps in the current risk
assessment tool were identified, and suggestions for the future business partner compliance
tool were made regarding the integration of other risk indicators, the strategical use of data and
the interactive process in integrity management. A survey was created to investigate the
perception of experts using the current tool on an almost daily basis. There was very high
interest among participants for improving the current tool. Some risks like human rights and
conflict of interest were not actually covered, while they are part of the integrity department’s
objectives. It was found that the integrity check is the best component of the current tool. Also,
emphasizing the type of third party in the current tool is good since experts identified it as the
best indicator. Opinions and perceptions provide many aspects regarding the indicators and the

type of question to be considered while designing the next tool.

The study was conducted at SNC-Lavalin and the views presented by the experts reflect some
of the integrity management team’s perspective. Very few experts can provide accurate
answers on these issues, which means that it is not possible to create a survey to obtain a larger
dataset in the company, even with 50 000 employees. The high standard deviations and the
limited number or respondents make it impossible to draw a solid conclusion for the risk
indicators results. Thus, it means that a survey must address multiple companies to obtain
statistically meaningful results. The challenging question is which organisation can support a
survey on the business partners risk indicators in the construction and engineering sector.
Further research should focus on different types of companies, such as contractors or
engineering consultants. Also, the company’s past influences its current behaviour and its risk
aversion. A company involved only in the local market would not have the same risks and

indicators in comparison to a multinational company. More study like this one could help
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standardize integrity management and organizations with less financial resources could benefit
from this by implementing integrity tool and processes at a low cost (the same organization
who sometimes act as third party for multinationals) resulting in a more transparent, honest

and fair industry.
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Abstract:

This paper aims to propose a methodology to conduct third party’s risk-based due diligence in
an engineering and construction company. A case study will present the methodology for a
multinational firm. Due diligence is necessary and often mandatory depending on the client or
project. Due diligence protects company in case of an ill-intentioned third-party and it has been
overlooked in many industrie resulting in ethics and compliance related misconducts. This
study finds that risk-based due diligence has been widely applied and discussed by brokers and
accountants, but reveals that no research has verified if these principles apply to construction
and engineering industry. The case study also insists on the importance of knowing and
understanding the company’s business model, appetite for risk and global interactions within
their industry. The proposed methodology enables risk assessment and due diligence for
integrity related-risks of third parties. By adapting the model to their reality, construction and
engineering companies manage third parties’ risks related to corruption & bribery, antitrust &

competition, human rights, conflict of interest and compliance with regulations.
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3.1 Introduction

Construction and engineering companies face major challenges and are forced to adopt strict
compliance measures. As for many industries, corporate social responsibility is now a key
factor to success (Liao, Xia, Wu, Zhang, & Yeh, 2017). Indeed, they must implement an ethical
culture across the company and face many challenges doing so. To regulate their activities,
construction and engineering companies write codes of conduct and ethics. Companies need
to conduct their business activities, with integrity, according to their codes of ethics to form a
coherent whole. For the sake of this study, four codes of conduct and ethics from major
canadian construction and engineering companies were used to identify the main integrity
related-risks in that industry. Corruption & bribery, collusion & competition, conflict of
interest, conformity to tax laws & sanctions, and human rights were identified as the five

biggest integrity risks (Cima+, 2018a; SNC-Lavalin, 2017; Stantec, 2017; WSP, 2018).

Organizational identity is often define through these codes and when it is congruent with the
company’s reputation, trust develops among stakeholder and general public (Joshi &
McKendall, 2018). Many argued about the importance of partnerships in the construction
engineering industry. Projects size and complexity force organizations to combine their assets.
These partnerships increased projects’ performance while also increasing third party related
risks (Gadde & Dubois, 2010; Sedita & Apa, 2015). Risk-based due diligence is now necessary
if construction engineering companies want to stay competitive and protect their assets.
Organizations focusing on minimizing or reducing the cost of risk management tend to have
higher stock price volatility, while those who adopt a comprehensive approach considering the

positive and negative impacts have a higher firm value (Ittner & Keusch, 2017).

The global construction market is expected to grow by 8 trilion USD by 2030, for a total size
of 17.5 trilion USD (Oxford Economics, 2015). It is estimated that by 2030, construction will
represent almost 15% of the global Gross Domestic Product (GDP) compared to 12,4% in
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2014. Many have discussed that construction is prone to corruption (Hess, 2018) and that
companies rely mostly on third parties while working in new markets (Watson & Serra, 2016).
These international third parties do not necessarily share the same perspective about business
behavior, morality and ethical responsibilities (Gaughan & Javalgi, 2018; Hamilton & Knouse,

2001).

Third party related incidents have increased and impacted companies’ reputation and finance
(Watson & Serra, 2016). In a global survey grouping 170 organizations, it has been estimated
that more than 85% of the respondents have faced a disruptive incident because of third parties
in the past 2 or 3 years (Deloitte, 2016a). In the same survey, more than 90% of the respondents
have a low to moderate level of confidence in technology used to manage third party risk and
more than 85% have the same level of confidence for the quality of the risk management
process. Within this context, the aspired theoritical contribution of this research is to propose
a methodology to conduct third party risk management for construction engineering companies
with a format based on the financial sector and content on an internal survey conducted in a

multinational firm (Roy & al., 2019b).

A recent survey among integrity, ethics and compliance experts at SNC-Lavalin highlighted
the necessity for an improvement of the business partner compliance process. Business partners
can be defined as an entity who has some involvement with another entity’s business activity.
The process, in the form of a tool, was mostly designed to cover corruption risks without
necessarily integrating all integrity-related risks. It was implemented in 2014 following
corruption related misconducts and prosecutions. Thousands of potential partners are screened
annually by the business partners’ compliance tool. The desire of continual improvement led
to this study. SNC-Lavalin is a major player across five industries (Infrastructure, Mining &
Metallurgy, Clean Power, Oil & Gas, and Nuclear) and has offices in more than 50 countries
with worldwide projects. With more than 50 000 employees, the business partner compliance
tool needs to be effective and comprehensive, while assuring company’s integrity. A case study

of SNC-Lavalin will demonstrate that methodology.
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3.2 Literature review

3.21 Implementing a corporate ethical culture

Corporate culture is one of the most powerful influences on decision-making and strategy
(Schein, 2010). It is linked with leadership and organization structure. Culture can be a
competitive advantage, but can also contribute to destructive behaviors such as excessive
rivalry, intolerance of failure, secretiveness, propensity for risk taking and persecution of
whistle-blowers (Drew, Kelley, & Kendrick, 2006). Companies face many leadership and

organizational challenges when implementing an ethical culture.

Leadership does have a dark side (Conger, 1999; Johnson, 2018). Indeed, the skills and traits
that pushed the leader to the top may also cause unrealistic and inappropriate strategies (Vries,
1993). Charismatic and visionary leaders are often less willing to entertain competing
viewpoints resulting in a sense of omnipotence caused by the uncritical and blind obedience of
their “’followers’” (Khurana, 2002). However, a study demonstrated that charismatic
leadership enhance support from external investors, especially in difficult economic conditions
(Flynn & Staw, 2004). Researchers suggest seven leadership mechanisms to establish an
ethical climate in organizations (Grojean, Resick, Dickson, & Smith, 2004):

1. Using values-based leadership,

Setting an example,

Defining ethical conduct,

Providing feedback and support regarding ethical behavior,

Recognizing and rewarding behaviors supporting organization’s values,

Considering individual differences among employees,

A T

Establishing leadership training.

Adopting an appropriate organizational structure to implement an ethical culture is necessary.
Indeed, as an example, the roles of CEO and chairman used (and are still in many
organizations) to be combined leading to a large number of insiders on boards (Drew et al.,

2006). Despite some arguing the positive effects of a combined role, such as specific
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knowledge and commitment to company’s affairs, a study revealed a correlation between the
increasing number of outsiders on a board and the reduction of corporate wrongdoing by
analyzing fraud incidents in the United States from 1978 to 2001 (Uzun, Szewczyk, & Varma,
2004). The common pattern in many corporate scandals is the abuse of power at the top.
Therefore, some suggest a greater decentralization of power and a more interactive and
democratic management approach. As for society, participatory systems are ethically better
than autocratic organizations (Collins, 1997). While participation across the organization is a
factor enabling sustainable governance, it is important not to completely sacrifice leadership
for inclusivity (Belle, 2016). Challenges regarding participatory governance are mostly related
to keeping a balance between inclusivity and efficiency (Petschow, Rosenau, & Weizsacker,
2017). Indeed, inclusivity would require organizations to elaborate which and how
stakeholders participate depending on the reasons for initiating the participatory procedure.
Thus, corporations should start by elaborating inclusivity procedures for common decision or
events and decide which business units need to participate in which context and to what extent

to maximize both efficiency and inclusivity.

3.2.2 Risk-based due diligence

Risk-based due diligence is defined as the process by which an organization determines the
level of due diligence necessary based on the business partner’s level of risk (TRACE, 2018a).
Third parties include sales agents, lobbyist, business development, consultants, custom or visa

agent, joint-venture and consortium partners, and many more.

3.2.2.1 Third-Party Risk Management

Third parties are necessary in today’s business world. Indeed, companies need to team up to
be competitive and win major projects. These partnerships bring many external risks which are
complicated to manage for companies. Six steps are suggested for an effective third-party risk
management program (Ernst & Young, 2018):

1. Establish a governance structure to set the tone from the top,

2. Establish the scope of third parties for your organization,
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3. Establish risk models according to the organization’s risk aversion,

4. Establish the internal regulatory framework around third party’s partnership and risk
management of the organization,

5. Execute the process,

6. Improve the process constantly with reports, technology and research.

Companies need to periodically review and improve their process, especially for the risk
models since data, regulatory framework and geopolitical situation are constantly evolving.

Three steps usually compose the risk model process (Martin Loosemore, 2006):

Risk identification is the first step in risk modeling. The first key success factor (KSF) is the
combination of many different analyses (Gudien¢ et al., 2014). Past projects, interactions
between company stakeholders and activity breakdown are all part of this KSF (Liu et al.,
2016). The second KSF is to identify which risk belongs to whom. The accountability is
divided and provides a better understanding of the project (Igbal, 2015). Risks need to be
properly identified before making a decision. To do so, one must identify objectives and
performance indicators (Martin Loosemore, 2006). While identifying hundreds of risks could
impress some, it is recommend to have a shorter list of risk to avoid excessive administrative

workload (Fraser & Simkins, 2016).

Risk assessment is the second step in risk modeling. To include uninsurable risks, a
comprehensive approach is necessary. The first KSF is to include intuition, professional
experience, and personal judgment (Taroun, 2014). Indeed, through an individual interview or
survey, experts can share information that they would not be comfortable sharing in a group
(Fraser & Simkins, 2016). The second KSF, related to the emergence of sustainability issues,
is the use of analytic methods to add environmental and social criteria to the usual ones
(Drennan, 2004; O.C. Ferrell, 2015). Third party risk assessment often covers more than one
risk. Organization can assess the overall third party or each risk separately (Tableau 3.1)

(NAVEX Gobal, 2018).
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Tableau 3.1 Risk assessment overall and precise format comparison

Overall Risk Assessment Precise Risk Assessment
Overall risk evaluation (one risk level) Risk evaluation for each risk (one level/risk)
e Only one approval process e One approval process/risk (if levels
e Originator of the relation has limited are different)
understanding of the result of the risk e Precise information on the risk
assessment assessment for the originator
e Harder to determine if a business e Easier to analyze partner for a second
partner needs to go through the project
process for a second project with the
same company (less information)

Risk mitigation is the third step in risk management. The first KSF is to choose the appropriate
response to the risk. Possible actions include avoiding/eliminating, transferring, reducing,
exploiting (positive), sharing or accepting the risk (Mhetre, 2016). Another KSF is to evaluate
the risk management performance of the company properly by carrying internal audits
regularly (El-Sayegh, 2014). For third-party risk management, organization carries due
diligence before choosing the response to the risk. Due diligence allows it to dig deeper

according to the potential partner’s risk assessment.

3.2.2.2 Risk-based approach

The level of scrutiny necessary to be confident that a company is engaged in legitimate
partnership varies with partner’s risk (PACI, 2013). The level of partner’s risk therefore
determines the scope of the due diligence and how deep one should dig. The risk-based due

diligence process is shown in figure 3.1.

Scope of Third Parties mmmp Risk Assessment —) Due Diligence — Approval
Identify and filter which third  Assess the level of risk associated  Conduct risk-based due diligence Respect an approval process
parties should be subject to with the third party according to with predetermined questions according to the risk level
due diligence and why. the company's risk identification. associated to different risk level and mitigate identified risks.

Figure 3.1 Risk-based approach for due diligence
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Key risk indicators for integrity risk assessment are the geographic location, the type of
industry, the partner profile, the proximity with public officials, the type of relation , the type
of remuneration and the type/complexity of contract (Dow Jones Risk & Compliance, 2018;
NAVEX Gobal, 2018; PACI, 2013). The evaluation of these indicators determine the
appropriated risk level, and therefore, the level of scrutiny necessary. Having a well-balanced
and safe risk assessment process is necessary to make the due diligence program manageable

and effective (PACI, 2013).

3.2.2.3 Due Diligence

Corporate governance and due diligence are two important concepts in the actual business
world. Indeed, both have evolved and now circumscribe not only economic behavior, but also
social and environmental aspects. Thus far, many still argue on the definition and the actual
scope of the due diligence. Due is defined as payable or immediately enforceable, whereas
diligence is attention, care and application (Spedding, 2009). The United States Securities Act
of 1933 is seen as the origin of the due diligence by many (Taylor, 2009). It provided defense
for broker-dealers and protected them against legal liability. The due diligence process is
composed of an investigation of facts and an evaluation of the findings by the designated,
responsible person. Entities may be liable for negligence if insufficient or inadequate resources
are assigned to the due diligence process. According to a survey, advanced programs for third-
party risk management apply risk-based due diligence (NAVEX Gobal, 2018). Due diligence
processes can be precise or general (Tableau 3.2), but according to the same survey, advanced
programs tend to combine different approaches for risk-based due diligence. Laws and

procedures regulate and shape due diligence programs.
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Tableau 3.2 Due diligence formats

Overall Due Diligence Precise Due Diligence
Set of due diligence questions according to | Due diligence questions based on the specific
the global level assessment answers
e More questions covering all the risks e Fewer questions only covering higher
e More information, second barrier if risks
the process is poorly done e Only information about medium or
e Same information required for all high-level risks
business partners e Precise questions help dig deeper for
higher risks
3.2.3 Laws and procedures

Laws and procedures foster due diligence programs for companies. Besides protecting
companies from poor decisions making, due diligence programs are also required in many
legislations. The failure to implement adequate due diligence to prevent related ethical
misconduct can be considered as corporate criminal liability. Under the UK Bribery Act, strict
penalties for active and passive bribery by individuals as well as companies are included. The
failure of commercial organizations to prevent bribery is an offense of strict and vicarious
liability (United Kingdom, 2010). This means that the defendant is legally responsible for the
consequences of an activity even in absence of criminal intent and responsible for the acts of
his subordinate. Another incentive is the reduction of fines and sentences if a guilty company
has an effective compliance and ethics program and conducts due diligence (United States
Sentencing Commission, 2018). In the same vein, international funding institutions also
require effective due diligence measures to end a sanction or debarment after misconduct (The
World Bank, 2010). The previous laws and procedures were closely related to
economic/financial due diligence. Human rights due diligence is addressed, amongst others,
by the United Nations in their document to implement the “Protect, Respect and Remedy’’

framework (United Nations, 2011).
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3.24 Integrity-Related Due Diligence

These laws, procedures and risk indicators mentioned above contain information for
economic/financial and social/human rights due diligence. According to manager or
company’s preferences, each risk indicator is graded, or an overall risk evaluation is done.
Usually, the investigation for low-risk third parties takes place within the company’s
department who requested that partnership and consists in investigations and internal
questionnaire. By contrast, medium or high-risk third parties usually require supervision from
the legal or compliance department and an external questionnaire to the potential partner

(PACI, 2013).

3.2.4.1 Economic Due Diligence

Recently, many organizations established standards and procedures for economic due
diligence. Economic topics related to integrity include corruption and bribery, collusion and
antitrust, conflict of interest, and compliance with tax laws and sanctions. The three steps for
a third-party economic due diligence are listed (NAVEX Gobal, 2018; PACI, 2013).

e Data collection: information about the organization, its ownership and operations, its
reputation and capacity to counter integrity-related risks, and the contract terms and
suitability of the business partner;

e Verification and validation of data: should involve an independent business function (legal
or compliance) for medium or high-risk. The responsible should look for gaps or
anomalies and ask for clarification if necessary;

e Evaluation of results: information collected should be reviewed against red flags which
indicate a higher risk. Also, if the information reflects a complete picture of the actual

situation.

Once the due diligence process is completed, an effective approval system is the last barrier
for integrity. It is a pivot point that determines whether to accept, modify or refuse the relation.

It is recommended to have at least two departments involved for medium or high-risk (PACI,
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2013). Finally, post-approval measures, such as specific contractual language, training of third

parties and ongoing monitoring, are suggested to protect companies.

3.2.4.2 Social Due Diligence

The process for social and economic due diligences are the same since it is about protecting
integrity and not about profitability or other classical business risks. Social topics related to
integrity include human rights and working conditions. Human rights risks can be defined as
potential or actual harm to people in violation to internationally proclaimed laws (Taylor,
2009). Interestingly, financial crimes are closely connected to human rights. Indeed, they are
a significant obstacle to the human rights improvement in developing countries (Hess, 2018).
Often corruption ends up being paid by the poor, and this realization led to the massive anti-
corruption movement. Since many countries have unstable political and socioeconomic
conditions, corporate accountability is seen as a solution to prevent labor abuses and others
(Rodriguez, Montiel, & Ozuna, 2014). The Guiding Principles on Business and Human Rights
specify at principle 13 that business has the responsibility to (Bonnitcha & McCorquodale,
2017):
e Avoid causing or contributing to adverse human rights impacts through their own
activities, and address such impacts when they occur;
e Seck to prevent or mitigate adverse human rights impacts that are directly linked to their
operations, products or services by their business relations, even if they have not

contributed to those impacts.

Also, the United Nations established ten principles for a more inclusive economy through
responsible business practices (Hemphill & Lillevik, 2011). A survey revealed that contractual
terms and codes of conduct are the two most widely used methods to address human rights in
different industries (McCorquodale et al., 2017). Indeed, in an engagement with a third party,
contractual provisions act as warranties and leverage in case of misconduct. Another method

is external inspections and training carried out in the partnership.
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3.2.5 References for Third-Party Risk-Based Due Diligence

Being socially responsible is now mandatory for companies. Many organizations were since
created to provide service about how to conduct business ethically and control third parties.
They produce annual reports that share insights and tips on third-party risk-based due diligence
and data for the different risk indicators. The content of these reports originates mostly from
data produced by non-governmental organization. They act as references for risk assessment

and due diligence (Tableau 3.3).
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Tableau 3.3 References documents for integrity risk assessment and due diligence from

international organizations

Organization Document title Description Key elements
Business & Database (Business Sre(?\r](i:(liliﬁngme Ranee by companies or b
Human Rights & Human Rights p & '8¢ by comp y
information about  topics relating to human
Resource Resource Centre, . )
business & human  rights
Center 2018) .
rights
The index measures the
Human Freedom Index and rating personal and economic
CATO .
Institute Index 2018 for each country freedom of individuals to
(Porcnik, 2018) with a description ~ provide a human freedom
score
Modern slavery: a Prevalence, vulnerability and
hidden, everyday o government response to
Global ’ Findings and modern slavery are
problem (Global . .
Slavery Index scores by country  considered. Importing risk
Slavery Index, :
for the G20 countries are
2018) .
listed.
Fluman Rights World Repprt 2018 Events report by 2018 report focusesf on
Watch (Human Rights country authoritarian populist
Watch, 2018) governments
Identifying the

Tax Justice
Network
(TIN)

TRACE
Matrix

Transparency
International

Financial Secrecy
Index (Tax Justice
Network, 2018)

TRACE Bribery
risk Matrix
(TRACE, 2018b)

Transparency
International
Corruption
perception Index
(TICPI) (Global
coalition against
corruption, 2018)

most important
providers of
international
financial secrecy

Score per country
about corruption
and bribery risk

Annual data about
corruption and
ratings by country

20 different secrecy
indicators are used to rank
the different countries

Based on four domains:
opportunity, deterrence,
transparency and oversight

Based on four elements:
Freedom of speech, of the
press and of assembly, and
civil participation.
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3.2.6 Applicability to construction engineering industry

Many organizations propose third-party management solutions. Companies need to purchase
the models and, in some cases, adapt them to their reality. These solutions are, for the most
part, designed and proposed by accountant and broker companies specialized in financial
activities (Dow Jones Risk & Compliance, 2018; Ernst & Young, 2018; NAVEX Gobal, 2018).
Few studies addressed the adaptation of these solutions to construction and engineering
companies. Also, some organizations provide prescriptive models for specific risks like
corruption and bribery (Ethisphere, 2018; TRACE, 2018a), but do not address all integrity-
related risks under one model. Construction and engineering companies conduct an impressive
number of partnerships annually and many questions remain unanswered regarding third-party
risk management in the scientific literature.

e How these models can be adapted to construction and engineering reality?

e How and what to modify in the content from the different prescriptive models?

e How can construction and engineering companies improve their third-party management

process and withstand the test of time?

The next section proposes and advances a methodology for a risk-based due diligence program

for construction and engineering companies based on a case study at SNC-Lavalin.

33 Proposed methodology for risk-based due diligence through a case study in a
major construction engineering company

The proposed methodology will enable the design of a third-party risk-based due diligence tool
for construction engineering companies. For the purpose of this study, content for the tool will
be proposed. The steps, content and format have been determined following literature and
references review, and an internal survey previously conducted at SNC-Lavalin’s Integrity
department. Past corruption-related misconducts led to a complete change in the company’s
ethic culture. Since then, SNC-Lavalin is an innovation-driven organization in ethics and
compliance, and it decided to sponsor this research for the continuous improvement of their

business partner compliance tool. To fully understand the case studied, the measures to
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implement an ethical culture used by SNC-Lavalin are discussed. Then, the six proposed steps

to build third-party risk management process proposed in the literature are described according

to SNC-Lavalin’s actual process. Starting with the leadership challenges, SNC-Lavalin used
all the seven mechanisms to establish an ethical climate.

1. Integrity was added as one of their four values.

2. The company awarded the Compliance Leader Verification from Ethisphere Institute an
independent center for research, best practices and thought leadership. SNC-Lavalin’s
CEO is also co-chair of the Partnering Against Corruption Initiative (PACI);

3. Publication of a code of conduct and ethics annually.

4. An ethics and compliance hotline operated by an independent third-party service provider
was implemented.

5. Integrity awards are periodically offered to employees displaying an outstanding ethical
conduct.

6. Within their training and documents, SNC-Lavalin represents its great diversity by using
images or examples with people from different gender, age or race (statistically equal). It
also uses a fictive country name not to reinforce any stereotypes.

7. According to their tasks, employees must follow many training regarding money

laundering, facilitation payments, corruption, bribery, and other ethical issues.

For the organizational structure, 10 out of the 11 members of the board are outsiders of the
company. The CEO is the only insider and does not have the chairman’s role. Participatory
governance is also frequently used. As an example, the Policy Oversight Committee (POC) is
a group composed by employees from all corporate functions who proposes and revises
governance documents, politics, procedures, statements and others. Also, considering the
employees’ answers to the survey to improve their business partner compliance tool is a form
of participatory governance. Part of establishing an ethical climate is to protect it. Indeed, even
if internally the company proceeded to a complete change of culture, it still faces the same
external threats mainly coming from business partners and suppliers. To preserve that culture,
SNC-Lavalin must manage these risks. Following is the six proposed steps for third-party risk

management process according to SNC-Lavalin.
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Establish a governance structure to set the tone from the top: The Integrity department is
responsible for the code of ethics and business conduct, the integrity-related risks’
management and the internal investigations. They also manage the business partner
compliance process and tool.

Establish the scope of third parties for your organization: At SNC-Lavalin, business
partners are defined as any third party who acts on behalf of or is partnered with SNC-
Lavalin for the purpose of undertaking a specific task.

Establish risk models according to your organization’s risk aversion: SNC-Lavalin uses a
tool for business partner compliance, which it established in 2014 and which covers
integrity-related risks like corruption, bribery, antitrust and compliance. It is an adapted
prescriptive model from a third-party management consultant firm.

Establish the internal regulatory framework around third party’s partnership and risk
management of your organization: SNC-Lavalin established its own regulatory framework
for the business partner compliance process with Standard Operating Procedures (SOP)
which cover levels of approval, business partners rehabilitation programs, and others.
Execute the process: SNC-Lavalin has assessed thousands of business partners since 2014.
Improve the process constantly with reports, technology and research: Recent audits

suggested possible improvements for the business partners’ monitoring.

he methodology focuses on improvement of the risk model. Data and technologies constantly

evolve and the risk model is subject to periodical changes. The figures 3.2 and 3.3 show the

process and where this research stands.

THIS

RESEARCH
GOUVERNANCE SCOPE OF THE RISK REGULATORY EXECUTE IMPR.OVE
STRUCTURE THIFD PARTIES MODELS FRAMEWORK PROCESS PROCESS

AIMS TO IMPROVE

Figure 3.2 Six steps for third party risk management
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RISK MODELS

| RISK IDENTIFICATION }—-| RISK ASSESSMENT »| RISK MITIGATION |

|
|
L.| DUE DILIGENCE |J

Figure 3.3 Four steps for risk model design

3.3.1 Risk model

The risk identification and assessment, and the due diligence will be covered by this research.
For the format of the risk assessment and due diligence, as mentioned, it is suggested that
advanced programs tend to combine different approaches. Therefore, it is suggest having an

hybrid version of the risk assessment and due diligence format (Tableau 3.4).

Tableau 3.4 Hybrid format for risk assessment and due diligence

Hybrid Risk Assessment Hybrid Due Diligence
A combination of the overall and precise due | A combination of the overall and precise
risk assessment due diligence format
e Only one approval process e Basic questions about social and
e Assessment for each risk to provide economic themes for a second
more information to the originator barrier
e Opverall assessment for the approval e Precise questions for higher risks to
process dig deeper
e More information for the analysis and a e Information for low, medium and
precise due diligence high risk
e Riskier partner leads to longer
process

3.3.2 Risk identification

As mentioned, risk identification is based on SNC-Lavalin’s code of ethics and business
conduct (SNC-Lavalin, 2017). Five major risks associated with integrity were highlighted.
Corruption & bribery, competition & antitrust, conflict of interest, human rights and

compliance with regulations are the major threats for the company’s integrity. Many analyses
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by the integrity department led also to the actual structure of the code of ethics and business
conduct. This code reflects SNC-Lavalin’s objectives. For integrity, the main performance

indicator would be whether the employees comply with the code or not.

3.3.3 Risk Assessment

As discussed for risk assessment, a Key Success Factor (KSF) was to include experts’
experience and personal judgment. A second KSF was to include sustainability issues to risk
management. An internal survey was recently conducted at SNC-Lavalin among 14 ethic and
risk management experts. The respondents were asked to identify the strength and weaknesses
of the actual business partner compliance process and to identify threats and positive
developments in their field of expertise regarding integrity management (Roy & al., 2019b).
They were also asked to score six different risk indicators according to the five integrity-related
risks. This past study identified the different types of third-parties, revealed which indicators
could revealed integrity-related risks and collect the perception of experts about SNC-
Lavalin’s current assessment process. Results revealed that the scoring for the assessment
questions should draw from the survey’s results and that the strategical use of data is
recommended (get more details about each risk with each questions). Following this research,
suggested questions per risk and the survey’s score for each indicator are shown at tableaux
3.5 t0 3.9. A score of 0 means that the indicator will not detect the risk and a score of 6 means
it is a great indicator to detect the risk. This survey revealed experts’ perception and gaps
regarding sustainability issues like human rights, conflict of interest, and more. According to
the survey and a past research (Roy & al., 2019b) for the content and the weighting, a complete
set of question combining the five integrity-related risks is proposed for the assessment process
at Annexe I. Also, scores for integrity-related risks’ level and overall partner’s risk level are
included in figures 3.4 to 3.6. The risk indicators with a score of 3 or below and no literature
linking them to the risk are not considered. The past research also highlighted the Integrity
Check as one of the major strengths of the actual process. It is recommended to keep using the

lists regarding Politically Exposed Persons (PEP), adverse media coverage and the watch lists
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from the development banks. Also, it is suggested to add the list from the Business & human

rights resource center mentioned in tableau 3.3.

Tableau 3.5 Results and content for antitrust & competition according to (Roy & al., 2019b)

Risk Scores Literature review Possible questions
indicators
Proximity to
public 24 NA NA
officials
Country 2.6 NA NA
Other similar contracts or Does the partner have a similar
Partner . .
33 agreements with other agreement with another
Profile : .
companies or clients company?
Type of The partnershlp goulq ?ffeCt What is the purpose of the
. 5.0 market competition (joint
Relation engagement?

venture or consortium)

Easier to identify if companies D
Type of act like a cartel for In which industry does the

3.7 o . business partner conduct his
Industry monitoring, but no industry alcltivi tiesl‘; U

enables it more than others

Please describe the project on
which the business partner will
be working (price, uniqueness,
complexity, number of links).

High valued or complex
3.6 contracts reduce the number
of potential submissions

Contract
Complexity
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Tableau 3.6 Results and content for corruption & bribery according to (Roy & al., 2019b)

Risk factors

Scores

Literature review

Possible questions

Proximity to

Many interactions with a

For this specific engagement,
will the Business Partner be

p ubh'c 4.9 corrupt government directly or indirectly interacting
officials . .
with government officials?
. .. List all countries where the
Corruption perception index Business Partner is expected to
Country 4.7 or TRACE bribery risk per . DS
country (Table 3) perform his mandate with or on
behalf of SNC-Lavalin.
How is the Business Partner
Partner 31 Past misconduct related to compensated by SNC-Lavalin
Profile ' corruption & payment terms  (payment or other benefit)? &
Integrity check
Type of Mandatq’y P artnership and What is the purpose of the
. 3.7 intermediaries are often
Relation . . i engagement?
involved in corruption cases
Data indicate that some In which industry does the
Type of . . . X .
2.1 industries are more likely to business partner conduct his
Industry . .
ask for bribes activities?
. . Please describe the project on
Project characteristics are . . .
Contract . which the business partner will
. 2.4 related to corruption . : .
Complexity be working (price, uniqueness,

vulnerability

complexity, number of links).
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Tableau 3.7 Results and content for human rights according to (Roy & al., 2019b)

Risk factors Scores Literature review Possible questions
Proximity to
public 1.1 NA NA
officials
Human freedom index List all countries where the
(CATO), world report from . .
i business partner is expected to
Country 4.9 Human rights watch and . .
Global Slavery Index perform his mandate with or on
behalf of SNC-Lavalin
(Table 3)
Partner 3.9 Past misconduct related to  Integrity Check with the business &
Profile ) human rights human rights database
Type of 31 Partner with suppliers or What is the purpose of the
Relation ) subcontractors engagement?
Type of 3.9 Self-regulation and lower-  In which industry does the business
Industry ] skill sectors are riskier partner conduct his activities?
Contract . NA NA
Complexity

Tableau 3.8 Results and content for conflict of interest according to (Roy & al., 2019b)

Risk

Literature review

Possible questions

Scores
factors
Proximity Conflict between For this specific engagement, will the
to public 4.6 public duty and Business Partner be directly or indirectly
officials private interest interacting with government officials?
Country 2.1 NA NA
Partner Different  tole  in Does the partner have a 51m}1ar agr.eement
Profile 34 other projects for another SNC-Lavalin’s project or
company? & Integrity check

Tvpe of Accountability and Is there an actual or apparent conflict of
Rﬁ)a tion 5.7 relations with other interest in the business partner disclosure?

third parties & What is the purpose of the engagement?
Type —of NA NA
Industry
Contract Harder to_ detect if Are there a lot of contractual links for this

. high number of other .

Complexity specific engagement?

partners
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Tableau 3.9 Results and content for compliance with regulations according to (Roy & al.,

2019b)
Risk Literature review Possible questions
Scores
factors
Proximity
to public 3.0 NA NA
officials
. List all countries where the Business
Sanctions per country. . .
. . . Partner is expected to perform his
Country 4.7 Financial secrecy index .
mandate with or on behalf of SNC-
per country (Table 3) Lavalin
Has the Business Partner requested any
unusual payment terms or rates such as
Parter 5 Paymenciemsand L e
Profile ' blocked persons list . Y :
either the one where the Business
Partner is based or where the services
will be rendered? & Integrity check
Higher risk for partners
Type of 37 who provide financial or ~ What is the purpose of the
Relation ' legal services for SNC- engagement?
Lavalin
Easier to identify if
Type of sanctions for specific In which industry does the business
3.1 industries, but no . e
Industry . . partner conduct his activities?
industry enables it more
than others
Contract Harder to manage and Is there a lot of contractual links for
complexity comply if complex this specific engagement?




91

Corruption & bribery - ow MEDIUM

\/

Competition & antitrust - ow MEDIUM

\/

Conflict of interest - ow MEDIUM

87

Compliance with regulations EIoWwI» MEDIUM

i

Human rights - ow MEDIUM

1111

Figure 3.4 Level assessment per risk according to the sum of the scores from Annexe |

Business Partner

F IF IF IF

Corruption Compliance with
& Bribery Regulations

MEDIUM OVERALL RISK

Figure 3.5 Conditions for a medium overall partner's risk-level assessment
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Business Partner

IF IF IF IF

Corruption - Compliance with
& Bribery Regulations

\AND THEN AND/
THEN THEN

THEN

Figure 3.6 Conditions for a high overall partner's risk-level assessment

3.34 Due diligence

Once the business partner’s level of risk is assessed, SNC-Lavalin needs to conduct due
diligence. As mentioned in the literature review, three steps composed integrity-related due
diligence for social and economic themes:

e Data collection: Tableaux 3.10 to 3.12 shows a series of questions about the organization,
its ownership and operations, its reputation and capacity to counter integrity-related risks,
the contract terms, and the suitability of the business partner. Also, using a hybrid format,
a set of questions based on the answers of the risk assessment is proposed at Tableau 3.13.
The content of these questions is based on the literature review and the results of a past

internal survey (Roy & al., 2019b).



Tableau 3.10 Due diligence questions for low, medium and high-risk partners
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Level

Due diligence questions

Risks covered

Questions for low or higher

Please give a detailed description of the actions,
tasks and services the business partner will
perform. In addition, please explain why the
business partner has been selected and why the
services cannot be provided by SNC-Lavalin.

General information

Are the services that the business partner will
perform consistent with its normal operations
and previous experience?

General information

Describe in detail the proposed compensation
and all the benefits the business partner receives
from SNC-Lavalin, directly or indirectly.

Corruption & bribery and
compliance with regulations

Does the business partner promised the success
of'a SNC-Lavalin bid or that SNC-Lavalin be
granted any other benefit (license, permission,
favorable business decision, etc.).

Corruption & bribery and
competition & antitrust

Has the business partner requested secrecy or
anonymity for any part of the agreement?

Corruption & bribery,
competition & antitrust, conflict
of interest and compliance with
regulations
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Tableau 3.11 Due diligence questions for medium and high-risk partners

Level

Due diligence questions

Risks covered

Questions for medium or higher

Please provide the date of the establishment and the
country where the business partner is incorporated.

General information and
compliance with regulations

Please provide the local authority registration
document for each country where you will be
performing your services.

General information and
compliance with regulations

Please provide all the key elements of the
compliance program (code of ethics or business
conduct, anti-corruption policy, modern slavery
policy, etc.).

Corruption & bribery,
competition & antitrust,
conflict of interest, human
rights and compliance with
regulations

Please provide the names and functions of the
company's key persons and perform an integrity
check against the database.

Corruption & bribery,
competition & antitrust,
conflict of interest, human
rights and compliance with
regulations

Did the company's name change in the last 10
years? If yes, perform an integrity check.

Corruption & bribery,
competition & antitrust,
conflict of interest, human
rights and compliance with
regulations

Will the business partner use any third parties or
subcontractors to provide the services? If yes,
please provide reasons and documents (supplier
code of conduct and others).

Corruption & bribery,
competition & antitrust,
conflict of interest, human
rights and compliance with
regulations

Were any key employees involved in material
litigation in the past 10 years or whether there are
pending litigation, judgments or government
investigations against any of the key contacts?

Corruption & bribery,
competition & antitrust,
conflict of interest, human
rights and compliance with
regulations
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Tableau 3.12 Due diligence questions for high-risk partners

Level

Due diligence questions

Risks covered

Questions for high

Is the business partner part of a group of
companies? If yes, please provide the
organizational chart.

Corruption & bribery, competition &
antitrust, conflict of interest, human
rights and compliance with regulations

Please provide a written bank reference
from the bank that confirms that your
company is a customer in good standing.

General information and compliance
with regulations

Does the business partner have a previous
or existing relation with SNC-Lavalin or
one of its entities?

Competition & antitrust and conflict of
interest

Please provide the names of at least 3
business references who have retained
your company for a similar purpose/work
capacity.

Corruption & bribery, competition &
antitrust, conflict of interest, human
rights and compliance with regulations
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Tableau 3.13 Due diligence based on questionnaires' answers

If originator TO. Add this question to the due diligence process
answered question
Apparent or 1 How will the apparent/potential conflict be managed inside and
potential outside of the partnership agreement?
Please provide the banking details to which the payments will be
Yes 3 made, their latest audit and financial report, and a written
reference from the bank.
A country with a
Eirgzieg;i 5 for 5  Provide the business partner’s modern slavery policy.
modern slavery
A country with a
prevalence 5 Provide details on how business partner will protect human
higher than 7 for rights throughout the contract.
modern slavery
A country with a What are the biggest country threats according to the Financial
secrecy score 5
Secrecy Index?
above 65
A country with a Provide details on how these threats will be managed throughout
secrecy score 5
the contract.
above 80
If high number 6 Evaluate the business partner's third-party risk-based due
of links diligence.
Consortium or 7 Provide documents and details about the compliance and ethics
Joint-Venture program, and about the anti-corruption measures.
Is the contract granted from a Special Purpose Vehicle
Joint-Venture 7  regrouping one of the Joint-Venture's company? If yes, provide
details for antitrust and conflict of interest management.
Local sponsor 7 Why does SNC-Lavalin need a local sponsor (law, regulation,
standard)?
Business 7 Why does SNC-Lavalin need an agent for business
development development?
In which of the country specified at question 5 will the business
Lobbying 7 partner interact? Does the host region or country have laws
requiring lobbyists to be part of a professional association or
others?
In which of the country specified at question 5 will the business
Yes 8 .
partner interact?
Yes 9 Describe the other agreements and if it could imply a possible

conflict of interest or antitrust issue.




97

e Verification and validation of data: As mentioned, medium and high risks should involve

an independent business unit. SNC-Lavalin already has a Standard Operating Procedure

(SOP) for the approval process. This process is efficient according to the survey and the

literature review.

Low risk partners can be approved within the business unit;

Medium risk partners require approval from the business unit’s head and a review by
an integrity officer;

High risk partners require the approval from the sector’s president, a review from the

integrity officer and clearance from the chief integrity officer.

e Evaluation of results: As mentioned, if the information collected refers as circumstances

suggesting a strong risk, the assessment will be modified. A few exceptions are listed

below. These are subject to change and evolution and should be reviewed periodically.

3.3.5

If partner has a high risk for conflict of interest and will interact directly or indirectly
with public officials, his overall risk assessment must be medium or higher;

If business partner is directly recommended by government in a corrupt country (score
40 or below), his overall risk assessment must be high;

If the business partner requested unusual payment terms in a country with a strong
financial secrecy, his overall risk assessment must be high;

If partner conducts its activities in a country with specific sanctioned industries (e.g.

oil & gas in Venezuela or Russia).

Risk mitigation

As mentioned, for third-party risk management, companies can accept or decline the

partnership. In some case like Joint-Venture or Consortium, companies could suggest to their

potential partners modifications to their management process to comply with their codes and

standards. The level of approval procedure is efficient at SNC-Lavalin and reflects what is

included in the literature. However, some projects will always be riskier and mitigation

measures are the best way to protect the company and to pursue the projects. Mitigation

measures include, but are not limited to:
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e Specific training for the employees working with a risky partner;
e Designation of a responsible to operationalize and monitor the partner;

e  Follow-up by an independent business function related to integrity or compliance.

34 Discussion

Integrity management is not an exact science. This research proposes a methodology for
engineering and construction companies who want to comply with their code of ethics and
business conduct and be more socially responsible while entering new partnerships. Being able
to protect their reputation while partnering across the globe is a value-creating process for
international construction companies (Petrick & Quinn, 2000). Sustainability can be define as
the obligation to limit the risk of harming other individuals (Krysiak, 2009). Within this
context, innovating in integrity risk management fosters ethical culture which, in turn, enables
products and services innovation (Riivari & Lamsi, 2019). For the tool specifically, the content
needs to be reviewed periodically. Databases are constantly evolving and are necessary for an
automated process. The references mentioned in table 3 publish new content periodically and
managers should subscribe to their newsletters. Global slavery, Tax Justice Network and
TRACE provide useful information, tips and insights to control the risks associated with
integrity. Companies conduct business in a dynamic environment leading to uncertainty and a
necessity to be resilient (Slagmulder & Devoldere, 2018). It is also necessary to understand the
current state of mind at SNC-Lavalin. The company is currently being prosecuted for
corruption and faces new allegations in Canada (Snyder, 2019). Also, unlike many engineering
companies, SNC-Lavalin also undertakes the construction phase in many projects and, in some
case, even finances them in public-private partnerships. These events and facts alter company’s
risk aversion and exposure. Inexact science needs understanding and adjustments. To apply
this methodology, it is recommended to have completed the six proposed steps for
implementing an ethical culture. Third party risk based due diligence comes within this context
to protect and reinforce that culture while partnering with others from the industry. Finally, it
is important to have a global portrait of the company and collect the key employees’ perception

about the different issues the risk-based due diligence is trying to cover. This allows employees
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to be part of the process and creates a sense of belonging among them which is a significant

aspect of ethical leadership.

3.5 Conclusion

A methodology was proposed according to a past research and financial prescriptive models.
This tool was designed to improve the company’s third-party risk management. The content is
adapted to a case study for SNC-Lavalin. Companies need to conduct internal data and
information collection before proceeding with the methodology. Construction and engineering
organizations have a lot of business partners due to the projects’ unicity. Being one of the main
sources for disruption in their activities, third parties must be managed properly. More laws
and regulations could improve integrity management by adding risks related to environment.
Regular monitoring for data from non-governmental organizations, governments and
references in risk management is recommended since integrity-related risks are constantly

evolving.

Further research should focus on monitoring the different partners and finding affordable and
efficient ways to do it (refer to Appendice B for more information). Having a profile for each
partner with its score for the five risks is a great start. This allows efficient monitoring and a
more precise way to investigate the business partners. Accountability for the risk is, as
mentioned, very important. Sending a second questionnaire to the SNC-Lavalin’s originator
after a year could be a way to empower them with the monitoring and to assure that the relation
or the risks did not evolved or increased. Other studies could also focus on environmental
issues related to integrity. Indeed, so far, very few environmental laws exist, and environment
is often disregarded. It is often cheaper for companies to pay fines than to comply with these
laws. Governments and legislators need to hold companies accountable with stricter laws.

Further risk-based due diligence could then include these environmental risks.
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CHAPITRE 4

DISCUSSION DES RESULTATS

4.1 Hypothéses initiales et démarche de recherche

Aprées une analyse complete de 1’outil actuel de conformité des partenaires d’affaires de SNC-
Lavalin, certaines failles ont été identifiées. En effet, 1’outil actuel couvre principalement les
risques liés a la corruption et provient d’une firme externe qui produit des outils de gestion des
risques liés a la corruption. Ces constats ont mené a la vérification de trois hypothéses

implicites a la recherche.

La premicre hypothese consistait a vérifier la pertinence d’inclure davantage de risques dans
I’outil. La revue de littérature et le sondage ont révélé que I'intégrité n’est pas seulement
définie par la lutte a la corruption. En effet, I’intégrité doit couvrir tous les risques qui sont
couverts dans les codes, normes et politiques de I’entreprise. Afin de demeurer intégres et
cohérentes, celles-ci doivent controler des risques comme I’esclavage moderne, 1’évasion

fiscale, le blanchiment d’argent, les sanctions économiques et autres.

La seconde hypothése était que I’opinion des experts devait étre prise en compte pour le nouvel
outil. La revue de littérature et les résultats des sondages ont révélé que la perception et
I’opinion des experts sont nécessaires dans la gestion de 1’intégrité. Etant une science inexacte,
sa gestion doit étre adaptée a 1’entreprise et le point de vue des experts est essentiel. Ceux-ci
permettent de confirmer que les risques peuvent énormément varier selon plusieurs facteurs

(géographie, secteur, etc.).

La troisiéme et derni¢re hypothese consistait a vérifier que nous pouvions utiliser les mémes
stratégies de gestion des partenaires d’affaires que les entreprises du secteur financier. La revue

de littérature et les sondages ont déterminé que ces stratégies doivent étre modifiées et adaptées
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aux entreprises en génie-conseil et construction. En effet, que ce soit pour la méthode d’analyse
de performance (SWOT) ou les différentes étapes prescrites, des modifications sont
nécessaires. Toutefois, plusieurs similitudes demeurent entre ces deux secteurs, car ces

méthodes visent la conformité des partenaires d’affaires dans les deux cas.

La démarche de recherche a permis de répondre a ces trois hypothéses. Cette démarche
consistait en une étude de cas en entreprise. L’étude de cas permet d’acquérir des
connaissances approfondies dans une situation précise afin de tirer des méthodologies ou des
bonnes pratiques. Précisément, la démarche consistait a utiliser une méthode d’analyse de
performance des entreprises modifiées dans un questionnaire afin de recueillir le point de vue
d’experts et d’en tirer certaines conclusions. Ces conclusions ont ensuite été utilisées afin de
proposer une méthodologie et du contenu pour un nouvel outil de conformité des partenaires
d’affaires chez SNC-Lavalin. La démarche s’est avérée efficace et des réponses aux hypotheses

ont été trouvées.

4.2 Signification des résultats et apport a la recherche

Les résultats obtenus a la suite de cette recherche sont nombreux. Sans entrer dans le détail du

contenu et du format proposés, deux résultats globaux sont soulignés.

Cette recherche a déterminé que la perception et I’opinion des experts sont essentielles dans la
gestion de D’intégrité. En effet, les résultats des sondages ont démontré les différences
importantes entre les différents experts et révelent la nature inexacte de cette science. Ceci
démontre I’importance d’adapter ce genre de solution selon I’entreprise, ses activités et son
historique. Il est possible de relever I’importance de ce résultat lorsque I’on constate que la
majorité des solutions proposées sur le marché actuellement proviennent de compagnies avec
des modeles standards et normalisés. Certaines entreprises se retrouvent donc avec des outils
qui gérent des risques qui ne leur sont pas propres et oublient certains risques importants en
lien avec leurs activités. Une expertise a 1’interne est souhaitable afin de répondre pleinement

aux besoins de I’entreprise et d’assurer une couverture solide des risques qui lui sont inhérents.
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Elle a ¢galement déterminé qu’il est possible de se baser sur des modeles théoriques provenant
du domaine financier. En effet, trés peu de contenu scientifique propre aux entreprises de
construction et génie-conseil est disponible et 1’utilisation de certaines théories provenant
d’autres secteurs était nécessaire. Etant donné que dans les deux cas il s’agissait d’évaluer les
risques propres aux partenariats d’affaires, certaines similitudes étaient présentes. Celles-ci ont
permis de faire le pont entre les deux domaines et de bien cibler quoi modifier ou conserver.
Ces deux secteurs ont également vu leurs activités changer dans les derniéres années en raison

de la responsabilité sociale d’entreprise et les risques qui doivent étre contrdlés sont similaires.

Ces résultats apportent du contenu scientifique pour les futurs chercheurs dans ce domaine.
Comme mentionné, 1’étude de cas a été utilisée. Pour généraliser ou développer de nouvelles
théories a grande échelle, plusieurs cas sont nécessaires. Cette recherche s’inscrit comme 1’une
des premicres a ce niveau et davantage de recherches sont nécessaires afin de soutenir les
théories et les méthodologies avancées. Elle apporte également une meilleure compréhension
des enjeux auxquels font face les grandes entreprises du secteur et les efforts qui sont déployés

afin de les controdler.

4.3 Limitations

Le fruit de cette recherche est une réflexion systémique qui tente de jumeler science et modéles
numériques a la subjectivité de 1’éthique. Les résultats obtenus ne permettent pas de tirer des
conclusions solides au niveau de la pondération des indicateurs de risques en raison de la
grande variabilité des réponses et de la taille de 1’échantillon limitée par le nombre d’experts
dans I’entreprise, méme dans une compagnie de 50 000 employées. SNC-Lavalin demeure une
des meilleures compagnies dans les pratiques d’intégrité avec 1’obtention de sa reconnaissance
par Ethisphere en 2019. Le secteur de la construction et du génie conseil doit encore améliorer

ses pratiques d’intégrité pour atteindre la maturité des pratiques du domaine financier.

Ainsi, pour obtenir des réponses de sondage significatives statistiquement, il faudrait faire un

sondage a I’échelle du secteur de la construction et des services de génie conseil. Grace a la
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sensibilisation du public et des gestionnaires, davantage d’expertise pourrait voir le jour dans
un futur proche, permettant ainsi de grossir la taille de I’échantillon sondé. Ensuite, il faut
déterminer quel organisme a la notoriété et la capacité d’organiser un tel sondage. Ces résultats
pourraient étre évalués par des méthodes statistiques afin de déterminer leur degré de précision
au niveau de I’entreprise et du domaine. Egalement, la gestion des risques liés a I’intégrité doit
inclure les risques internes (Manworren, Letwat, & Daily, 2016). Les actualités démontrent
I’importance que peuvent avoir des fuites de données confidentielles causées par un employé

malveillant. Davantage de recherches seraient nécessaires a ce niveau.



CONCLUSION

La gestion de I’intégrité dans le domaine de la construction et du génie-conseil en est a ses
débuts. Les différents acteurs en sont encore a déterminer ce qui doit étre contrélé et comment.
Les entreprises du domaine souhaitant mener la marche sont souvent en terrain inconnu et ce
type de recherche permet d’améliorer la compréhension de I’écosystéme d’affaires de la
construction et les risques auxquels ces entreprises font face. En plus de proposer de bonnes
pratiques générales grace aux deux articles, cette recherche a permis d’identifier les différentes

failles dans 1’outil de conformité des partenaires d’affaires de SNC-Lavalin.

Dans le premier article, le point de vue des experts a permis de mieux comprendre les risques
qui affectent ’entreprise et I’importance de ceux-ci. L’ajout de différents risques s’est avéré
pertinent et la revue de la littérature a permis de fournir une base théorique pour les différents
indicateurs qui permettront de détecter lesdits risques. Les réponses au sondage ont révélé
I’importance de la participation des différents gestionnaires. En effet, les réponses étaient
différentes et la perception doit €tre incluse lors de la gestion de 1’é¢thique. Ces réponses ont

¢galement permis d’identifier des failles dans le processus actuel.

Dans le second article, une nouvelle méthodologie a été proposée afin de créer un outil qui
permet de couvrir cinq risques liés a I’intégrité (corruption, collusion, conflit d’intéréts,
conformité et droits humains). Un format hybride permet d’obtenir davantage d’information
lors de I’évaluation du risque et favorisera le suivi a long terme des partenaires. Le contenu est
basé sur les réponses des participants au sondage du premier article. Le poids des différentes
questions est tiré de 1’évaluation effectuée au premier article par les différents répondants. Les
bonnes pratiques ont été identifiées et sont, pour la plupart, déja en place chez SNC-Lavalin.
L’adaptation des modeles et de la théorie provenant du secteur financier a permis de valider la
compatibilit¢ de ceux-ci avec le secteur du génie et de la construction. Les nombreuses

similitudes au niveau des risques que les partenariats entrainent ont facilité ce rapprochement.



106

Cette recherche est une réflexion sur la gestion de I’intégrité en entreprise lors des partenariats
d’affaires. Etant I’une des premiéres dans ce domaine, elle pourra servir de base aux futures
recherches. Bien que limités par la grosseur de I’échantillon, les résultats de cette recherche
permettent de mieux circonscrire ce qui doit étre inclus et comment les entreprises doivent
procéder afin de protéger leur intégrité avec des partenaires d’affaires dans le domaine de la

construction et du génie-conseil.

Le domaine du génie-conseil et de la construction est en pleine expansion avec la population
mondiale grandissante ce qui entraine des besoins majeurs en infrastructure en plus de
représenter une part importante de 1’économie de tous les pays. Les projets majeurs sont
souvent financés en totalité ou en partie par des fonds publics. Il est nécessaire d’assurer une
gestion ¢éthique et intégre de ces projets afin d’offrir de meilleurs services aux citoyens et de
rétablir la confiance de ceux-ci envers les intervenants du génie-conseil et de la construction.
Comme certaines entreprises, les gouvernements doivent également faire leur part en régulant
davantage le domaine et en forgant les compagnies récalcitrantes a mettre des mesures en place

pour protéger I’intégrité du secteur.



RECOMMANDATIONS

Les recommandations sont principalement en lien avec la méthodologie utilisée et les

recherches futures. Elles abordent également le choix de la démarche de recherche.

Lors de cette recherche, I’outil d’analyse de performance SWOT a été modifi¢ et utilisé.
D’autres outils sont disponibles et pourraient étre adaptés sous forme de sondage comme I’a
¢t¢ SWOT. L’utilisation de techniques comme la planification par scénario, 1’analyse
Politique-Economique-Technologique-Légale-Environnementale (PESTLE) et autres pourrait
permettre au chercheur d’acquérir des informations pertinentes et, le cas échéant, différentes.
Aussi, a la suite de la remise des réponses des sondages, certains participants ont mentionné
que le rangement des différents facteurs de risque en ordre d’importance par rapport aux
risques portait a confusion. Ceci pourrait étre remplacé par une section qui demande aux
participants de choisir, selon eux, la question sur I’indicateur de risque qui permet de mieux
couvrir ledit risque. Finalement, é¢tant donné que 1’étude de cas est composée d’une seule
entreprise, de futures recherches pourraient étre effectuées a travers différentes firmes afin de

valider les théories avancées et solidifier la méthodologie.

Pour des recherches futures, il est recommandé d’aborder la transition entre ce genre de modele
automatisé et un modele basé sur I’intelligence artificielle et I’apprentissage machine. Cette
recherche permet de proposer certaines limites qui pourraient étre attribuées a I’intelligence
artificielle. Ces technologies fonctionnent souvent avec des algorithmes de regroupement et il
serait intéressant de voir comment ces groupes seraient déterminés et délimités et quelle serait
la nature des interventions humaines au cours de cet apprentissage. Plusieurs experts affirment
que la complexité et les cofits associés a 1’éthique et la conformité iront en augmentant. Les
entreprises doivent opter pour ce genre de solution afin d’assurer une uniformité et de laisser
leurs ressources humaines s’occuper des cas uniques ou particulieérement complexes et risqués.
Aussi, il est recommandé d’aborder différentes méthodes statistiques permettant d’évaluer le
degré de précision des résultats numériques des indicateurs de risque par rapport a I’entreprise

et au domaine dans des recherches futures.
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Finalement, il est recommandé d’effectuer un sondage au sein de plusieurs entreprises afin de
grossir I’échantillon étant donné le nombre d’experts trés limité dans ce domaine. En effet,
malgré la taille de I’entreprise étudiée, moins d’une vingtaine d’experts étaient en mesure de
fournir des réponses aux différentes questions posées. De plus, sonder des experts dans
différentes compagnies permettrait d’observer les différences entre les répondants liés a des
¢léments tels le contexte géographique, la situation financiére et 1égale de I’entreprise, les types
de services offerts ainsi que la taille des entreprises. Ces observations permettraient de mieux
cerner les forces et les faiblesses, ainsi que les causes des écarts de conduite afin d’en tenir
compte dans les mécanismes de gestion de I’intégrité a I’intérieur de ces entreprises. Les

programmes d’intégrités seraient alors plus complets.



ANNEXE I

QUESTIONNAIRE PROPOSE DANS LE CHAPITRE 3

Risks covered and scoring
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Questions Possible answers - 8 [<= g g. 3 : = ;
| SEE |2 [En
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=
1. Isthere an actual or |Ifactual Mitigate
?riz?:::ilirf?l?géﬁs?rfl‘ess If apparent or potential 6 0 0 0 0
partger disclgsqre? If yes, If none 0 0 0 0 0
provide details in textbox.
Major portion is fixed
2 How is the Business (hpurly rate, lump sum 0 0 0 0 0
Partner compensated by price)
SNC-Lavalin (payment or | Major portion depends on
other benefit)? Provide successful completion 0 4 0 0 0
details in textbox. (commission, success fee)
No compensation 0 0 0 0 0
If yes 0 0 4 0 0
3. Has the Business
Partner requested any
unusual payment terms or
rates such as cash only,
payments to third parties
or to an account in a
country other than either
the one where the
Business Partner is based |[fno 0 0 0 0 0
or where the services will
be rendered? If yes,
provide details in textbox.
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Risks covered and scoring
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=
Oil & gas 0 1 0 1 0
4. In which industry Mining & metallurgy 0 2 0 2 0
does the business partner | Infrastructure 0 2 0 0 0
will conduct his activities | Nyclear 0 0 0 0 0
Clean power 0 0 0 0 0
If TRACE bribery risk
higher than 65 0 0 0 0 0
If TRACE bribery risk
between 40 and 65 0 4 0 0 0
If TRACE bribery risk 0 6 0 0 0
below 39
) If prevalence to slavery is
fﬁe ]3Alilsicn0el;1sltlr)laerstr\1?rlei£e lower than 5 in the Global |0 0 0 0 0
expected to perform his Slavery Index -
mandate with or on behalf If prevalence to slavery is
of SNC-Lavalin must be lower than 7 in the Global |0 0 0 1 0
selected. You should also Slavery Index .
add the home base If prevalence t‘o slavery is
country of your Business higher than 7 in the 0 0 0 2 0
Partner. If the mandate is Global Slavery Index
in multiple countries If secrecy score 65 or
(more than 10), you can below on TJN financial 0 0 0 0 0
cither select all countries | S€crecy index
where the mandate will be [ If secrecy score above 65
performed or select. and below 80 on TIN 0 0 1 0 0
financial secrecy index
If secrecy score 80 or
more on TJN financial 0 0 2 0 0
secrecy index
If subject to sanctions (as
per company’s internal 0 0 0 0

documents)
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Risks covered and scoring
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If higher than 500
million USD ! 2 & !
_ If complex/unique 0 1 0 0 1
6. Please describe the
) . ) If low number of
project on which the business . 0 0 0 0 0
. . . contractual links
partner will be working with -
the choices below. Provide | If medium number of | 1 1 o lo
details in textbox. contractual links
If high number of
contractual links 1 2 2 0 1
Business development |0 8 0 0 4
Sales agent 2 8 0 0 0
Consortium 0 0 0 1 4
Joint-venture 2 0 0 1 4
7. What is the purpose of | Local sponsor 0 8 0 0 |0
the engagement? Provide Custom or visa 0 1 0 0 0
details in textbox. Legal or financial 0 1 1 0 0
Lobbying 2 8 0 0 |4
Intqrmedlary without 0 1 0 0 0
business development
None of the above 0 3 0 0
8. For this specific Ifyes 2 6 0 0 0
engagement, will the If yes and directly
Business Partner be directly | recommended by 4 10 0 0 0
or indirectly interacting with | government
government officials? If yes,
provide details in textbox. If no 0 0 0 0 0
9'. Dpes the partner have a If yes 4 0 0 0 4
similar agreement for
ano'ther SNC-Lavalin’s Ifno 0 0 0 0 0
project or company?
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Abstract: Complex supply chains, temporary work and employment, and the extensive use of
subcontracting in the construction sector create the perfect conditions for exploitation.
Construction businesses have an important role in tackling modern slavery. With the new
Canadian act to fight modern slavery expected to come into force in 2020, construction
engineering companies must take actions to comply. Many are under the impression that
slavery occurs in extreme conditions and remote locations, but it is a modern, everyday
problem. This article reviews how modern slavery affects the construction industry and what
companies and the industry can do to remediate this issue. Modern slavery in supply chains
and construction workers are discussed according to the uncertain and shifting industry that is
construction. The volume and the transparency of information as well as the lack of legislation
are the main challenges that need to be solved. Some positive developments and potential
solutions such as increased awareness, certification and industry self-regulation will be
presented as ways to reduce the potential harm of modern slavery in the sector. Also, different
technologies already used in other industries and for other functions can enable full
transparency and benefit from Big Data. Blockchain, the Internet of Things and Artificial
Intelligence have the potential to help companies tackle modern slavery.

INTRODUCTION

Construction is a high-risk industry (Igbal, Choudhry, Holschemacher, Ali, & Tamosaitiené,
2015). The widespread use of agency workers and migrant labor in some country, and the
constant pressure on prices have defined the sector’s business models (CIOB, 2018). While
these models do not lead directly to slavery, they create an environment where it is easier to
exploit and for criminality to infiltrate supply chains. A single supply chain for a major
contractor could consist of hundreds of subcontractors, labor agencies and material suppliers.
Behind the first or second tiers of their supply chain, companies have blurred vision and
verifying every transaction becomes impossible (CIOB, 2016). Labor and procurement of
building materials are the two elements with a high-risk of involving modern slavery in the
construction industry (Elgg, 2016). With social pressure and awareness constantly increasing,
Canadian government is expected to pass a bill to tackle modern slavery in early 2020 (Canada,
2018). Within this context, Canadian construction engineering companies, especially those
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working abroad and/or providing contracting services, must take actions. This short review
will first present the problematic of modern slavery in the construction engineering industry.
Secondly, positive developments and possible technical solutions will be addressed. Finally, a
discussion about what Canadian companies should do to prepare for that bill and what is
currently being done by some companies end this article.

MODERN SLAVERY IN CONSTRUCTION ENGINEERING INDUSTRY

Modern slavery constitutes a major compliance and integrity issue for companies. Indeed, there

are more than 40 million modern slaves currently (Anti-slavery international, 2018). Most of

them are in Asia (30 million) and Africa (9 million), but also in North America (420 000) and

Europe (1,25 million) (Walk Free Foundation, 2018). Out of the 150 billion USD of illegal

profits generated through modern slavery annually, 34 billion USD are made in the

construction, mining and utility industries (Elgg, 2016; Institute of development studies, 2018).

Modern slavery takes many forms in the construction engineering industry (Anti-slavery

international, 2018; Scarpa, 2008):

e Forced labor: work or services forced against the will or under some form of threat;

e Bonded labor: people who borrow money they cannot repay and are required to pay off
the debt. They often lose control over their conditions of employment and debt;

e Human trafficking: transporting, harboring or recruiting to exploit by using threats,
violence and coercion;

e Descent-based slavery: people who are born in slavery because their ancestors were
captured or enslaved;

e Child slavery: not to be confused with child labor, child slavery is when a child is exploited
for someone else’s gain.

With globalization, the products of modern slavery cross borders. It is important to assess the
problem not only from the perspective of where the crime is committed but also where the
products of the crime are sold and consumed (Walk Free Foundation, 2018). Countries with
repressive regimes, where populations work to prop up the government and countries with
conflicts resulting in the breakdown of laws, social structures and systems of protection are
more prone to modern slavery. This notwithstanding, countries with high GDP are also
subjected to modern slavery, particularly for migrants, homeless and minorities (Hernandez &
Rudolph, 2015; UK Department of Justice, 2018). While many actions must be taken by
governments, the first recommendation of the Global Slavery Index is related to businesses
and states that they should prioritize human rights in decision-making and ensure they are not
contributing or benefiting from modern slavery (Walk Free Foundation, 2018).

Supply chains

No other industry uses more materials by weight than the construction industry (Horvath,
2004). One of the first areas to address modern slavery is to determine where it exists in supply
chains (Walk Free Foundation, 2018). Social themes have been overlooked by researchers
studying sustainable supply chain (Reefke & Sundaram, 2017) and that these issues are
especially problematic for developing nations (Mani, Gunasekaran, Papadopoulos, Hazen, &
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Dubey, 2016). Construction engineering companies have numerous supply chains with specific

features (Behera et al., 2015):

e Customers: They exercise great influence on the final product, the logistics and are
numerous;

e Fragmentation: Many subcontractors, institutions and vendors involved trying to meet
different and incompatible business purposes;

e Stakeholders: Network involving multiple relations and organizations with flows of
information, materials, services, products and funds between clients, designers,
contractors and suppliers;

e Buyer-supplier relationship: Tender price being the most significant parameter for bid
evaluation (especially in the public sector) lead to conflicts, mistrust and delivery
problems;

e  Multiple temporary organization: Relationships focused on short-term thinking, scarred
by leverage and opportunism;

e Change inertia: Construction organisations tend to be conservative;

Make-to-order supply chain: Clients are the source of changes and this leads to
conceptualization of supply chain process starting and ending with the client;

e (Cyclical demand: Highly cyclical industry because the output is durable.

All these features make it even harder for construction engineering companies to tackle modern
slavery. Global, outsourced and interconnected supply chains make transparency difficult
(Gold, Trautrims, & Trodd, 2015). Detecting modern slavery is very challenging and may even
be more difficult to detect than other social issues (New, 2015). It has been discussed that there
is heterogeneity in the practices and approaches used by companies resulting in confusion
among industries (Stevenson & Cole, 2018). The transparency and volume of information are
the main challenges to remediate modern slavery in the supply chain.

Construction workers

Construction is a highly cyclical industry resulting in cyclical workforce demand. Construction
workers are subject to economic volatility, mobility and employment insecurity (Meardi,
Martin, & Riera, 2012). To adapt to that flexibility and uncertainty, some organizations see
workers as disposable assets, especially the most vulnerable ones (migrants, undocumented,
homeless, unskilled, etc.). In developed countries, this situation mostly occurs in the black
economy (Stronger Together, 2019). According to Quebec’s construction commission, 30% of
construction activities in Quebec fall into black economy (CCQ, 2015). Another study
estimates that construction has a 3.56% share of Germany’s official economy while having a
36.36% share of their black economy (Kirchgéssner, 2017). This results in a situation where
vulnerable workers feel trapped. Another problem is that companies who hire such workers
are often unaware of their situation. Indeed, workers are often exploited during the recruitment
process by temporary-work agencies via recruitment fees, papers’ confiscation, contract
substitution, poor accommodation and unfair deductions (Cockbain & Brayley-Morris, 2017;
Stronger Together, 2019). Migrant workers, especially new arrivals, are often seen as hard
workers, loyal, reliable and prepared to work longer hours because of their lack of choice, and
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the important volume of available unskilled labor intensifies competition and enables
contractors to choose the “’best’’ migrant worker (Lewis, Dwyer, Hodkinson, & Waite, 2015).
For international companies, this issue is even more common. Indeed, many cases of modern
construction slaves emerged in the last years, mainly in the Arab States where the estimates of
modern slavery are affected by substantial gaps in the available data (Walk Free Foundation,
2018). This region hosts more than 17 million migrant workers, many of whom are in the
construction industry (95% in construction or domestic work) (International Labour
Organization, 2019). Recently, many have criticized Qatar and FIFA World Cup 2022
megaproject for its abuse on migrant workers under the Kafala system (Chaudhary, 2017;
Millward, 2017). The Kafala system was first introduced in many Arab States as a noble
obligation in the treatment and protection of foreign guests, but is now denounced globally as
a mechanism creating dependence between an employer assuming full responsibility over the
employee visa and legal status (Khan & Harroff-Tavel, 2011). This sponsorship system has
been denounced by NGOs, but is still in place in many Arabic states (Human Rights Watch,
2019).

Locally or internationally, construction worker abuse has many forms. Companies should
assess their recruitment processes, labor sourcing and management programs, and do the same
for their third party. Lack of legislation is also an important challenge for construction workers’
conditions.

POSITIVE DEVELOPMENTS
Awareness and certifications

Governments and consumers must be part of the change. Social and legal pressure will force
companies to adopt more sustainable practices (B. Kim, 2017). Many NGOs raise awareness
and shine a light on harmful practices. Index and annual reports help companies to assess their
activities and take actions (Tableau -APA-1).

Tableau -APA-4.1 Major NGO’s raising awareness and producing data about modern slavery

Organization Document Description

Walk Free Global Slavery Index Complete index with rankings and scores per

o (o, S, P e
(Australia) 2018) g P ry

evaluated.
Cato Institute Seventy-nine distinct indicators are used to
. Human Freedom Index . .
(United . evaluate countries according to personal and
(Porcnik, 2018) .
States) economic freedom.

Anti-slavery  Various reports and case
(United studies (Anti-slavery
Kingdom) international, 2018)

Reports on various forms of slavery. Case
studies in different countries and industries.
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Independent certification such as Fair Trade (Fairtrade, 2019) labels products that were made
in decent working conditions and with transparency. However, this system faced criticism by
some questioning the real benefits for the vulnerable communities (Jaffee, 2015). For now,
most of the labeled products are food, goods and clothing. Construction engineering would
require raw materials to be certified. This notwithstanding, this kind of certification has the
potential to benefit companies via positive marketing and fight slavery.

Legislation

Many organizations investigated human rights abuses in their activities to align their strategy
with the United Nations Guiding principles in the past decade (United Nations, 2011). New
and more restrictive legislation in the United Kingdom (United Kingdom, 2015) and California
(State of California, 2010) are now forcing them to modify their business models and report
annually their actions to fight slavery (Tableau -APA-2). Canada is expected to follow the
trend and pass a Bill about modern slavery in 2020. France and Australia also regulate modern
slavery in global supply chains.

Tableau -APA-4.2 Key legislation to tackle modern slavery

Legislation Scope

Business with activities in Canada must publish an
annual statement including the organization’s structure,
policies, due diligence, risk and training about modern
slavery. Failure to disclose will lead to a maximum fine

Bill C-423 to be effective in
January 2020 (Canada, 2018)

0f 250 000 CAD.

Allowing consumers to make better purchasing
California Transparency in choices. Must disclose efforts to fight modern slavery.
Supply Chains Act (State of For retail sellers or manufacturers doing business in
California, 2010) California with more than 100 000 000 USD in gross

receipts.

Principles on Business and
Human Rights (United Nations,
2011)

Provide principles to enhance standards and practices
regarding business and human rights.

Business with a global turnover of 36 000 000 EUR or
more with activities in the UK must publish an annual
statement including the organization’s structure,
policies, due diligence, risk and training about modern
slavery.

UK Modern Slavery Act (United
Kingdom, 2015)
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Self-Regulation

With complete and robust international legislation still lacking, some industries develop self-
regulation mechanisms. It has been studied that self-regulation is directly related to the level
of corporate social responsibility (Dashwood, 2014). Also, self-regulation level predicts
companies’ behavior (Nysten-Haarala et al., 2015). Information disclosure is often used as a
regulatory tool to influence business behavior in many industries. Some companies outside of
the construction industry voluntarily published their supplier lists. Supply chain transparency
can reduce modern slavery and other social issues (Doorey, 2011).

POSSIBLE TECHNOLOGICAL SOLUTIONS
Blockchain and the Internet of Things (IoT)

Blockchain has attracted a lot of attention recently, particularly because of the growing
popularity of Bitcoin. However, many argued about the independent importance of blockchain
technology and claim that it is the most transformative technology since the creation of the
World Wide Web (OECD, 2018). Blockchain is a decentralized technology expecting to
improve trust and reduce fraud, corruption and information falsification (Chow, 2018). It has
been discussed that the adoption of blockchain may bring supply chain transparency to a new
level (Francisco & Swanson, 2018) and that blockchain has many favored use cases for
provenance tracking (H. M. Kim & Laskowski, 2018). Assuring the strict environmental
control process for transport of pharma and medical products in the supply chain (Bocek,
Rodrigues, Strasser, & Stiller, 2017) and monitoring food quality along the supply chain (Feng,
2017) are some of the blockchain applications studied for the supply chain. Also,
Slavefreetrade (Slavefreetrade, 2019) proposes a technology platform using blockchain to
assess and certify that company’s supply chains are free of modern slavery.

Internet of Things gather information about objects the environment that surround us. It
generates enormous amount of data used to improve or assure efficiency in our daily lives
(Gubbi et al., 2013). 10T is everywhere and creates great opportunities. Some examples of [oT
technology are home automation (thermostats, lights, etc.), healthcare and fitness (smartwatch,
personal emergency response systems) and smart cities (traffic congestion, pollution). IoT is
also gaining popularity in supply chain management (Abdel-Basset, Manogaran, & Mohamed,
2018). Indeed, expected spending growth until 2023 in IoT is estimated at 24,2% for track-
and-trace applications and at 20,2% for supply chains (Forrester, 2018). Some applications of
IoT for supply chain management include real-time tracking (Ng, Scharf, Pogrebna, & Maull,
2015) and managing expiry dates for perishable goods (Heising, Claassen, & Dekker, 2017).
Despite scalability issues caused by the large volume of data, blockchain and IoT could help
managers identify critical points for modern slavery in their supply chain.

Artificial Intelligence (AI)

Cognitive Computing’s goal is to simulate human thought processes in a computerized model
(Kelly & Hamm, 2013). Starting from an algorithm, computers can learn with the help of
scientists and engineers, and eventually detect patterns that humans could never detect.



119

Compared to human, cognitive computing does not need structure data in spreadsheets and it
has been estimated that 90% of the data produced is unstructured (Deloitte, 2016b). Using Al
with big data produced by [oT can greatly enhance supply chain management and reveal human
rights abuse (Tjahjono, Esplugues, Ares, & Pelaez, 2017). Some applications for Al in supply
chains include risk management (Baryannis, Validi, Dani, & Antoniou, 2019), logistics and
schedule planification (Ivanov, Dolgui, Sokolov, Werner, & Ivanova, 2016; Li, Hou, Yu, Lu,
& Yang, 2017). Despite lack of trust and decision transparency, cognitive systems could
overcome some of our limitations and facilitate the process of large information volume from
company’s complex supply chains (Kelly & Hamm, 2013).

WHAT CAN YOU DO NOW?

With global awareness on modern slavery, many organizations published guides for

businesses. Following are few suggested steps and good practice inspired by references setting

the standards in this area (CIOB, 2016; Elgg, 2016; Stronger Together, 2019; Walk Free

Foundation, 2018). Canadian construction engineering companies can adopt these today in

anticipation of Bill C-423:

1. Commit: Assign responsibility for addressing human rights risks to a group of managers
in the company. Once the scope is defined, responsible people should include clauses
regarding modern slavery in policy and procedure (code of ethics, procurement, human
resources, and recruitment, technical). They should communicate those changes to their
third party and suppliers and ensure they have the proper resources to respect them.

2. Assess: Map the business supply chains to identify where there are risks of slavery, but
also where information is lacking. Compared to data produced by NGO’s (Table 1).
Combine the assessed risks with the other commercial risks to define priorities and prepare
an action plan to monitor those risks.

3. Implement: Use the action plan to reduce the risks of modern slavery. Engage relevant
stakeholders for higher risks. Mitigate these risks at the supplier level, internally, within
the industry and the government (advocate for change).

4. Remedy: Provide access to grievance mechanisms allowing workers along the supply
chain and the company to be heard. Develop method and processes for victims’
remediation.

5. Monitor: Track your progress and the efficiency of your due diligence efforts. Establish
indicators (number of high-risk suppliers, audit raising non-compliance, compensation
expenditure, number of modern slavery training) to assess your program.

6. Communicate: Share information about progress and challenges to stakeholders and others
among the industry. Increased trust and cooperation will build better practices.

It is recommended to only contract with formal labor providers having legitimate business
entities. Those undertaking these tasks should have been trained to recognize and prevent
slavery. A legal arrangement should confirm that no recruitment fees were charged to workers.
For suppliers, companies should cross-reference with multiple sources. Technologies reporting
adverse media coverage and screening social media, news and others should be implemented
to monitor suppliers around the globe.
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Bill C-423’s reporting obligation will affect construction engineering activities. Indeed,
companies will have to trace all their manufactured, produced, extracted or processed goods in
Canada or elsewhere along with their imported goods, and they will have to report their
activities carrying risk of modern slavery and how they intend to assess and manage them. This
could reveal breaches and force companies to modify or adapt their supply chains, contractual
and hiring process. Reporting must also include policies, measures and training about modern
slavery inside the entity. Construction engineering companies will have to provide concrete
examples of those annually. They could use toolkits provide by the Chartered Institute of
Building (Stronger Together, 2019). This organization also offers online training and many
insights. Much of the content was created to assist companies affected by the UK Modern
Slavery Act (Table 2).

Most of the Canadian construction engineering companies who already took actions to fight
modern slavery have activities in the UK and other more restrictive jurisdictions (SNC-
Lavalin, 2017; Stantec, 2017; WSP, 2018). Indeed, since they had to comply in 2015, most of
their work is done. Ethics & compliance or Integrity departments manage the policies,
measures, training and risks regarding modern slavery. These departments have amended
contracts and assessment questionnaire, installed integrity/ethic hotline for employees,
conducted audits and spot checks and reviewed training periodically. Usually, modern slavery
risks are managed with other reputational risks (e.g. conflict of interest, corruption, collusion,
etc.).

CONCLUSION

Modern slavery effects and destroys millions of lives annually. Construction engineering
sector is a fertile ground for modern slavery with its complex supply chains and its volatility.
Indeed, each project has numerous supply chains and companies’ activities are highly cyclical
resulting in various workforce and suppliers. Companies face major challenges to detect and
remove slavery from their activities. This notwithstanding, many organizations raise awareness
annually by publishing data and uncovering slavery stories across the globe. Very little
companies have decided to take actions willingly and governments are slowly implementing
legislation regarding this issue. They lead the fight and these laws are the most efficient ways
to see changes in the construction sector. With the technological revolution taking place,
companies could facilitate this fight and even access a competitive advantage by strategically
using technologies like blockchain, IoT and Al. With Bill C-423 around the corner, Canadian
construction engineering companies must be proactive and assess their activities to know the
magnitude of the task awaiting them. Many guides and references were created after 2015 and
the UK Modern Slavery Act to support companies. Canadian construction engineering
companies should draw on their work and adapt it to their realities.
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ABSTRACT

Third party ongoing monitoring for integrity in construction engineering industry is a relatively
new concept. Construction and financial sectors face the same challenges, but in a different
context. Both sectors need to control the risks related to beneficial ownership, third party’s
evolution and fourth parties. Also, their monitoring generates many ‘false positives’ because
of the name matching, fake news and irrelevant information. Notwithstanding these
similarities, construction companies still hesitate to adopt technologies compared to the
financial sector. In fact, these technologies could benefit major construction engineering
companies such as SNC-Lavalin, but do not come without risks. This report presents the
challenges and opportunities in ongoing monitoring, a case study for a simple algorithm
implementation to reduce ‘false positives’ and a risk matrix about adopting such technologies
to a broader scale within a construction engineering company.

INTRODUCTION
Past research regarding third-party risk management and the assessment of a business partner
compliance tool used by SNC-Lavalin (Roy & al., 2019a, 2019b) determined that ongoing
monitoring of third parties remains one of the biggest challenges. Indeed, the company must
monitor thousands of partners in an evolving regulatory world with events related to corruption
and human rights happening almost every day and sometimes implicating their business
partners. Regulators of anti-corruption laws have made it clear that third parties should be
subjected to some form of ongoing monitoring. The U.K. Bribery Act mentions the importance
of regular monitoring at principle 6 (United Kingdom, 2010) and the Foreign Corrupt Practices
Act also mention that companies should undertake ongoing monitoring and update due
diligence periodically (United States of America, 1977). Ongoing monitoring is an update on
the initial due diligence process and should not replace it completely. Companies need to adapt
their monitoring to their reality. Indeed, the company must be able to process the information
and react in reasonable delays. It has to take into account its third party’s type, number and
risk management resources (Huff, 2017). For companies, the actual way of doing monitoring
is to cross-reference a third party against different public databases which typically include
sanction, enforcement and Politically Exposed Persons (PEP) watchlists. The guides from the
different Acts do not specify the frequency of the monitoring. One could think that the more
the better, but not necessarily. Indeed, too much information to process could lead to mistakes
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and omissions. Companies are left wondering when and what to monitor according to their
activities and resources.

This internal report explains what the main challenges for SNC-Lavalin are while monitoring
and includes some technological solutions that can help them overcome these issues. Finally,
the implementation of one of these technologies is evaluated throughout a case study and a risk
matrix presents the risks that the integrity department faces if it wants to adopt automated and
technological solutions to a broader scale.

LITERATURE REVIEW

LEVEL OF SCRUTINY

Besides the overall risk assessment and the due diligence, other factors influence the scrutiny
of the ongoing monitoring for specific business partners. A survey identified the lack of data
as the biggest challenge for companies managing third-party risk (Thomson Reuters, 2016). A
major issue is when companies work in insecure contexts, meaning that they are located in a
country where data confidence is lacking (Steets, 2016). Even with a strong process and proper
filters and limitations, a monitoring tool can lead to mistakes if the information collected is
false or incomplete. There is a lack of data in many developing countries (United Nations,
2014). This issue leads to poor decision-making by governments and private industries. Often
data is modeled or estimated instead of produced by the country. Therefore, greater scrutiny
should be devoted to third parties from these countries. As an example, a Global Partnership
for Sustainable Development Data was founded by international development organizations to
help developing countries and aid fighting extreme poverty, climate change and ensure healthy
life to all (Data4SDGs, 2019). A partnership name Open Data for Development (OD4D)
publishes findings and country scores regarding the readiness, implementation and impact of
open data in the country (OD4D, 2016). In our context, this resource can be used to assess if
the watchlists and other sources are reliable and to determine the level of scrutiny of the
monitoring team.

CHALLENGES
Complicated risks to monitor

The most complicated risks to monitor are those evolving throughout time. Indeed, conditions
are evolving, and new data is necessary to properly monitor the business partners. Most risks
can be easily identified and found with a simple search. As an example, a media search can
reveal that a company face prosecution. However, a company engaging in a new business
relationship will probably go unnoticed. What if that partnership reveals a risk regarding
beneficial ownership, conflict of interest, antitrust or corruption? This section will focus on
three hard-to-monitor themes; beneficial ownership, relationship and company evolution and
third party’s third parties.
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Beneficial ownership

Beneficial owners are people who own or control an asset and benefit from it. The concept of
beneficial ownership exists because sometime a legal owner of an asset is not the person who
controls or benefits from the asset (Dijk, 2018). In Canada, a beneficial owner is an individual
who holds more than 25% of the company’s shares or voting rights (Government of Canada,
2018). In some cases, a shareholder with fewer than 5% (even 0,01% if PEP) of the
shareholding can be a beneficial owner if it can exercise control (Dun & Bradstreet, 2017;
Vermeulen, 2013). Also, under the Office of Foreign Assets Control (OFAC) rule, a company
is sanctioned by extension if owned over 50% by a sanctioned company or individual. All of
these complicate the work of compliance management units. There are many types of
ownership to look for when seeking sanctioned entities and beneficial owners (Dijk, 2018; Dun
& Bradstreet, 2017) (Figures -APB-1 to -APB-4). The main challenges to assess beneficial
ownership are the confusion over some definitions, the lack of ownership registries and
deliberate non-cooperation (Dun & Bradstreet, 2017). Offshore centres with high financial
secrecy and the complexity of corporate vehicles require compliance teams to collect data from
multiple jurisdictions.
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* Individual I1 is a direct owner of company C1 and owns 45% shareholding.
* Individual 12 is an indirect owner of company C1 and owns 55% shareholding.
* If12 or C2is sanctioned, C1 will be sanctioned because they owned 50% or more.

Figure -APB-2 Direct and Indirect beneficial ownership
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Figure -APB-3 Aggregate ownership
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* There is multiple path of indirect ownership in this case.
* Individual 11 has 52,85% interest in Company C1
(30% x 70% + 65% x 70% x 70% = 52,85%).
* Individual 12 has 17,15% interest in Company C1
(35% x 70% x 70% = 17,15%)
* Individual I3 has 30% interest in Company C1.
* Individuals 11 and 13 are beneficial owner of C1.
* IfIndividual 11 is sanctioned, C1, C2 and C3 are also
sanctioned.
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Figure -APB-4 Multiple level indirect ownership

Third party’s evolution

Third party’s evolution is not a risk itself, but provides context for risks like conflict of interest,
antitrust and competition. Indeed, as an example, if a third party working with a company for
a submission in a public procurement project gets a contract from the government to work on
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a call for tender on a different but similar project (e.g. two hospitals in the same city), a
potential conflict of interest is created. In this case, relying on third party’s ethic and
compliance program is the only protection for the company. What if the program is not mature
enough or the company’s risk aversion is smaller than their third party? Conflict of interest is
the top ethics and compliance concern according to a survey of 394 respondents (NAVEX
Gobal, 2018). Potential, apparent or actual conflict of interest can be assessed before accepting
the partnership with disclosures sent to different third party’s key members but is hard to
monitor especially in long-term partnerships. Depending on the location and contract terms,
non-compliance to antitrust laws is possible (Buxbaum, 2018).

Third party’s third parties (fourth parties)

SNC-Lavalin has very few control over the fourth parties. Indeed, besides assessing the third
party’s compliance and ethical program, not much can be done. While doing the assessment
and due diligence, the third party must provide its supplier code of conduct. This helps
managers identify flaws within the partner’s process. Also, the potential partners are asked if
they intend to use subcontractors. Fourth parties are numerous. As an example, each project
can imply many partners and each partner can have many subcontractors. This quickly goes
exponentially for a company the size of SNC-Lavalin. Besides the reputational risk of a fourth
party bad behaviour (corruption, collusion, human rights, etc.), the company is also directly
exposed to risks such as conflict of interest or non-compliance to antitrust laws if they do not
properly monitor how these fourth parties are taking part in the company’s activities (KPMG,
2017).

‘False positives’ versus ‘real positives’

Complying with all the regulations for a multinational company is a real challenge. Because
of the serious sanctions following any violations of the numerous watchlists, companies prefer
to be safe and implemented monitoring that generates numerous ‘false positives’ (Cognizant,
2014). Going through all these unwarranted red flags can distract risk management resources
from real threats. Three factors for ‘false positives’ will be discussed: the same name,
fake/unreliable sources and impertinent information.

Name matching

‘False positive’ name matching is the most common unwarranted alert. According to many
organizations, 50% to 70% of the hits are false alerts (Cognizant, 2014). Indeed, as an example,
a client with a very common name or living in Kerman, California could be blocked due to a
match with the city of Kerman, Iran. There are two types of technology for name matching.
Deterministic (rules-based) technology uses a combination of algorithms and rules to reveal
match through unique identifiers. It is the easiest strategy for matching but also the one with
the lowest degree of accuracy. This technology suits for corporations with a relatively small
number of records (two million or less) (Cognizant, 2014), but still a larger number than
business partners found in engineering firms. Probabilistic technology compares several
information between two records and weight how they match for each value. It determines the
frequency of each item (e.g. same address, name or company) and performs statistical analysis.
This technology can manage foreign translations, misspellings, typing errors, synonyms,
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initials, acronyms, etc. (J Lait & Randell, 2019). Fuzzy logic and phonetic matching are also

probabilistic technologies. Some steps are proposed to mitigate ‘false positives’ without

creating false negatives (Cognizant, 2014):

e Filters and data should separate names and locations from other data. For example, Marc
Anthony living on Broadway Street could be matched as blocked name Anthony
Broadway. The search engine should have specific case for each of these two
characteristics.

e Filters should screen personal and corporate records separately. For example, Bakery
Robert Limited could match Robert Baker. The search engine should allow users to tick a
box if the entity is personal or vice versa.

e Determine specific screening fields having unique information. Fields such as name,
country, passport numbers, taxpayer identification number are more likely to be unique.
Products, services or the nature of transactions could also be specific. These fields should
be added separately in the search engine.

e Exclude information such as street address, states, provinces, territories, zip codes and
postal codes. As an example, a client from the city of Cuba, Illinois could be considered
as a blocked entity. Zip and postal codes could match the passport or taxpayer
identification number.

e  C(Create rules for common names. As an example, the name Muhammad, Mohammed or
Mohammad has been given to an estimated 150 million men and boys. For such names,
the search engine should allow more importance to other characteristics.

e  Monitor your records according to their risk profiles. A high-risk partner should be flagged
more easily than a low-risk one in the search engine.

False name matching cannot be completely prevented but can be minimized by using the
proper technology.

Fake news/unreliable sources
Fake news and unreliable sources are another important issue for ongoing monitoring
automation. Indeed, these false media can generate numerous hits and force risk managers to
assess sources’ validity instead of focusing on assessing third-party risk. Being a buzzword
recently, fake news is being widely studied and searchers from the Massachusetts Institute of
Technology (MIT) are working on Al and machine learning technologies to detect fake news
(Lazer et al., 2018). It has been proved that fake news spread much wider and faster than true
news (Vosoughi, Roy, & Aral, 2018). Many studies tried to tackle this issue from different
perspectives. Verifying the veracity of information is easier at the source and article level
(Baly, Karadzhov, Alexandrov, Glass, & Nakov, 2018). At the article level, a study suggests
to analyze the following characteristics (Horne, Dron, Khedr, & Adali, 2018):
e Linguistic features (quality) and the use of specific provocative or exaggerated words (e.g.
demonic, hoax, conspiracy, etc.);
A catchy headline which lures the readers to click on the link (Clickbait);
e Neutrality or emotions/sentiments expressed in the article;
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e Number of shares, reactions and comments on social media. A very low number of shares
indicate an unreliable source while a high number could mean both;

e Readability and identification of discrepancy and certainty;
Moral perspective (e.g. conservatives tend to conflate morality with law-and-order or
authority).

The study is based on various research modelling these characteristics for cognitive computing
technology. At the source level, another study suggests analyzing the following characteristics
(Baly et al., 2018):

e Wikipedia can be used as an additional source of information to predict the bias of a
medium. The absence of a Wikipedia page may indicate that the source is not credible,
and the content of the page may mention that the website is satirical, right-wing, etc.

e Most news media have social media accounts. The information that can be extracted from
those is valuable for the analysis. Managers should check if their accounts are verified,
when their accounts were created (established presence for many years for reliable media),
if they have a location (fake news may want to hide it), if the URL match to their medium,
the counts (established media have more friends, statuses, etc.) and the description (may
contain an open declaration of partisanship).

e URL features are also commonly used to detect fraudulent users. These websites
sometimes try to copy major news media by using a URL similar to a credible source.
Phishing websites’ URL also tend to have an excessive amount of special characters and
sections. The researchers identified URL using digits, dashes or underscores as individual
symbols like particularly risky. The credibility can also be detected by analyzing if the
URL uses https:// , resides on a blog platform or uses a special domain such as .gov for
governmental websites or .co which is often used to copy .com.

e Web traffic can reveal websites that come and disappear. The use of Alexa’s rank (Alexa,
2019) is recommended to analyze the keywords search traffic, the percentage of visits that
consist of a single page view, similar sites by audiences and others.

While eliminating fake news and unreliable sources is an impossible task (so far), it is
recommended following these practices to mitigate the risks of being misinformed.

Relevance of information

Another source of ‘false positives’ is irrelevant information. Indeed, as an example, if the
business partner’s father is being prosecuted for a corruption scandal concerning his own
activities, the engine will generate a ‘false positive’. Classical search engines evolved from
keywords to search query that now uses Natural Language Processing (NLP) to help users find
results based on their context and intent (Guo, Fan, Ai, & Croft, 2016). Since these
technologies are still developing, a few questions are proposed for managers to assess the
relevance of their hits:

e Does the generated hit has been published before the initial risk assessment? If yes,

chances are it already has been assessed and removed.
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e Does the generated hit focus directly on the monitored entity? Many hits include family
members, friends and others who got caught for various reasons not relevant to the
partnership.

e Does the generated hit is about the entity’s business activities? As an example, a partner
caught for alcohol impaired driving is not relevant.

TECHNOLOGY AND THIRD-PARTY RISK MANAGEMENT

Many has described Artificial Intelligence (Al) and Machine Learning (ML) as the fourth
Industrial Revolution. Al has been existing for more than 30 years, but ML is leading the
revolution. The explosion of data fosters ML and opens the door to improvement in many
industries, including risk and compliance. Many predict that compliance will get more
complicated and restrictive, and will, at the same time, increase costs for companies. Following
is a review of different technologies enabling or complicating that revolution in ongoing
monitoring.

Blockchain

Blockchain has attracted a lot of attention recently, particularly because of the growing
popularity of Bitcoin. However, many argued about the independent importance of Blockchain
technology and claim that it is the most transformative technology since the creation of the
World Wide Web (OECD, 2018). Blockchain is one type of Distributed Ledger Technology
(DLT). DLT is basically a decentralized database that eliminates the need for a central
authority. A centralized database only has one point of failure making it vulnerable to cyber
attacks. This technology has been studied by many to optimize customer’s due diligence
process for financial institutions (Parra Moyano & Ross, 2017), for biomedical and healthcare
applications (Kuo, Kim, & Ohno-Machado, 2017), for governmental applications (criminal
and tax records, judicial decisions, e-voting, etc.) (Qlnes, Ubacht, & Janssen, 2017) and many
more. Figure 5 illustrates the basis of blockchain technology. (Olleros & Zhegu, 2016).
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Transaction Network of computers Transaction can Onced verified, transaction is combined with

requested by (nodes) validatesthe involve money, others to create a new block of data for the

an individual transaction with contracts or other ledger. The block is then added to the
algorithms informations blockchainin a permanent and unalterable way.

Figure B.5 Blockchain basis

Blockchain is a method to process information. There are two formats of blockchain networks

(OECD, 2018):

e Public: No owner and everyone can access it freely. Everyone has access to the same copy
of the ledger (number of copies same as the number of users).

e  Private: Multiple owners and only permissioned users have a copy of the ledger.
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Despite blockchain technology’s great potential, various flaws still remain (OECD, 2018):

e Scaleability: The size of the ledger continually increasing creates a storage capacity and
computing problem. Indeed, it requires a lot of energy to complete the transaction.

e Privacy: Even with cryptography and hidden identities, transaction details are fully
transparent.

e Governance: Some degree of centralization is necessary to determine resolution processes
in case of technological collapse or enforcement in case of a crime.

Notwithstanding these flaws, blockchain technology has great potential for risks related to
beneficial ownership and fourth parties, and to reduce grand corruption.

Beneficial ownership

Corporate vehicles and other legal arrangements can be a way to introduce the disguised
proceeds of crime into the financial system. Blockchain technology can prevent money
laundering and facilitate Know-Your-Customer regulations’ compliance. Beneficial owners
can also be sanctioned entities or known for corruption or other integrity-related risks.
Blockchain can significantly reduce the misuses of these arrangements and vehicles if
information was reliable and easily accessible for enforcement agencies or other entities (Jong,
Meyer, & Owens, 2017).

Fourth party

Complex supply chains and third party’s third parties are complex to assess and monitor for
companies. Indeed, globalization increased uncertainties regarding the origin of a product or
the behaviour of a subcontractor. By improving supply chains and relationships transparency,
blockchain can reduce harm to human rights and modern slavery while improving contractual
coordination (Chow, 2018; K. Kim & Kang, 2017).

Grand corruption

Blockchain technology also has potential for public sectors and governments. Indeed, it could
improve transparency and help combat fraud and grand corruption. Many states and countries
issued studies about the possible benefits of blockchain in public governance. The technology
can carry many traditional regulator’s tasks (K. Kim & Kang, 2017). The traditional voting
system could be digitalized and the blockchain would ensure that every vote is counted
accurately without manipulation (Foroglou & Tsilidou, 2015). This could represent a huge step
towards democracy for many developing countries. Also, many NGOs and international
development organizations like the World Bank could eliminate misappropriation of funds
towards a concentrated group of power or terrorist organizations, for example (Gibson Grant,
Crudu, & Pilkington, 2017). Productive spending can considerably reduce poverty.

Internet of Things (IoT)

IoT gather information about objects the environment that surround us. It generates enormous
amount of data used to improve or assure efficiency in our daily lives (Gubbi et al., 2013). IoT
is everywhere and creates great opportunities but also challenges and threats for privacy. loT
is gaining popularity in enterprises for network-connected devices and building automation
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solutions, and creating new risks associated with data breaches and cyber attack. An unsecured
IoT device from a third party can have important consequences for sensitive data. A survey
among more than 600 individuals participating in corporate risk governance revealed that 66%
of the respondents consider that IoT significantly increases third-party risk for their
organizations (Ponemon, 2018). In the same survey, respondents evaluated the likelihood of
experiencing data-breach or cyber attack by third parties’ unsecured IoT devices at 75% in the
next 24 months. They also identified response plan, IoT identification, evaluation of privacy
practices and integration of IoT security risks for on-boarding and due diligence process as
steps to manage third party IoT risk.

Cognitive Computing

Cognitive Computing’s goal is to simulate human thought processes in a computerized model.
This technology includes, but is not limited to, artificial intelligence (machine learning,
reasoning) and signal processing (speech recognition, object recognition, etc.). Massive
investments enable development and improvement of these technologies that are already used
by many. Speech recognition (Siri, Google Home and others), face detection and fraud
detection are some of the applications of cognitive computing (Deloitte, 2016b).

Computers have always done mechanical calculations faster than humans, but with cognitive
analytics they can learn. For instance, fraud detection used to be detected by analyzing a lot of
structured data and when a transaction exceeds a certain amount, it would get flagged
automatically resulting in many ‘false positives’ and negatives (Deloitte, 2016b). With
cognitive analytics, if the computer detects fraud but the human determines it is not, because
of some reasons, the computer will learn from it and will flag it the next time. Eventually, it
will detect patterns that humans could never detect. Cognitive computing does not need
structure data in a spreadsheet. Indeed, algorithms can find patterns with data from many
sources that do not seem to have anything in common at first glance for humans. It has been
estimated that 90% of the data produced is unstructured (Deloitte, 2016b).

Cognitive computing has great potential for risk management. Indeed, risk management is

composed of unstructured data from various sources and managers need to evaluate the risks

according to their experience, perception and knowledge. Cognitive systems can overcome

some of our limitations (Kelly & Hamm, 2013):

e Complexity: Processing large amounts of information and understanding the interactions
among them. For instance, companies can monitor social media during third party’s risk
assessment and spot patterns of words indicating potential risks.

e  Expertise: Having a complete portrait will help make better decisions. For instance,
companies could predict when and where risks are likely to happen by combining
information about the event, partner profile and business activities.

e Objectivity: Eliminate the biases based on our personal experience, professional
background and the influence of group dynamics. Homogenization and standardization
are important while assessing risks.
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e Imagination: Different settings and choices are often impossible because our background
and training do not foster us to explore new or contrarian ideas. For instance, this would
be particularly useful when risk managers work with scenarios.

Compliance will get more restrictive and expensive. Companies will need more human
resources to manage risks. Artificial Intelligence (AI) can enable a safer and faster way to
assess and mitigate risks, but this does not come without any threats or challenges.

Threats and Challenges

Notwithstanding their great potential, cognitive computing technologies present many risks

themselves. Indeed, some of the main risks with Al adoption include (Boillet, 2018):

e  Algorithmic bias: If the identified existing patterns reflect bias, the algorithms are likely
to amplify it and reinforce discrimination. For instance, past data stating that the past third
parties were all white males above 45 years old can create bias in an algorithm and
disadvantage other genders and non-white people.

e Programmatic errors and overestimating Al capabilities: Algorithms can deliver wrong
results leading to consequences. Al systems are as good as the data they work with (poor
data=poor system).

e Legal and reputational risks: Al systems using data may not comply with data privacy
regulations (EU’s general data protection regulation). Handling large amount of sensitive
data to make decision about individual is risky in case of an error, a cyber-attack or
unethical use of it.

e Evolving regulations: Overtraining Al on past events and data presents a risk of not being
able to perform in a shifting regulatory world. Regulations are evolving daily across the
globe.

e Traceability and auditability: The capacity of Al to make decision outside clear and
predefined rules makes it challenging to understand the decision process and, if so,
highlight where something went wrong.

Adopting artificial intelligence

Various elements need to be considered for companies adopting cognitive computing

technologies like Al. A research suggests steps for the implementation of Al (Chartis, 2018):

e Problem definition: Organizations must define and know the scale and the scope of a
problem before using Al. Also, they must define what is the question they want to answer
and what are the possible answers to benchmark and test the tool.

e  Statistical formalism: Organizations must test and discuss their model. The goal is to
accurately assess the uncertainty of a model’s predictions. It is important since it
influences governance and learning processes of the model.

e Documentation: Organizations must create frameworks and data that can be analyzed.
This will ensure control within the organization.

Due to lack of transparency, many organizations need to build trust in Al. A report suggests

key dimensions to build trust in Al (Craig & Gregory, 2018):

e Strong governance: Control over the design and development of Al is necessary for a safe
and effective use.
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e Objectives and success criteria: Assessing the performance and impact of the Al solution
will help understand it.

e Transparent design: Balance between the benefits of performance and the loss of reasoning
and transparency.
Collaboration: Foster wider adoption with collaborative efforts.

e Assess data quality: Implement data management controls to assess and monitor it during
the operation.

e Testing and validation: A greater model review leads to a more effective solution with less
operational risk.

e Deploy incrementally: To avoid major disruption and build effective change, trust and
constructive feedback.

Data

One of the main challenges in Al implementation is the quality of data. Indeed, as mentioned,
the system is as good as the data its feeding from. No algorithm sophistication will overcome
a lack of data. Within this context, companies need to first establish a plan to collect and
annotate data. Data scientists rely on these to implement algorithms and train them. Starting
from a relatively simple algorithm, the programs can learn from the ‘false positives’ and real
positives with the annotations (Cognizant, 2014). As scientists annotate and tune, the program
will get more precise. At some point, it will be possible to evaluate the reliability percentage
of the algorithm and adjust governance according to it.

Algorithms

Once the proper data has been established, it needs to be analyzed. This process is known as
data mining. Despite the numerous algorithms that exist for this task, decision tree is the
simplest. It is recommended starting with traceable algorithms when implementing Al
Usually, highly accurate algorithms have poor traceability and vice versa. Despite this fact,
decision trees enable non-expert to understand the knowledge learned by the tree through
training since it is directly formulated into a hierarchical structure. Decision tree presents many
advantages (Gupta & al., 2017):

e Process is visual and simple to understand/interpret;

e Requires little data preparation compared to other techniques;

e Can handle categorical and numerical data;

e  White box model (traceable decisions).

Decision tree

The first step to design a decision tree is to determine the best attribute. It is the one with the
highest information gain which is a measure that defines how well the attribute separates the
data into groups. An attribute with low information gain would split the data almost evenly
resulting in a situation that is not closer to a decision. To assess information gain it is necessary
to define a measure called Entropy (Dai, Zhang, & Wu, 2016):

Cc
E()= ) —pilogap, (APB-1)
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Where p; is the probability of an element 1 in the data. Entropy is usually measured between 0
and 1. A score close to 1 means that the dataset is in extreme disorder (no majority). Then, to
assess the information gain, it is necessary to measure the reduction of the disorder in our
dataset:

IG (s,x) = E(s) — E(s|x) (APB-2)

The entropy of s given x is subtracted from the entropy of just s. This calculates the reduction
of uncertainty about s given an additional information x.

The major issue while working with a decision tree is overfitting. If the tree is fully grown, it
may lose generalization capabilities. A good model must fit the data while accurately classify
records it has never seen. To avoid overfitting in decision trees there are two approaches. The
first one is to stop growing tree earlier, before it perfectly classifies the data. The second one
allows overfit and then post-prune the tree. Pruning consists of removing a subtree rooted from
a node and assigning it to the most common classification.

LITERATURE REVIEW CONCLUSION

Technologies discussed above offer great opportunities for the construction engineering third
party’s management. Indeed, they can enable automation and improve process standardization
across the sector.

Blockchain technology requires change at a much higher level. Indeed, legislators and
governments need to regulate and impose blockchain for it to be truly effective. At the
enterprise level, those innovating in integrity management can lobby decision makers and
should advocate for change.

IoT technology offers great opportunities in many areas for large corporations. Despite these
advantages, loT presents risks for third-party management. Enterprises should consider
assessing their potential business partners’ data management and use of [oT technologies. Data
privacy is a major part of integrity management because of the important reputational effects
if a leak was to happen.

Al technology has many benefits for third-party risk management. Despite the technology
adoption’s risks, Al will become necessary to assess the constantly growing volume of data.
Studies revealed that the cost of compliance will increase, and that produced data are mostly
disorganized. Al can overcome these challenges and provide a strong competitive advantage
for companies leading the revolution.
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CASE STUDY: TECHNOLOGY IMPLEMENTATION AT SNC-LAVALIN

This case study presents an attempt to use an algorithm to reduce ‘false positives’ while
monitoring risks and a risk matrix for the implementation of cognitive technologies at a broader
scale within SNC-Lavalin’s integrity department.

Algorithm to reduce ‘false positives’

SNC-Lavalin has more than 2000 business partners on board in their monitoring tool. These
business partners are in the tool for two (medium or high-risk) to three (low-risk) years before
being reassessed if they are still active with the company or deleted. They are scanned
periodically against databases looking for adverse media coverage, politically exposed person,
sanctions and various watchlists. These checks generate a substantial number of hits, many of
which are false hits (‘false positives’). It is roughly estimated that 9 times out of 10, the hit is
a ‘false positive’. The three main reasons for ‘false positives’ are the reliability of the source,
name matching and the pertinence of the actual article or information according to the context
of the partnership. Within this context, the case study’s objective is to evaluate the potential
use of a simple Al algorithms to substantially decrease the number of ‘false positives’ by
identifying unreliable sources. For our case, the decision tree will be used. Considering if the
source is reliable or not will be the goal of that decision tree.

The dataset is made of five business partners (3 enterprises and 2 persons) and consists in the
assessment of 28 websites that were hits according to the actual tool. The websites were
assessed according to eight different criteria discussed in the literature review:

e Are there any provocative of exaggerated words in the article such as a hoax, conspiracy,
monstrous, demonic and others?

Is the general tone in the article neutral?

Does the source have a Wikipedia page?

If yes, does it mention any bias of affiliation?

Does the source have a twitter account? If yes, are there more than 20k followers?

Does the URL seem reliable (https, .com)?

How is the traffic on the webpage according to Alexa?

Are the hits on Alexa reliable?

The detailed results are presented in tableaux -APB-1 to -APB-5 and the average and standard
deviations for the information gain are presented at table -APB-6.



Tableau -APB-1 Source assessment for person 1
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PERSON 1
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2. £E8 |8 |5 |28 |g&% 8|35 | 58 |2=| B
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(Raialyoum, No | No | No NA Yes Yes Low No
2017)
(Ship and
bunker, No | Yes | No NA No Yes Low No
2017)
(Alarabiya, .
2017) No |Yes|Yes| No Yes Yes | High Yes
(Hellenic
shipping, No |Yes| No | NA No Yes Low Yes
2018)
RESULTS
E(s1)| 0,81 |0,69|0,00| 1,00 0,50 0,81 0,00 0,50 | Entropy
E(s2)| 0,00 |0,00|0,00| 0,00 0,00 0,00 | 0,00 0,00
E(s total)| 0,81 |0,69|0,00| 1,00 0,50 0,81 0,00 0,50 0.81
I“f"rmagt:;g 0,00 0,13[081] 0,00 | 031 |000| 081 |03




136

Tableau -APB-2 Source assessment for enterprise 1

ENTERPRISE 1

2 s 9 = 3
E - g 28 22 w E sg 7 o=
5| 2 | & ° 2. S88| 2| . &L E| 7
§ SS| 2 |8 Aillad o gl EIEIES S
3 222 | & 5 2 =2E-BE|g3FEa| 3
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American Yes | No | No NA No No | Low | No
Report, 2016)
(Dalzlzl)ls.gbah, No | Yes | Yes Yes rlljglil; WIE | yes | Yes High | Yes
(N;{O?gles’ No | Yes | Yes Yes lsiztswmg Yes | Yes | High | Yes
(Iéeoultgs, No | Yes | Yes No Yes | Yes | High | Yes
(Przegi, 61;\]) No | Yes | Yes disgf(:;ri?eiion Yes | Yes | High | Yes
(Family
security Yes | No | Yes Yes No No | Low | No
matters, 2016)
(Arabian
Industry, No | Yes | No NA Yes | Yes | Low | Yes
2019)
RESULTS
E(s1)| 0.52 1 0.00 ] 0.52 0.65 0.52 10.52 | 0.00 |0.52 | Entropy
E(s2)| 0.00 | 0.52]0.00 0.00 0.00 ]0.00| 0.00 |{0.00
E(s total) | 0.52 | 0.52]0.52 0.65 0.52 0.52] 0.00 |0.52] 95
Information
gain| 0.44 10.44|0.44 0.31 044 10441 095 |0.44




137

Tableau -APB-3 Source assessment for enterprise 2

ENTERPRISE 2
72
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(Market .
screener, 2019) No | Yes | No | No No Yes | High | No
RESULTS
E(s1)| 1,00 | 1,00|0,69 | 1,00 0,69 1,00 | 0,50 | 0,00 |Entropy
E(s2)| 0,00 |0,00|0,00| 0,00 0,00 0,00 | 0,50 | 0,00
E(s total) | 1,00 | 1,00|0,69 | 1,00 0,69 1,00 | 1,00 | 0,00 1.00
I“f"rmagt;‘;z 0,00 [0,000,31( 0,00 | 031 | 0,00 | 000 | 1,00
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Tableau -APB-4 Source assessment for enterprise 3

ENTERPRISE 3
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RESULTS
E(s1)| 0,66 | 0,60 | 0,00 | 0,54 0,00 0,46 | 0,33 | 0,33 | Entropy
E(s2)| 0,00 | 0,00 | 0,00 | 0,00 0,00 0,00 | 0,00 | 0,00
E(s total)| 0,66 | 0,60 | 0,00 | 0,54 0,00 0,46 | 0,33 | 0,33 0.66
. 9
Informatio| 5 5, | o065 | 0,66 | 0,12 | 066 | 020032032
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Tableau -APB-5 Source assessment for person 2
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PERSON 2
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RESULTS
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E(s2)| 0,00 | 0,39 {0,00| 0,00 0,00 0,00 | 0,00 0,46
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Tableau -APB-6 Source assessment averages and standard deviations

Information gain for each criteria for news reliability

Potential partners e &L
checksd in E EE § Z = § c_§ g - j iz
database s |E “92 § T 8T | §& 5 = | g | &8
T EEE| E |%g %S| E |FlE |=z8

"E|F ) 5| 28| |B)|°

Enterprise 1 0,95 044 [044| 044 | 031 | 0,44 | 044]095| 0,44
Person 1 0,81 0,00 [0,13] 0,81 0,00 | 0,31 [ 0,00 0,81 | 0,31
Enterprise 2 1,00 0,00 [0,00| 0,31 0,00 | 0,31 [0,00]0,00| 1,00
Enterprise 3 0,66 0,06 [006| 066 | 0,12 | 0,66 |0,20]0,32| 0,32
Person 2 0,99 0,29 |0,13] 052 | 0,17 | 0,52 10,29]029| 0,13
Average| 0,16 |0,15] 0,55 0,12 |1 045 10,19]10,48 | 044
Standard deviation| 0,20 |0,17| 0,19 | 0,12 | 0,15 |0,19]|040| 0,33

Results analysis

The results show very few similarities when comparing the information gain between the
different tested partners. A high information gain (closer to the partner’s entropy value) means
that the criteria reduce the disorder within our dataset and get us closer to a valid answer. The
best criteria regarding information gain are constantly changing from a partner to another.
Also, the standard deviations are high for all the criteria meaning that the information gains
are changing drastically between each studied partner. Therefore, the decision tree does not
seem to be an appropriate algorithm to detect unreliable sources and articles in this case study
and with this dataset. The uncertainty is too strong and can result in mistakes and omissions
which could potentially impact the company’s reputation.

Discussion

Since the results are not convincing, it is recommended using another type of algorithm to
assess sources and news reliability or process more data and to seek stronger tendencies.
Notwithstanding this, the results do give some insights on what can detect this type of ‘false
positives’. Indeed, all the articles with provocative or exaggerated words are no hits, 92% of
no hits do not have a social media account with more than 20k followers (twitter), 85% of no
hits do not have a wikipedia page. Also, all the hits do not have provocative words and do have
a wikipedia page, 93% of the hits have a social media account with more than 20k followers,
87% have a reliable URL, 87% have a high web traffic and 87% have reliable related hits.
These criteria can be used within another type of algorithm or by the monitoring team while
assessing the partners. Some researchers did create algorithms and technologies to detect fake
news with much more complicated techniques. As an example, the Gibbs algorithm was used
to estimate the truth of news and credibility of the source (Yang et al., 2019) and logistic
regression and Boolean label were used to classify users reacting to news and determining if
it’s fake or not (Tacchini & al., 2017). These technologies are still developing. Therefore, it is
important to assess the risks of such a change inside the department.
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Risk matrix

Adopting cognitive technologies does not come without risks. Indeed, as mentioned, by
overcoming some of our limitations, these technologies create new risks that companies are
not used to manage. Therefore, it is crucial to conduct this kind of analysis before making such
an investment. By comparing it to the potential benefits, decision makers can assess if the
change’s worth the risks. Based on different references (Deloitte, 2018a, 2018b; Hommes,
2016; Slagmulder & Devoldere, 2018), tableau -APB-7 presents the risk of adopting cognitive
technologies at SNC-Lavalin.

Tableau -APB-7 Risk matrix for cognitive technologies implementation

Risk assessment to adopt cognitive technologies for SNC-Lavalin's integrity
department
. o Likeli- Justification e e

Risks Description hood Impact SNC-Lavalin Mitigation measures
Constantly Dataset Identify bias like
evolving datasets o § evolving with | ethnicity and country.
makes it harder to qg g- daily news and | Conduct periodical
identify inherent 8 regulatory analysis with statistics
bias in the model. shift. of the identified bias.
Inherent bias in z unreliable Have; NUMEToUs Sources
. providing the same

% |input data may as e sources or . : .

s . ; 7 e . . information. Determine

@ |result in unfair = S bias/affiliated )

=) whether the source is
outcomes. sources. .
reliable or not.

Lack of Lack of Have the assessment
E consideration of - § understanding | team or other ethic and
a bias by data % g- of third-party | compliance specialists
~ scientists from the 8 risk team-up with the data
Cfg start. management. | scientists.
E; I f

ncorrect type o :
8 E recttyp . Develop in-house
~ | 8 |algorithm, poor inaccurate . .

e . = ) expertise and hire a

g |data quality or 2 7o results from . .

2 | poor parameters' = = the algorithm specialist working

Bs Pool " | within the department.
choices.

Misunderstanding Wanting to Have.a clear .and
(relatively) simple

Z | of Al model solve all the — .

= . - objective to start with.

£ | limitations and 2 2 department .

2 | outputs < = roblems at Foster collaboration
outp . p between ethic and data
interpretation. once. L

scientists teams.
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Risk assessment to adopt cognitive technologies for SNC-Lavalin's integrity

department
. o Likeli Justification Mitigation
Risks | Description -hood Impact SNC-Lavalin | measures
e [ll-intentioned
< |
3 E" Manipulation of employees are | Contractual
- ; Al black box by e = the main agreements with
§ & |ill-intentioned = & internal source |experts interacting
=. § |employees. of risk within | with the black box
< = companies.
o Cross reference the
E A 'Identlfymg Other . different watchlists
- s  |impacts of : g watchlists can and information
e |% E |changesin the g“‘g_ g- provide rovider o assess
= | 2 % |type of dataset or 3 different \P;/here data chanees
S| 32 other inputs. information. and why g
2 .
= Existing legac Call for tender for a
Stng fegacy new IT infrastructure
= | IT infrastructure
- for the department
o |may notbe The actual after proving to the
E compatible with an) . system is not fit to mpana ergn ent that
2 |Al(e.g. legacy % = to process such fegv . li%ations are
S |systems unable amount of data PP .
2 . already working and
“ | to process big .
benefiting the
data). company
= Data
= confidentiality |Have an automatic
.2 Data breach and - § is one of the breach detection and
§ privacy % g_ department's limit the access to
g regulations. =i roles. European |the minimum of
) Union policies |people possible.
= on data privacy.
z
E| =
— o . .
gt ™ Start with simple
5| 0§ Someone does algorithms to better
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g . T e wrong, but was
~ |auditability of ) §* not flaeed b processes and be
g decisions . 8 the tooglg Y lable to explain future
= ' decisions by the
% technology.
(¢~]
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Risk assessment to adopt cognitive technologies for SNC-Lavalin's integrity

department
. o Likeli Justification Mitigation
Risks | Description Impact .
Pt -hood P SNC-Lavalin | measures
Involve all the
Resistance to managers and
Q ! The actual & .
£ |change and lack = g svstem works employees working
£ |oftrustin the % = vglell with the technology
®  |technology. ' from the start to
build trust.
Investing on
g innovation or With incremental
2 | waiting for The necessity | changes the
& | things to settle. § § to adopt investment is smaller
E' Overspending on g- g— technology with | and it is easier to
S |one technology 8 8 fewer than stop or go back and
2 |can crowd out 2000 records wait for other
S |other N opportunities.
opportunities.
s . Commit and assign
O | = No one 1s e
~ |= & |Clear governance responsibility to a
w | S S : < accountable or
s | 2 & |of Al solutions = e . . manager or group of
5|2 @ s & liable in case an >
SEE=A ® for = g entitv is managers within the
2| Ea accountability. Y department with the
S | & wrongly assess . .
s |« appropriate expertise
~
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<] No data
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Risk assessment to adopt cognitive technologies for SNC-Lavalin's integrity
department
. . Likeli Justification Mitigation
Risks | Description hood Impact SNC-Lavalin | measures

3 Liability between If a partner is Establish clear
= | o vendors, z assessed low governance and
i £ |operators and 3 = but actually
= S . = T separate
= = |users of Al in the s = represents a e
S| < 3 : responsibilities
= event of high and has o
=) . within the contract.
e damages. bad behaviour

The risk matrix shows that SNC-Lavalin can mitigate and eliminate some of the risks by
developing in-house expertise, within the department, to implement cognitive computing
solutions. Also, incremental changes can drastically reduce SNC-Lavalin’s exposure to some
of those risks. Indeed, the department must adapt and learn from these changes before getting
fully automated.

CONCLUSION

To conclude, third party ongoing monitoring is a complex task for organizations. Indeed, even
mature companies from the financial sector acting as pioneers in integrity management still
struggle to clearly identify what and how to monitor their partners. It is an even more striking
reality for companies outside that sector since they are less mature in terms of ethics and
compliance. Notwithstanding this, these companies can benefit from the fourth Industrial
Revolution with blockchain and cognitive technologies. To deploy such drastic changes,
companies must prepare and evaluate all the alternatives. The case study presented an attempt
to reduce ‘false positives’ with a decision tree. The results showed different important criteria
to consider while evaluating the reliability of a source. Also, a risk matrix presented the risks
faced by SNC-Lavalin if it adopts cognitive technologies to a broader scale within the integrity
department. Despite all the challenges, pioneers will win the long-term run and gain a
substantial competitive advantage if they adopt and develop in-house expertise for these
technologies. It will enable them to process with incremental changes and adjust their
governance according to every step. With compliance expected to be more expensive, these
technologies can overcome many of our actual limitations.
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