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Une Blockchain auto-configurable adaptative basée sur des techniques d’apprentissage
automatique

Reza NOURMOHAMMADI

RESUME

La Blockchain est une technologie émergente qui a rencontré un certain nombre de défis, y
compris des fourches et de faibles taux de traitement des transactions par rapport a d’autres
systemes de paiement. La plupart des systemes publics de blockchain sont enclins aux fourches
comme un processus naturel. A la suite de la résolution de ces problémes, les transactions
latérales sont rejetées lors de la réorganisation de la chaine (réaménagement). Le retard est
causé par 1’obligation pour les clients d’attendre plus de confirmations avant de terminer les
transactions. Pour améliorer la sécurité, la vitesse et 1’efficacité d’un réseau de blockchain, il
est souhaitable de réduire la probabilité de forking autant que possible. Il est nécessaire de
comprendre le comportement des systemes de blockchain pour optimiser les parametres en
conséquence. Nous proposons ici un nouveau modele de fourche qui integre des parametres
qui n’ont pas été pris en compte précédemment, tels que le retard dans le réseau et le degré
de validation. Pour vérifier la validité de notre méthode proposée, nous avons mené une
série d’expériences utilisant le simulateur BlockSim sur le réseau Ethereum et la spécification
EIP-1559. Une fourche est moins susceptible de se produire si le degré de validation est diminué
et le colit marginal des mineurs est augmenté (comme dans EIP-1559). D’apres les résultats de
cette partie, la probabilité qu’une fourche se produise est réduite d’environ 10%. De plus, les
résultats expérimentaux démontrent que notre méthode est tres précise dans la prédiction de la
probabilité de la fourchette.

Sharding a ét€ développé pour résoudre le probleme des faibles taux de traitement, mais il
améliore également 1’évolutivité du réseau. Toutefois, on ne sait toujours pas comment cela peut
affecter la probabilité d’une fourchette. Deuxiemement, la theése tente de déterminer comment
I’ajout de nouveaux shards a une blockchain affecte la probabilité de fourches. Comme premiere
étape vers la réalisation de cet objectif, nous avons développé un nouveau simulateur qui facilite
la simulation de réseaux cloisonnés. Par la suite, nous avons examiné les effets du requin sur la
présence de fourches. Les expériences multiples ont été conduites sur les réseaux permis de
deux EIP-1559 avec 60 et 120 nceuds, respectivement. Selon notre étude, 1’ajout d’un shard
entraine une réduction des blocs orphelins de 60% en moyenne. De plus, nous proposons un
modele de probabilité de fourche qui réduit les fourches de 23% et 15%, respectivement, pour
les réseaux a 60 et 120 noeuds.

Comme I'un des inconvénients les plus significatifs associés aux réseaux de blockchain, la vitesse
de traitement est un inconvénient important. Cela peut se faire par le biais de 1’afflitage, qui a la
capacité de résoudre ce probleme. Il en résulte que I’évolutivité du réseau peut étre améliorée.
Il était difficile de déterminer comment le requin aurait une incidence sur la probabilité que des
fourchettes surviennent a la suite du requin dans cette étude. Pour atteindre cet objectif, nous
avons mené un certain nombre d’expériences sur le réseau EIP-1559 en utilisant 120 noeuds dans
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la troisieme partie de cette these. Selon notre analyse, 1’ajout d’un shard au systeme entraine
une diminution de 60% du nombre de blocs orphelins. Un nouveau modele de gouvernance en
chaine a également été mis au point, qui utilise ’optimisation des essaims de particules pour
réduire la probabilité de fourches entre les différents gisements. A la suite de notre étude, nous
sommes convaincus que le modele de gouvernance en chaine proposé réduit les risques associés
a la fourchette et maintient des expériences positives pour les utilisateurs.

La these contribue en fournissant une blockchain adaptative avec des capacités d’apprentissage
pour les blockchains publics. Cela réduira la probabilité que des fourches se produisent et, par
conséquent, se traduira par une architecture de blockchain évolutive. Cette solution permet
aux réseaux d’apprendre la configuration optimale en fonction des entrées de données locales
qu’ils recoivent. Selon les résultats expérimentaux, la solution proposée a obtenu de meilleures
performances et une meilleure évolutivité que la solution de pointe.

Mots-clés: Les Chaines de blocs, Ethereum, Sharding, Degré de validation, Gouvernance en
chaine, Fork, Optimisation des essaims de particules, EIP-1559



An On-Chain Governance Model Based on Particle Swarm Optimization for Reducing
Blockchain Forks

Reza NOURMOHAMMADI

ABSTRACT

Blockchain technology has emerged as one of the most promising technologies of the past few
years. However, it has encountered a number of challenges, including forks and low processing
rates when compared to other payment systems. It is a natural process for most public blockchain
systems to fork over time since forks are a natural part of the process. In order to resolve
these issues, the side fork transactions will be discarded during chain reorganization (reorg)
after these issues have been resolved. As a result of the requirement for clients to wait for
more confirmations before being able to complete transactions, there is a slight delay in the
process. The probability of a blockchain network forking to the greatest extent possible should
be reduced as much as possible. This will improve the security, speed, and efficiency of the
blockchain network. To the greatest extent possible. Understanding the behavior of blockchain
systems is crucial to optimizing parameters. In this reserach, we propose a novel fork model
that incorporates previously unconsidered parameters, such as the network delay and degree
of validation. We have conducted a series of experiments using a blockchain simulator on the
Ethereum network and the EIP-1559 specification to verify the validity of our proposed method.
It is less likely that a fork will occur if the validation degree is decreased and the marginal cost
of the miners is increased (as in EIP-1559). This part indicates that the probability of a fork
occurring is reduced by approximately 10%. Further, the experimental results demonstrate that
our method is highly accurate in predicting forking probabilities.

By developing sharding, we were able to address the problem of low processing rates, but it
also enhances the scalability of the network by making it more efficient. There are still some
questions that need to be answered, however, regarding the impact of this on the likelihood
of a fork. The second objective of this thesis is to determine whether adding new shards to a
blockchain impacts the likelihood of forks in that blockchain as a whole. As a first step towards
achieving this goal, a new simulator that facilitates simulation of sharded networks has been
developed as a first step towards achieving it. We then examined the impact of sharding on
the occurrence of forks as a result of sharding. There have been a number of experiments
conducted on two EIP-1559 enabled networks, each with 60 and 120 nodes, in which a number
of experiments were carried out. As a result of adding one shard, it has been found that 60% of
the orphan blocks are reduced on average when one shard is added. Furthermore, we present a
model that reduces forks by 23% and 15%, respectively, when there are 60 or 120 nodes in the
network.

The processing speed of blockchain networks is one of the most significant disadvantages
associated with these networks. In order to achieve this, it may be necessary to implement
sharding, which is capable of solving this problem. This will lead to an improvement in the
scalability of the network as a result. It was difficult to determine how the sharding process



might impact the likelihood of forks arising as a consequence of the sharding process in the
current study.

In the third part of this thesis, we performed a number of experiments using 120 nodes on the
network EIP-1559 to achieve this objective. Our analysis indicates that adding a shard to the
system results in a 60% reduction in the number of orphan blocks. There has also been the
development of a novel on-chain governance model that uses particle swarm optimization in
order to reduce the likelihood of forks between different shards. Based on the results of our study,
we are confident that the proposed on-chain governance model reduces the risks associated with
forking and maintains a positive user experience.

As a contribution to public blockchains, the thesis provides an adaptive blockchain with learning
capabilities. Consequently, there will be a reduction in the likelihood of forks occurring, leading
to a more scalable blockchain architecture. Based on the local data inputs that networks receive,
this solution enables networks to learn the optimal configuration. Based on the experimental
results, the proposed solution has demonstrated better performance and scalability than the
current state of the art.

Keywords: Blockchain, Ethereum, Sharding, Validation degree, On-chain Governance, Fork,
Particle Swarm Optimization, EIP-1559
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INTRODUCTION

As a result of the Bitcoin cryptocurrency, the first blockchain application was introduced, which
was then applied to other applications (Bravo-Marquez, Reeves & Ugarte, 2019). Blockchain
technology implements decentralized ledger technology due to the lack of trust between the
nodes to transfer information and data. Blockchain is an existing implementation of decentralized
ledger technology. Using a distributed ledger, parties can share data and information in a trustless
environment. As the name implies, a distributed ledger is a database that is located across
multiple locations or is shared by a number of participants. (Nofer, Gomber, Hinz & Schiereck,

2017; Gupta, 2017).

There are also some unique characteristics of a blockchain, such as immutability and security.
Blockchain transactions cannot be changed or altered once they have been recorded because
each participant maintains a copy of the ledger (Li, Jiang, Chen, Luo & Wen, 2020b). It is also
possible to tokenize using blockchain regarding privacy-preserving issues, which can prove
to be advantageous for a wide range of applications. Blockchain technology has the main
potential benefit of disintermediating an untrusted network, enabling participants to participate

in a reliable peer-to-peer network without the need for third parties.

Fork problems

A fork occurs when two or more miners propagate their blocks simultaneously. Thus, each node
accepts the earlier block as the chain tip, resulting in the growth of two or more chains at once.
The decentralized nature of blockchain causes some inconsistencies in the network. There are
several negative aspects to these inconsistencies; they reduce the trustability and reliability of
the network as they lead to differences in local copies of the Blockchain and make the network

more prone to forking.

The majority of applications use blockchain technology, so analytical modeling and simulation

are essential for evaluating performance and observing behavior. There have been relatively few



efforts to simulate blockchains. There are very few publications in the literature, and almost all

of them concern only the analytical modeling of Bitcoins (Memon, Li & Ahmed, 2019).

Blockchain systems are being developed for a variety of applications, but there are no tools
available for evaluating them. The most common method of analyzing the performance of a
system is through emulation, which simulates its behavior across a large set of machines (Dinh

etal.,2017).

Despite the significant overhead associated with this approach, it is not scalable for use in
real-world deployments. Furthermore, it is necessary to consider the power consumption of
large-scale systems. Simulators can be used as a solution. Simulators for network and distributed
systems play an essential role in the evaluation of protocol and system performance under a
variety of conditions. Protocols can be implemented and deployed more easily with the aid
of simulators. Simulations enable the study of large-scale systems containing thousands of
nodes in a single machine and the gathering of results within a reasonable timeframecitep

(Faria & Correia, 2019).

It is important to note that forks do not turn into alternative competing realities in a healthy
blockchain. In the case of a canonical chain, the truth is recognized by the entire community. It
is common for others to be pruned and forgotten. It is the responsibility of the nodes who fail
to acknowledge the canonical chain to relinquish the community. There are different types of

finality in the current blockchain ecosystem.

Probabilistic Finality Blockchains based on proof of work, such as Bitcoin and Ethereum,
cannot provide this guarantee. It is always possible that a group of nodes will gather sufficient
computing power to produce a longer chain that will replace the canonical chain in its entirety.
Due to the increasing difficulty of creating new blocks than the canonical one, as time passes,

this is similar to a hostile takeover. However, due to the fact that the attacker would have to



create more blocks than the canonical one, the opportunity to do so diminishes exponentially. It
can be concluded that finality is probabilistic in this case: assuming a certain number of blocks
have passed since a block was recorded, we can be certain that the block will remain permanent,

and its transactions will be final.

Economic Finality The notion of economic finality is also used in POS chains. Blocks are
proposed by creators and voted on by nodes. Using this model, an attacker must gather enough
votes to prevent the inclusion of a valid block (incorrect vote) or authorize the creation of a
parallel chain with different blocks at the same height (equivocation). In the event that someone
finds these discrepancies, they can challenge the malicious voters and take their stake. This

penalty is designed so that an attack is economically so expensive that it is unlikely to succeed.

Absolute Finality In Substrate-based chains such as Polkadot, Kusama, there is this kind of
finality. As a result of a technical decision in the chain’s protocols, after a given point, the
chain will be immutable. The number of the last finalized block is determined periodically by a
dedicated distributed protocol. A block after this level can be reorganized and have different

transactions in an alternative chain, but those before are immutable.

Scalability

There are times when Ethereum miners appear to coordinate their actions in order to resolve hard
forks or increase the maximum block size. In this case, the goal is likely to be to maximize the
health of the Ethereum network. Transaction fees may have decreased as a result of an increase
in computations and communication associated with the processing of blocks. However, this
may have been offset by an overall reduction in centralization risk. Whether miners will use this
coordination capability to pursue their own interests remains to be seen. This is in contrast to
those that are in the interests of the network as a whole. There is a greater risk associated with

unpredictable strategies (Roughgarden, 2020).



The issue of transaction fees dominating block rewards has been well documented, for example
the incentive for a miner to launch an undercutting attack by forking a block with an unusually
large number of transaction fees (Carlsten, Kalodner, Weinberg & Narayanan, 2016). Also
EIP-1559 reduces the importance of transaction fees to miners by redirecting them to the network,
reducing the attractiveness of such attacks (Roughgarden, 2020). It is possible to address all of

these possibilities through the design of an adaptive configuration.

Ethereum’s previous fee system poses a difficult design challenge. Fees are set through the
use of a simple first-price auction mechanism, which is the primary point of contention. The
miners select the highest priced entries for inclusion in the blockchain based on the block
capacity constraints. This is in accordance with how much each user is willing to pay for
their transactions to appear on the blockchain. Because first price auctions are non-truthful,
selecting an appropriate bidding fee can be a challenging task and users may end up significantly
overpaying to participate in the system (Leonardos, Monnot, Reijsbergen, Skoulakis & Piliouras,

2021).

The issue has recently been addressed by a new proposal (EIP-1559) (Buterin et al., 2019).
As part of this mechanism, a base fee is introduced, which is automatically adjusted by the
protocol depending on the level of network congestion. As a result of this base fee, supply and
demand are effectively matched through a reserve price. Importantly, this base fee is burned,
preventing perverse incentives where miners could extract greater fees from users by engaging
in dishonest behavior. To ensure that their transactions are included as quickly as possible, users
may supplement the base fee with a tip, which is the only fee that the miners receive (Leonardos
et al., 2021). The EIP-1559 has been evaluated in terms of its economic properties, e.g., it
provides incentives to both myopic miners as well as to users citeproughgarden2020transaction.
The economic analysis alone is not sufficient to provide insight into whether the conditions will

be met in practice, since one must examine the evolution of the parameters of the mechanism



over time in order to provide insight into whether the conditions will be met (Leonardos et al.,

2021).

Sharding

In contrast, Bitcoin can confirm only seven transactions per second, whereas Visa can confirm
24,000 transactions per second (Georgiadis, 2019). The low throughput of blockchain systems
is due to the fact that every miner validates all transactions simultaneously, so every transaction
is validated simultaneously by each miner. In exchange for transaction fees, miners may receive
rewards. As soon as a block is confirmed, the creator has the right to receive the fees associated
with the transactions within it. Because of this, all miners are willing to pay higher fees in order
to validate transactions. Assume that several transactions arrive at the same time and are sorted
according to the transaction fees that each miner has paid. There is a generation of blocks that

confirm the same set of transactions (Tao et al., 2020).

It has been proposed that sharding may be used as a solution to this problem. By dividing
the network into multiple smaller groups, multiple sets of transactions can be validated and

confirmed at the same time (Kokoris-Kogias ef al., 2018; Zamani, Movahedi & Raykova, 2018).

It is the responsibility of several miners to validate transactions from different shards simulta-
neously. While this is the case, cross-shard communication is necessary in order to validate
transactions since transactions from multiple shards may be required to validate a transaction.
In the case of transactions conducted by users A and B in different shards, the miners in these
shards will only have partial records of the transactions. The miners must exchange individual
validation results between themselves in order to validate the transaction jointly, which differs

from non-sharding systems (Tao et al., 2020).

Blockchain governance

Despite the widespread use of blockchain technology, concerns remain regarding whether



decisions regarding the technology are made in an efficient and trustworthy manner. Several
infamous incidents have occurred on Ethereum and Bitcoin, two of the most renowned blockchain
platforms. It was discovered in 2016 that Ethereum’s smart contracts used for operating a DAO
(Decentralised Autonomous Organization) project had been exploited by malicious attackers,
resulting in significant economic losses. A hard fork was implemented by Ethereum in response
to the DAO attack, which enabled the recovery of over 60 million USD in stolen tokens (Atzei,

Bartoletti & Cimoli, 2017).

In addition, Bitcoin split following a lengthy debate over the block size (from August 2015 to
January 2016) (De Filippi & Loveluck, 2016). To orchestrate a clear decision-making process in
a decentralized system involving multiple stakeholders, governance mechanisms are essential.
As a result of software bugs being fixed without causing a hard fork, blockchain platforms
need to be updated, or stakeholders need to coordinate efficiently and effectively in order to
reach a consensus that maintains the principle of decentralised decision-making (Liu, Lu, Yu,

Paik & Zhu, 2022).

A blockchain governance structure and process ensures compliance with legal regulations and
ethical responsibilities during the development and use of blockchain technology (Liu, Lu, Zhu,
Paik & Staples, 2021b). The importance of this topic for enhancing the trustworthiness and
efficiency of blockchain technology has made it a hot topic of discussion. In spite of this, existing
I'T/data governance frameworks and standards cannot be applied to blockchain technology, as

blockchain does not declare a central authority (Liu ef al., 2022).

Several recent publications have examined governance structures for blockchain platforms, focus-
ing either on custom governance methods for permissioned blockchains/citep[bao2019auditable,
beck2018governance] or on financial regulatory issues (Nabilou, 2020). The current blockchain

governance frameworks, however, provide limited guidance to stakeholders and the broader



community that is interested in this topic due to the fact that they emphasize scattered governance

mechanisms without a clear link between stakeholders and processes (Liu et al., 2022).

This study examines the factors and parameters influencing the likelihood of fork occurrences,

followed by a modeling attempt that incorporates all these factors.

In order to achieve this, a simulator was presented in order to simulate the blockchain.
Additionally, it was enhanced with the capability to simulate the last Ethereum update regarding
network fees, known as EIP-1559. As a result, we can evaluate its effects on the Ethereum
network and the various methods available. The scalability of this network as well as its impact
on the likelihood of a fork should be carefully examined. In addition, the model will make
it easier to validate the sharding method, which is considered to be an appropriate scalability

method.

Finally, based on the results obtained from the previous steps, a novel and innovative blockchain
network design has been developed. By using the PSO algorithm, which has been developed to
learn and modify the basic parameters in response to forks, this design can be evaluated and
dynamically updated. This model can be used to reduce the likelihood of forks occurring. It is
possible to create the most optimal configuration for the blockchain network in different modes

due to the dynamic and flexible model provided for the blockchain network.

Research Motivation
In this section, a few examples are introduced to motivate our work in practice. By using the
proposed model, it is possible to observe the behavior of an entire blockchain system, both as a

mining pool and as a memory.

In this study, we demonstrate that a range of performance indices can be calculated to optimize

existing cryptocurrencies, forecast mining capacity, and calculate rewards for mining power.



It is also possible to compare various types of cryptocurrencies. This model can be used to

estimate power utilization and required mining power.

The behavior of a system can be determined by simulating a variety of applications. A number
of factors are considered in this regard, such as information retrieval latency, waiting times,

queue times, processing times, throughput, power consumption, and response times.

Due to the fact that sharding validates transactions in parallel, blockchain systems are able to
perform better. Despite this, if the blockchain is to be randomly sharded, it must be communicated

between shards frequently.

Problem statement

Fork Challenges: The use of blockchain, as well as other technologies, is associated with
some serious challenges. A fork occurs when two (or more) miners propagate their blocks
simultaneously on a blockchain network. As a result, every node will accept the block that
arrived earlier as its chain tip. Consequently, two (or more) branches of the chain will grow
simultaneously. For the purpose of resolving this conflict, the longest chain will be selected and
the remaining blocks will be discarded as orphans. It is possible that security issues will arise in

the event of a fork in the network.

It is possible that these issues may cause users to lose trust in the network, which would result in
a decrease in its value. It is the network delay that plays the most significant role in causing
a fork. Due to network delays and traffic, newly created blocks may reach the network nodes
earlier or later. In this regard, which of the blocks arrives first determines which node receives
the last block. Generally, there are two types of forks: intentional forks and accidental forks. By
forking intentionally, technical problems are resolved, resources are recovered, and new features

are added (Chang, Park, Wuthier & Chen, 2019).
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Figure 0.1 The forking of a blockchain’s main chain

The Figure 0.1 illustrates the concept of a fork. The most common cause of accidental forks
in a blockchain system is network delays. There may be conflicting block mining events that
result in the growth of two or more branches at the same time. Branching occurs when there
is a break in the main chain. In such a case, the network resolves the conflict by selecting
the longest chain and discarding any orphan blocks from other chains that are not part of the
longest chain. Blockchain transactions are permanently recorded after a certain number of
blocks (called confirmations) are entered by the client. Ethereum has forked seven blocks in
the past, and customers usually have to wait between 12 and 14 confirmations before they can
use the cryptocurrency.(Narayanan, Bonneau, Felten, Miller & Goldfeder, 2016). As part of
this study, the critical parameters that influence the probability of forking will be modeled and

analyzed. As of now, we will refer to an accidental fork as an accidental fork.

To reduce the fork probability in a blockchain by providing a fork-free and adaptive design, the
protocol should be adjusted as a result of receiving input from users and the network. Also, this
enables the protocol to obtain an exact estimation of actual parameters based upon the rapidly

changing requirements (Salimitari, Joneidi & Chatterjee, 2019).

Scalability: The slow rate at which transactions are processed is another challenge faced by

blockchain systems. Approximately 15 transactions per second can be processed by Ethereum’s
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network. There are other payment systems that can process thousands of transactions per second,
such as VISA (Georgiadis, 2019; Gao, Kawai & Nobuhara, 2019). With an increasing number
of nodes, the problem becomes more complex. There is also the issue of scalability when it
comes to blockchain networks. To solve this problem, Elastico has introduced a concept called
sharding through (Luu et al., 2016). Sharding involves dividing nodes into groups that operate
simultaneously, so that each group has its own chain of nodes. The sharding of a database
can lead to an increase in transaction processing capacity. There are generally two types of
transactions that occur in a sharded network:

* Intra-shard transactions are transactions between nodes within a single shard

e A cross-shard transaction refers to a transaction between nodes in different shards

A sharded network confirms transactions in the same manner as a non-sharded network. In the
case of cross-shard transactions, however, the transaction must be confirmed on both shards in
order to be included in the block. Therefore, confirmation of these types of transactions takes a
longer period of time. We are investigating the effect of sharding on the probability of forks
in this study. In order to achieve this, we have enhanced Blocksim (Faria & Correia, 2019) by

adding the capability to simulate sharded networks.

On-chain Governance: Governance is a mechanism used to control and govern a network in
order to ensure its stability and security. As of this point, several governance models have been
introduced, which are divided into two main categories: on-chain governance and off-chain
governance. Using an off-chain governance model hinders decentralization in a blockchain,
because decisions are made by developers outside of the chain (Cao et al., 2021). The network
may undergo a hard fork if there is disagreement about off-chain governance. As an example, a
disagreement over the size of blocks within the Bitcoin network in 2017 led to bitcoin cash and

bitcoin being split off from one another.



11

By contrast, decisions are made by users through a voting process under the on-chain governance
model. Consequently, these types of governance models provide a greater level of security and
transparency (Miyachi & Mackey, 2021). A novel on-chain governance model based on Particle
Swarm Optimization algorithm is presented in this study in order to maintain the network’s

stability in terms of fork occurrence probability and user experience.

Contributions

Briefly, the thesis proposes an adaptive blockchain with learning capabilities to improve

the overall performance of public blockchains and reduce fork probabilities. The following

contributions are made in order to address the significant and challenging issues outlined above:

1. Simulations of new and significant parameters, such as validation degree and EIP-1559
networks are being undertaken to determine the effect on the fork issue. The published
paper will discuss and address this contribution in detail in chapter 3.

2. Introducing a new simulator that can simulate EIP-1559’s multiple shard network. The new
simulator, reviewed in chapter 4, introduces these parameters and describes in detail how
they affect forking probability.

3. Analyzing the effects of sharding on fork probability. Furthermore, in chapter 4, it is
discussed how sharding may influence the likelihood of a fork.

4. Developing a model to optimize the optimization algorithm based on fork probability and
user experience. A multiobjective optimization model is presented in detail in chapter 5 in
order to find a balance between the user experience and the likelihood of forks occurring.

5. Presenting a novel method of governance on the blockchain based on particle swarm
optimization. Furthermore, chapter 5 presents an on-chain governance protocol for

blockchain networks that is based on the PSO algorithm.

Thesis Organization

The remainder of this document is organized as follows. Our first step is to provide a brief
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description of the related work for each contribution in Chapter 1. Secondly, we provide in
Chapter 2 a brief overview of a variety of background knowledge, concepts, and techniques
necessary for a comprehensive understanding of all aspects of this thesis. The core sections then
focus on one of the contributions: Chapter 3 discusses fork probability modeling of blockchains
and how EIP-1559 impacts this, Chapter 4 discusses the sharding and scalability features and
the impact they have on the fork rate, and Chapter 5 discusses a new governance model on chain
based on PSO for reducing forks. For each section, we provide background information necessary
to understand the particular subject matter. Additionally, each chapter contains experimental
evaluations. We conclude our study with a summary of our findings and an outlook on future

work.






CHAPTER 1

RELATED WORK

The purpose of this section is to review papers that fall into these four categories. We will
begin by reviewing blockchain simulator papers and other related papers related to blockchain
network simulations and blockchain modeling. Next, we will discuss articles that provide an
analysis of the behavior of different blockchains and their evaluation and modeling from various

perspectives.

Research on blockchain simulators has been limited. The majority of cases focused on blockchain
analysis, smart contracts, and security issues. It is generally recognized that research in this field
can be divided into two categories: blockchain simulation and blockchain behavior analysis. The
majority of previous research has not examined the effect of sharding or on-chain governance on
the probability of forks occurring, which is one of the most critical issues facing blockchain
technology. In order to overcome this disadvantage, we propose to evaluate the likelihood of
forks occurring in sharded networks utilizing a novel on-chain governance model. Therefore, in
the next four subsections, we provide a brief overview of the corresponding papers published in

recent years.

The third section will provide an overview of sharding, as well as papers that have been published
in this field. In addition, they will discuss the methods that have been proposed for ensuring
scalability on different blockchains, especially on the Ethereum blockchain. A variety of papers
have been published in this area regarding the evaluation of security, scalability, performance,

and even different sharding methods, which we will review in this section.

The final part of this section will address issues related to regulation and governance in different
blockchain systems. Also, we will discuss various papers that have discussed various methods

for consensus and governance in blockchain networks in this section.
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1.1 Blockchain simulators

In (Aoki et al., 2019), an event-driven blockchain network simulator is presented, in which
each neighbor node selects the peer-to-peer overlay based on the selections of its neighbors.
Despite the fact that the program cannot simulate mining in detail, it is capable of simulating
the generation of blocks based on the computing capacities of the nodes. Table 1.1 shows the

parameters that was used in the designing of the simulator.

Table 1.1 Parameters of SimBlock
From Aoki et al. (2019)

Parameters Description
Average mining power Average mining power (hash rate) of each node block
Block interval Expected time taken to generate a block
Block size Maximum size of a generated block
Distribution of degree Cumulative distribution of number of outbound links
Distribution of region Distribution of node’s region
List of download bandwidth List of download bandwidth assigned to each region
List of latency List of latency assigned to each region
List of region Regions where nodes are situated
List of upload bandwidth List of upload bandwidth
Max block height Block height when a simulation end
Number of nodes Number of nodes participating in the blockchain network
Routing table Types of routing tables
Standard deviation of mining power Standard deviation of mining power (hash rate)

VIBES, a blockchain simulator that models large peer-to-peer networks, is described in (Stoykov,
Zhang & Jacobsen, 2017). In addition, it does not adhere to the Bitcoin protocol and is capable
of supporting large-scale simulations involving thousands of nodes. A fast forwarding concept is
used in this simulator to improve its scalability. Using relevant input parameters and empirical

and theoretical results, the simulator can therefore skip the heavy computations.

Alharby and Moorsel introduced another blockchain simulator in 2018 (Alharby & Van Moorsel,
2019). In order to implement this simulator, three layers were considered: incentive layer

(decision making mechanisms of stakeholders), connector layer (consensus mechanisms) and
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system layer (network configuration). As part of the block creation process in this simulator, the

Proof of Work algorithm is implemented.

The (Gervais et al., 2016) simulator was developed to evaluate the durability of blockchain
networks against double spoofing attacks based on parameters such as the block size and block

interval. As shown in Table 1.2, the simulator was demonstrated with the following parameters.

Table 1.2 Parameters used by simulator
From Gervais et al. (2016)

Parameter Bitcoin Litecoin Dogecoin
Block interval 10 mins | 2 mins 30 secs I min
Average block size 534.8KB 6.11KB 8KB
Number of public nodes 6000 900 600
Number of connection Distribution based on (Miller et al., 2015)
Geographical distribution Distribution based on actual blockchains
Bandwidth and propagation delay | 6 regional bandwidth and propagation delay

The simulator introduced in (Faria & Correia, 2019) has the same name as (Alharby & Van Moorsel,
2019), Blocksim. For the purpose of simulating a blockchain model and measuring its parameters,
they have modeled random phenomena in order to mimic the behavior of a real system. As an
example, to determine the throughput of sending and receiving messages between two nodes of
a P2P network over 24 hours, they collected different log files from the nodes for 24 hours and
found the most appropriate probability distribution function which fits the collected data. As well
as latency, transaction validation and block validation times, the same strategy is employed for
other parameters. By sampling from a probability distribution function, the simulator simulates

random phenomena following a stochastic simulation.

In (Pandey, Ojha, Shrestha & Kumar, 2019), a comprehensive and open-source simulation tool
for blockchain systems is presented. The simulator can assist blockchain architects in better
evaluating the performance of planned private blockchain networks by running scenarios and

determining the optimal system parameters.
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1.2 Blockchain behavior analysis

In (Aoki & Shudo, 2019), the authors attempt to improve the network topology of the nodes and
shorten the propagation time to shorten the block generation interval. They propose a method
for selecting neighbors that will form a network topology that will propagate blocks rapidly.
Their method involves each node evaluating the other nodes using a scoring scheme in order
to identify the appropriate node to send the block generation announcement. In spite of the
fact that their results showed an improvement in block generation time, they did not provide

information regarding the fork rate. This is an extremely critical aspect.

There is a model presented in (Liu, Qin & Chu, 2019a) that reduces the block propagation delay,
which is the major cause of forking. Their method involves the recipient node deciding whether
to validate the newly received block or accept it without validation when it receives a block.
In order to accomplish this, they have developed a probabilistic verification process. During
this process, a random number is generated by the node when it receives a new block. The
node accepts the block without validation if the number is greater than the validation degree.
According to the authors, their proposed model, PvScheme, can result in a minor delay in
block propagation and fewer forks. By defining some additional factors to ensure reliable block
delivery, this study also enhances the security of PvSchln this study, PvScheme is evaluated in
terms of its resistance to double-spending attacks and fake blocks. There is a major drawback to
their method, which is that it considers propagation delay as the only cause of forking. This is

despite the fact that it is affected by a number of factors.

The model proposed in (Shahsavari, Zhang & Talhi, 2019a) is implemented in the network
simulator OMNet++. The model uses an Erdos-Renyi random graph to model the delay and
traffic overhead of a Bitcoin network. Based on the block size and number of connections per
node, it derives key features of the Bitcoin network’s performance. A comparison has been
made between the simulation results and the real data collected from the Bitcoin network in
order to validate their results. During their experiments, they found that increasing the block

size increased Bitcoin throughput and this resulted in a significant increase in block propagation
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time. Even though this delay can be reduced by increasing the number of connections per node,

it will result in an increase in network traffic overhead.

The authors extend their work by presenting a theoretical model for fork analysis (Shahsavari,
Zhang & Talhi, 2019b). In this paper, Erdos-Renyi random graph construction of the overlay
network of peers has been developed as a theoretical formula to model Bitcoin consensus and
network protocols. With the help of this model, the researchers were able to demonstrate that
network bandwidth, block propagation delay, and block size have a dramatic effect on the
occurrence of forks. Additionally, the results showed that there is an inverse relationship between

the block time and the probability of a fork endangering the security of the blockchain.

This study employs a simulated network containing nodes distributed across a variety of
geographical regions to examine the performance of block propagation in (Misi¢, MiSi¢ & Chang,
2019). It was also attempted to analyze the effect of different parameters on the fork rate. The
authors demonstrate in their experiments that the mean round-trip time is the primary cause
of block propagation latency, which means that forks occur more frequently when the mean

round-trip time is longer.

Simulators have been used in a number of studies to evaluate novel blockchain designs. In
addition, researchers studied blockchain behavior, particularly fork rates. It is critical to note that
the fork is affected by several parameters, but only a few have been considered. Further, although
many researchers have examined the implications of EIP-1559 on blockchain behavior, users,
and miners’ benefits, a comprehensive analysis of the fork issue has not yet been conducted. The
effectiveness of forks is evaluated based on a variety of effective parameters. The next section

provides a detailed description of the evaluation function and its input parameters.

1.3 Sharding

According to (Yun, Goh & Chung, 2019), malicious nodes can take over a shard and compromise
the entire network. Shards are more susceptible to 51% attacks because they compute at a

fraction of the network’s speed. They propose calculating the trust score of all nodes based on



19

consensus results in order to prevent collusion between malicious nodes. Afterward, a genetic

algorithm is used to calculate the distribution of nodes.

According to (Cai et al., 2021), the paper proposed a shard validation validity model that
considers four objective factors, including shard invalidation probability, delay, throughput, and
malicious node load. Using a dynamic reward and penalty mechanism, they attempted to solve
this multi-objective optimization problem. Malicious nodes were minimized to prevent them
from aggregating. According to the proposed method, a blockchain-enabled IoT environment

can resolve the conflict between throughput and shard validity for enhanced security.

In order to achieve optimal throughput and security, (Yun, Goh & Chung, 2020) has designed a
sharded blockchain using deep reinforcement learning. The status of the network is analyzed
using an artificial intelligence model. A number of parameters were considered in the simulation,
including the maximum number of shards, the maximum block interval, the average transaction
size, and the number of nodes. The deep learning agent is capable of determining the block size,

block interval, and number of shards.

ChainsFL is a federated learning framework based on a sharded blockchain introduced in (Yuan,
Cao, Peng & Sun, 2021). A sharded blockchain architecture based on Raft has been developed by
them in order to improve the scalability of their framework. Comparatively to similar methods,

ChainsFL provided a higher convergence rate when training convolutional neural networks.

To enhance the scalability and improve the performance of the network, Yoo and Daejeon
presented the blockchain framework as part of a domain-based static sharding framework (Yoo,
Yim & Kim, 2018). As part of the PBFT process, each shard’s transactions are validated by a

committee. It is expected that blockchains will be more effective as a result of their framework.

The authors of (Nguyen, Nguyen, Dinh & Thai, 2019) proposed an algorithm called OptChain
that optimizes transaction placement between shards to reduce cross-shard transaction traffic.

Compared to OmniLedger, OptChain reduces latency by 93% and increases throughput by 50%.
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A hybrid method for assigning nodes to shards is proposed in (Bugday, Ozsoy & Sever, 2019) that
combines a machine learning algorithm with a VRF (Verifiable Random Function) function. It is
one of the primary objectives of this method to reduce the likelihood of shards and blockchains

deteriorating.

There is one major drawback to all previous research on blockchain technology: no one has
examined the impact of sharding on the likelihood of forks occurring. The main objective of this
research is to overcome this drawback by analyzing the likelihood of forks occurring in sharded

networks. In the following section, the experiments and results are described in more detail.

14 Governance methods

In (Arribas, Arroyo & Reshef Kera, 2020), CLAUDIA is a creative approach that combines
on-chain and off-chain governance. By using this method, stakeholders will be able to discuss
various issues and track issues on the blockchain using on-chain services such as Ethereum-based
DAOs like WUDDER, in addition to an off-chain governance compliance desk. It is possible to
resolve issues efficiently by utilizing both off-chain and on-chain discussions. CLUADIA offers
a sandbox for testing upcoming features for limited users in addition to being more user friendly.
As a result, it is easier to integrate into existing business models and comply with regulatory
requirements. Meanwhile, it is vulnerable to the inherent limitations of the Ethereum blockchain

due to its reliance on the Ethereum network.

In order to protect against a Sibyl attack, many current blockchain technologies use coin-based
voting schemes. According to (Chung, Nair, Ravi & Kajgaonkar, 2021), proof of participation
would be an effective method for addressing these deficiencies. As a proxy for an individual’s
identity, a user’s participation and level are used during a decentralized crypto game. It helps to

prevent sybil attacks while also distributing voting power among a variety of stakeholders.

According to (Li & Zhou, 2021), the author discusses not only the governance of blockchain
technology, but also how it can be incorporated into a framework for blockchain governance.

Blockchain technology plays a significant role in blockchain regulation under this framework.
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Blockchain ecosystems may benefit from the integration of governance of blockchains with

governance on blockchains.

To balance block composition time and transmission time, the authors used multi-objective
Particle Swarm Optimization algorithms (PSO) in (Singh & Vardhan, 2020). Based on their
findings, 213 transactions per block is the appropriate block size. Although they have utilized
optimization methods to control block creation and transmission time, their method does not

constitute an on-chain governance model.

Another study utilized multi-objective PSO to solve a block size optimization problem in
(Singh & Vardhan, 2021). The objective functions considered were the time required to build
blocks and the time required to select transactions. According to the results, a block size of 3.8

MB optimizes the time spent on the selection of transactions and the construction of blocks.

14.1 Machine learning-based blockchain consensus

In order to train an accurate machine learning system, it is necessary to have access to a large
dataset and to have a large amount of computing power. Today, most of it is centralized to
large corporations such as Google, Amazon, etc. In order to facilitate fair access to learned
models and create an open repository, a distributed method has been introduced, which can be
found in (Bravo-Marquez et al., 2019). (Bravo-Marquez et al., 2019) proposes a new consensus
mechanism for the cryptocurrency WekaCoin based on ranking machine learning model training
for a given task. It is called Proof-of-Learning and is used for models of supervised learning.
Also, it aims to replace the conventional proof-of-work consensus with a proof-of-useful work

with respect to the training schema (Bravo-Marquez et al., 2019).

There are three categories of nodes in this type of network, including miners, suppliers, and
trainers. It is the suppliers’ responsibility to provide trainers with a learning task that consists of
a desirable threshold for them to learn and propose the updated model to the network. Using the
ranking schema generated by random validators, the best model owner and validators will be

rewarded with newly mined tokens and all trained models will be stored in a distributed ledger



22

(Bravo-Marquez et al., 2019). A block contains information regarding the list of transactions,
previous block hash, and metadata regarding the learning competition, and there are three types
of transactions: standard transactions, task publication transactions, and model transactions
through the proposed model (Bravo-Marquez et al., 2019). The proposed model architecture is

as follows:

When a supplier participates as a trainer in a learning competition, one of the most likely
instances of malicious behavior can occur. In view of the fact that validators are selected at
random, a majority control should be maintained on the network in order to accomplish this.
Moreover, to prevent DOS attack and Sybil attack, trainers should pay a small fee to propose
trained models as model transactions in network (Bravo-Marquez et al., 2019). In the same
manner as the File Coin protocol, committees are selected based on proof-of-storage, and block
proposals will be made by a select committee so that a consensus can be reached on three main
items for each block, including the transaction list, the method used for validating a block, and
the nested model for the chosen method. A continuous supply of tasks and collusion among
three key actors are the major problems (Bravo-Marquez et al., 2019). Submission deadlines,
performance metrics, rewards, and a ranking schema are the minimum requirements that we

take into account when evaluating a machine learning competition.

There is a possibility that the supplier may engage in malicious behavior when he participates as
a trainer in his learning competition. In order to select validators, a majority control needs to be
established on the network, since it is a random process. It is also recommended that trainers
pay a small fee to propose a trained model as a transaction in the network in order to prevent

DOS attacks and Sybil attacks.

In contrast to this research, our proposed framework ensures that a continuous supply of learning
tasks is provided in order to continuously modify the blockchain network and optimize its
performance. Our protocol differs from others in that the learner nodes are considered to solve

the multi-objective optimization problem of the blockchain network during the learning phase.
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14.2 Solving optimization problems for blockchain consensus

(Shibata, 2019a) addresses the huge amount of energy wasted in the Bitcoin network to solve
a cryptographic puzzle as the main problem and proposes a new consensus model known as
Proof-Of-Search (POS), under which miners compete for an accurate solution to any optimization
problem (Shibata, 2019a). A blockchain of this type includes some built-in functionality for
submitting and receiving optimization tasks through the network, as well as a POW-type job
that is used whenever there are no jobs available. According to this study, the probability of
fork occurrence and variance of block time are lower than those of conventional POW models
(Shibata, 2019a). In the proposed network, there are different terms such as searcher, evaluator,
and client, and collusion between the client and miner will be taken into account. Evaluators
should comply with the leading zero requirement in order to generate a valid hash that is
concatenated from a solution and its evaluation in the same manner as Bitcoin. There are two
objectives for any evaluator: finding a good nonce and a good solution for the optimization

model (Shibata, 2019a).

The reward will be paid following the addition of a block to the blockchain, and each node will

verify that its solution is genuine. It also proposes the use of mini-blocks to consider the winning
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probability of any miner in relation to the computation time of each job (Shibata, 2019a). Below

is a description of the architecture:

Miners would be able to share their internal evaluations and reuse them if they were able to find
a good evaluation rather than a promised hash value. Any evaluation is associated with the
miner ID in order to prevent this from occurring. To incentivize the miners, the clients charge
them in native coins to find a good approximate match for the submitted job (Shibata, 2019a).
We propose a framework that ensures a decrease in fork occurrence compared to this work, since
the learner nodes participate in the blockchain optimization problem during the learning phase

and are not required to participate in the mining phase or transaction validation phase.

In order to demonstrate that the dynamic design of a blockchain leads to a stable and fork-free
distributed ledger, this is a primary metric to prove that the fork possibility will decrease, and
this work has direct implications for our modeling of fork occurrences. The proposal proposes
a dynamic reward based on the required computation for any job based on checking the past
block times, leading zeros, and charges in the same manner to prevent the occurrence of a fork
in terms of halving the block rewards. We should also take into account another factor when

counting the computation steps when it may lead to a denial of service attack.

Additionally, in (Chen, Duan, Zhang, Zeng & Wang, 2018a), neural networks (NN) are used to
support consensus protocols in order to ensure decentralization and safety of the blockchain
network, and the number of supernodes is determined based on a dynamic threshold, enabling
them to validate the upcoming blocks. Additionally, it utilizes the Conventional POW, POS,
and DPOS consensus protocols, and proposes Proof-Of-Al as a new consensus protocol during
the paper (Chen et al., 2018a). Supernodes have greater computational power and less network
latency, which will be taken into consideration for PoAl, while random nodes are considered
to ensure the fairness of the blockchain network (Chen et al., 2018a). The following pictures

illustrate the node pool:

Accordingly, it calculates Average Transaction Numbers (ATN) using nodes’ characteristics

such as computing power, connection numbers, and online time, and then uses a Convolutional
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Neural Network to train ATN (Chen et al., 2018a). Also, it provides a method of selecting
random nodes as supernodes which has an impact on our research in which we can use this
method in our model in a public blockchain network for ordinary miners as well as super miners

to learn the parameters instead of all miners having to go through the same learning process.

It addressed the huge wasted energy in the Bitcoin network to solve a cryptographic puzzle as
the main problem and proposed a new consensus model called Proof-Of-Search (POS), in which
miners compete to find the best solution to any optimization problem. This research employs a
POW-like job that is used whenever there is no job to submit, and some built-in functionality
for submitting and receiving optimization tasks through the network. This model asserts that

the probability of forks occurrence and the variance in the block time are lower than those of

conventional Proof-of-Work (POW) models.
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Fig. 2: Distributed timestamp server in a minimal PoS scheme

Figure 1.2 Distributed timestamp

While this work does not provide a theoretical formulation of the decentralization and performance
of the blockchain network, we propose a mathematical formulation for the efficient configuration

finding problem as an optimization problem. Additionally, our proposed framework incurs less
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overhead on the blockchain network and its processes. Our proposal, in contrast to this work,
takes into account an on-chain reputation mechanism for the learner, which serves as a feedback

mechanism for selecting the most suitable learner throughout the learning process.

It is the client’s responsibility to pay the miners with native coins in order to incentivize them to
find the best possible approximation of the job submitted. In order to receive the reward, a block
must be added to the blockchain and each node must check whether the solution is genuine. In
addition, mini-blocks are proposed to consider a miner’s winning probability in relation to its
computation time, in which each mini-block is corresponding to a specific task. As shown in

Figure 1.2, the architecture is as follows:

143 Public blockchain and federated learning

A centralized aggregator plays a crucial role in federated learning in terms of storing and
updating global models. A decentralized aggregator is to be replaced by an on-chain aggregator
in this method (Ramanan, Nakayama & Sharma, 2019). The network provides them with an
optimization problem in order to update the global model. In order to reach consensus, they
must solve the optimization problem. We can leverage federated learning through blockchain
networks to update the ultimate models in blockchain based aggregators using federated learning

(Ramanan et al., 2019).

As an alternative to the central server, participants of the public blockchain are able to share
their local model updates while verifying as well as remuneration mechanisms. In doing so,
they will be able to include a variety of untrustworthy participants and this will result in greater

accuracy when training samples and participants are large (Ramanan et al., 2019).

An incentive mechanism and a fair platform are required to facilitate the commercialization
of federated learning. Privacy protection and the effectiveness of collaborative modeling
among participants should be taken into consideration during implementation of the program.
Participants who contribute more data should be rewarded and incentives should be implemented

through a consensus mechanism (Ramanan et al., 2019). This will enable them to participate
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and own their profits regardless of the size of the data they have. Lastly, data samples must be
kept confidential from other participants. The consensus protocol and incentive mechanism
are the two major standards that we need to develop in order to use blockchain networks for

federated learning.

Based on the proof-of-work consensus mechanism, the authors developed blockchain-based
federated learning (BlockFL) (Kim, Park, Bennis & Kim, 2019), which focused on analyzing
end-to-end latency. In analyzing the learning performance of the proposed blockchain-assisted
decentralized FL. (BLADE-FL) (Ma et al., 2022), the issue of single points of failure was
addressed. Through the integration of asynchronous global aggregation, the federated learning
with asynchronous convergence (FedAC) method proposed by (Liu, Qu, Xu, Hao & Gu, 2021a)
is designed to enhance communication performance. Despite focusing on the performance
of various system components, these studies fail to address the scalability requirements of
large numbers of participants. Furthermore, they do not consider the impact of the consensus
mechanism on throughput. Additionally, blockchain-based federated learning applications have
been proposed, along with domain-specific frameworks, such as healthcare (Passerat-Palmbach
et al., 2019) and IoT (Zhao et al., 2020). These works emphasize the plausibility of cutting-edge
implementations rather than their scalability or performance. In accordance with (Gai, Wu,
Zhu, Zhang & Qiu, 2019), it is possible to develop a cloud-based task allocation system which
preserves privacy. Using blockchain technology enhances the trustworthiness of edge nodes and

the security of communication networks.

As part of our work, we have also considered an aggregator in order to determine which
configuration set proposed by the learner is the most suitable. As part of this study, we considered
two different types of nodes, namely "miners" and "learners". The network optimization is
formulated as a multi-objective optimization problem in which the inputs are derived from the
local parameters of the learners. Finally, we have also included a deposit schema in our solution
to ensure that learner nodes act honestly. In our proposed model, the separation of consensus

mechanisms can be used to increase throughput.
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144 Decentralized AI on blockchain

In the last decade, blockchain technology has become one of the most disruptive technologies,
and its integration with Al is expected to provide more opportunities for our world (Dinh & Thai,
2018). It has been demonstrated that Al enables blockchains to have a better performance in
consensus mechanisms by using supervised learning algorithms to detect anomalies (Chen,
Ji, Luo, Liao & Li, 2018b). A majority of machine learning models are currently centralized,
predictions are sold per query, and published models can quickly become out of date if they are
not retrained. In this work, participants will be able to collaboratively build a data set and utilize
smart contracts to host a continuously updated model. The models will be free to infer (because
reading Ethereum doesn’t charge gas) as well as a free set of data stored on the blockchain

(models will be stored in smart contracts) (Nasir, Qasse, Talib & Nassif, 2018).

(Harris & Waggoner, 2019) presents a framework for sharing and improving machine learning
models, focusing on supervised learning with a particular emphasis on incremental learning
models based on one sample. This approach is used for training a single layer perceptron model
using IMDB reviews data sets. Three customizable components are included, including an
incentive mechanism, a data handler, and a machine learning model, as well as on-chain updating

of models and off-chain prediction (Harris & Waggoner, 2019).

In terms of incentive mechanisms, gamification is the first contribution, which rewards participants
with points and badges for providing good data. An outside party (academic or company)
provides a pool of reward funds and test data for the purpose of empowering. A deposit, refund,
and take scenario is another incentive. It requires a deposit when contributing data, and the
refund is subject to a time limit, so you may claim and take all of the deposit based on the actions
of other participants (Harris & Waggoner, 2019). The proposed architecture for the model is as

below:

The majority of our considerations were learning tasks requiring a protocol upgrade. The
purpose of this is to determine the best parameters of the protocol based on the given history,

which can be viewed as a learning challenge. Our contribution to handling potential issues
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would be to consider the learning task execution in a decentralized manner, so the model and

training model would be useful.

1.5 Adaptive blockchain systems

In recent years, blockchains have been designed to be adaptive. A blockchain with improved
throughput has been proposed by the authors of (Qiu et al., 2018). A dynamic adjustment is
made to the access nodes, the primary nodes, and the computing capability of the blockchain. As
a result, the blockchain was able to significantly increase its throughput (Qiu, Ren, Cao & Mai,

2020).

In distributed ledger technology (DLT), a virtualization approach is considered based on (Yu,
Liu, He, Si & Zhang, 2018). It is important to note that logical resources abstract the underlying
resources, such as hardware, compute, storage, and networks. To improve performance, these

resources are scheduled according to a flexible schedule (Qiu et al., 2020).

Though the current inflexibility of many dominant public blockchains, such as Bitcoin, has been
widely criticized (Iwamura, Kitamura, Matsumoto & Saito, 2019; Courtois, Grajek & Naik,
2013), it is still unclear how proof-of-work blockchain networks can be configured to be more

resilient to external disruption.

Recent efforts have been made to view blockchain networks as adaptive systems. Several studies,
such as (Fullmer & Morse, 2018; Hovland & Kucera, 2017), have not considered reward as a
variable for improving difficulty adaptation. Nevertheless, in (Saito & Iwamura, 2019) address
reward adaptation for the purpose of price stability: the network inflates or deflates in response

to changes in demand.

The impact of that work on power and, therefore, security is not the focus of that work. According
to (John & Pam, 2018), blockchain networks can be described as complex adaptive systems.

This describes agent behavior in response to local signals left by other agents. Based on the
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findings of this study, it may be useful to understand how configuration decisions are acquired,

communicated, and enforced within blockchain networks.

In addition, (Zargham, Zhang & Preciado, 2018) propose a linear representation of blockchain
networks derived directly from control engineering. While the model has not been specifically

designed for the configuration variables we discussed here, it may be useful in this context.

In contrast, (Lin et al., 2018) propose a mechanism for determining the transaction fee rate
based on past transaction volumes. We have objectives that are somewhat different from those
of that work, namely, the sustainability of proof-of-work in the absence of mining rewards, as

will ultimately be the case with Bitcoin.






CHAPTER 2

BACKGROUND

In this section, we provide background information that is necessary for a better understanding of
our current work. An extended version of the fork probability model developed by the previous
studies can be found in this section, along with a detailed description of EIP-1559 and Blocksim,

the simulator on which our implementation is based.

2.1 Blockchain technology

Based on the Figure 2.1, centralized and decentralized architectures are compared in terms
of how they organize their work (Makpdkng, 2018). A centralized architecture involves the
participation of a third party (banks), while a decentralized architecture involves the participation
of the participants directly without the involvement of the third party. Each participant has the
ability to observe and store the information, which is why this is important. It is through this

transparency that the decentralized architectures become safer and more trustworthy.
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Figure 2.1 Centralized architecture vs. Decentralized architecture
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The first attribute of the blockchain is that it operates through a peer-to-peer network that shares
information on the insertion of new transactions into new blocks and the addition of new blocks.
Secondly, dissemination of information is usually accomplished through flooding, as opposed
to peer-to-peer overlays, which are constructed through some form of peer discovery. Lastly,
cryptocurrencies, as well as other crypto assets, must be technology-ready in order to become
widely accepted and adopted. To achieve this goal, a transaction layer will be required, which

will be essential for gaining the most comprehensive adoption possible.

As illustrated in the Figure 2.2, the blockchain is composed of a hierarchy of layers, each one
representing a specific aspect of the blockchain and can be thought of as a protocol stack (Rosa
et al., 2019). A more detailed description indicates there are at least three layers above the

Internet layer.
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Figure 2.2 Blockchain layers
From Rosa et al. (2019)
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As a result of the layered structure of the blockchain, it is possible to isolate and understand
the protocols of the various components more effectively, but it is evident that the effectiveness
of each layer is greatly dependent upon its function in the other layers. Consequently, it is

important to evaluate the various alternatives to each component as well as the effects of any
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potential modifications. Even so, the complexity of the technology and the wide-scale nature
of the distributed system make the evaluation process extremely challenging. Therefore, it is

important to simulate the blockchain as part of the evaluation process.
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Figure 2.3 Decomposition of the structure of blockchain
From Nartey et al. (2022)

For a better understanding of the structure and nature of Blockchain systems, it is helpful to
examine the layers of Blockchain, as shown in 2.3. Described in the Figure are the data, network

consensus, ledger topology, and contract and application layers (Yang, Yu, Si, Yang & Zhang,
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2019). The data layer encapsulates and verifies data, ensuring the privacy and security of the
data generated during a Blockchain application or transaction. The header of this block contains
a hash value that identifies it as a follower of the previous block. A chain of blocks is generated
by this process, which is replicated on all nodes of the Blockchain (Li et al., 2020a). As part
of the replication process, generated blocks are propagated to all nodes of the Blockchain (Cai

etal.,2021).

2.1.1 Consensus

A consensus algorithm is used in order to ensure that all nodes are in agreement regarding the
evolution of the blockchain. The Bitcoin protocol uses a random selection algorithm, while the
Ethereum protocol uses the Kademlia node discovery protocol (Alharbi & Hussain, 2015). The
Bitcoin blockchain is based on a Proof-of-Work consensus scheme. In addition to Proof-of-Stake,
there are a number of other options, including Proof-of-Authority (Mingxiao, Xiaofeng, Zhe,
Xiangwei & Qijun, 2017). Data and transactions are recorded in the transaction ledger, which is
located above the consensus layer. These technologies have made it possible to develop smart

contracts executed on the blockchain, thanks to blockchain 2.0, based on Ethereum.

Based on a combination of random selection and wealth or age, proof-of-stake is a consensus
protocol that determines the creator of the next block. It was initially implemented in Peercoin
(Popper, 2013). As a result of this protocol, the node with the most coins will be able to create
blocks more frequently. This will result in a greater number of coins being granted. Trust is
required for the implementation of this protocol. It is more likely that the most wealthy nodes

will be selected, and therefore they will have control over the network.

Proof-of-activity (Bentov, Lee, Mizrahi & Rosenfeld, 2014) combines the advantages of proof-
of-work and proof-of-stake. As part of this scheme, miners add an empty block header to
the block using a PoW algorithm. In the same manner as proof-of-stake, the header specifies
a random group of validators. It is necessary for these validators to sign the newly created

block. In order for a new block to be added to the chain, it must be signed by all of the selected



36

validators. Proof-of-activity has the advantage that it requires both a majority of CPU power and

a majority of coins to control the cryptocurrency (Shibata, 2019b).

A proof-of-space (Dziembowski, Faust, Kolmogorov & Pietrzak, 2015) protocol involves a
prover and a verifier that store large amounts of information. It is necessary for the verifier
to request a piece of data from the prover in order to verify that the prover is still storing the
data. This system reduces the complexity of computing, storing, and communicating with the
verifier. Using proof-of-space in a decentralized blockchain requires a method of determining
the winning node and an indication of the likelihood that each miner will win. There should be
a correlation between the amount of data stored on each node and the probability of winning.
You can find a discussion of these practical considerations at (Park ef al., 2018). As discussed
in the paper, proof-of-space has several weaknesses. One of the problems is the capability of
nodes to mine on multiple chains simultaneously. The miners may also attempt to create many
different blocks by altering the block contents slightly and announcing the most favorable block

with a single proof-of-space (Shibata, 2019b).

The increased speed of DPoS leads to a higher level of security than the original PoS consensus
model. The delegation of block producers has also been identified as a form of democracy
within the blockchain, with different coin holders voting for the delegation. The DPoS model
also offers much faster transaction processing times than PoW, as both PoS and DPoS suffer
from different types of security challenges, including a higher degree of decentralization (He,

Tang & Wang, 2020).

Delegates are elected by other users to vote on their behalf in DPoS. As a result, it is the voters
who have the power. If a voter witness fails to perform or misrepresents their vote, they may be
removed from office. Delegates are responsible for distributing the benefits they receive to the
voters who elected them. Users are restricted from participating in the validation process. It is
possible for users to select individuals to represent them, however, the delegates may abuse their

power. Due to their responsibility and authority, they are responsible for validating blockchains.
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As a result of the presence of cartels in the system, it is more vulnerable to attacks and less

decentralized (Saad, Radzi & Othman, 2021).

2.1.2 How blockchain works

As a result of the lack of central authority, for example, if Alice wishes to send some tokens
to Bob, she must broadcast a message to the network announcing the number of tokens being
transferred to Bob’s account address. As a participant in the network, each node receives the
message, updates its copy of the database, and passes the message on to its neighbors. After

that, the miners begin the validation process.

Consequently, in this situation, some conditions must be verified, including Alice’s claim amount
and Bob’s account address. A proof of work is prepared by the miner nodes by solving a
mathematical puzzle. Upon obtaining a valid proof of work, a miner will be rewarded by the
network with some tokens. The solved puzzle, along with the requested information, will be
added to all copies of ledgers. The miners perform this process for a batch of requests rather

than doing it one at a time, which is known as a block (Gervais et al., 2016).
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Figure 2.4 The processes of transactions in blockchain
From Zhang et al. (2021a)

Blockchain mining involves validating and appending the latest transactions to the ledger. As
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transactions are conducted on a blockchain, miners validate them and add them to the blockchain

as blocks. It is imperative that miners solve a mathematical puzzle in order to ensure that their

computing power is invested in a block that is accepted by the network. As the puzzle difficulty

changes over time, the first miner who solves the puzzle and propagates the block through the

network will be rewarded. Once the majority of nodes have reached a consensus and approved

the solution, the puzzle will be resolved. As soon as the most recent block is added to the

blockchain, all copies of the blockchain will be updated. As a minimum, the following processes

are required for the operation of a blockchain.

1.

Establishing a network or connecting to one. Blockchain technology is based on a process
called network formation: finding and joining networks.

Memory pool. A temporary placeholder or shared space is available to the entire network
for accumulating transactions, which are then picked up by miners for mining (Atik & Gerro,
2018). Unconfirmed transactions are those that are awaiting confirmation. A limited number
of transactions with an accumulated size of 1MB are selected by the Bitcoin miner every 10
minutes for mining (McGinn et al., 2016).

Handling transactions. Inour context, a transaction refers to an external instruction performed
on a blockchain platform. As an example, in Bitcoin, a transaction is an instruction to pay a
certain amount of Bitcoins (Sunyaev, 2020). It is possible for a transaction in Ethereum to
be the execution of a smart contract (Mohammed, Abdulateef & Abdulateef, 2021). The
method of handling transactions varies from platform to platform. However, in the vast
majority of blockchains, once a node has internally processed a transaction, it is transmitted
to the peers. Nodes validate and store transactions in their memory pools as soon as they
reach them. Memory pools are used by nodes to provide a list of unconfirmed transactions
that will be included in upcoming blocks (Golosova & Romanovs, 2018).

Forming blocks. In a blockchain, transactions are collected into blocks. Blocks are created
for all pending transactions in a miner’s memory pool. These transactions transactions
are chained to a reverse linked list data structure using cryptography so that they cannot
be modified. Once a block has been created, it is broadcast to all peers connected to the

network.
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5. Block commitment. A consensus algorithm is used to validate each block before it is
added to the blockchain. According to consensus rules, the block, its meta-data, individual
transactions contained within the block, and specific information contained within the
block, such as a timestamp, must be validated. As soon as the validation process has been
completed, the validated blocks are added to the local copy of the blockchain that resides at
the node. In this way, consensus algorithms ensure that ultimately, within certain limits,

networks will be consistent.

2.1.3 Block and transaction propagation

In a blockchain, information pertaining to transactions is stored in a series of chained blocks. In
a distributed, peer-to-peer network, each node maintains a local copy of the entire blockchain in
addition to propagating, validating, and storing transactions. There are generally two types of
nodes: non-miner nodes and miner nodes. Whenever a non-miner node creates a transaction,
it sends it to its neighbors for verification and broadcast. A miner node chooses transactions
based on their suggested fees (the higher the fee, the greater the chance that the transaction will
be chosen by the miner), while taking into consideration block size limitations and solving a
mathematical puzzle called consensus algorithm (such as proof-of-work) in order to produce a
random hash; the primary identifier of a block is a cryptographic hash generated by the SHA256
algorithm (Gueron, Johnson & Walker, 2011).

A miner adds a newly mined block to the local copy of the ledger and propagates it to the network
by broadcasting the 'new block’ message to neighbors. In order to join the chain, the recipient
nodes ask the miner to send them the header of the new block using the message ’get-header’.
As a final step, the miner responds with the message *header’ and sends the block header. Three

scenarios are considered when checking block hashes:

1. 1-if the previous hash of the new block is equal to the hash of the last block of their local
chain, the recipient nodes add it to their local chain.
2. 2-if the previous hash of the new block is not equal to the hash of the last block but it is

equal to the hash of an older block, the new block is prone to create an accidental fork.
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3. 3- if the previous hash of the new block is not seen in any of the previous blocks, the
recipient stores this block in the parent queue to receive the child block sooner than the

parent block due to network delay.

There is a difference in the modeling of Ethereum block propagation and Bitcoin block
propagation. As shown in Figure 2.5, Node A sends an inv message to its neighbours in order to
announce the creation of a new block. Node B receives this inv message and calls Node A using
a getdata message to receive the entire block that was announced by Node A. In response, Node
A transmits the entire block to Node B using a block message. Upon receiving this message,
Node B validates the block and adds it to the chain (if it is valid). Nodes on the network process
new transactions in the same manner as those announced by nodes. The miner node adds new

transactions to the transaction queue when it gets a transaction message (Faria & Correia, 2019).
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Figure 2.5 Bitcoin block propagation
From Faria & Correia (2019)

Node A announces a new block to its neighbours by sending the NewBlockHashes in Figure 2.6.
It is Node B that responds to this by sending the block header to Node A through a message
called GetBlockHeaders. To add a block to the chain, Node B validates the block body. Block
announcements have more overhead than transaction announcements. Transactions messages
are broadcast by Node A to its neighbors when it receives a new transaction. Nodes add new

transactions to the queue whenever they receive them (Faria & Correia, 2019).
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2.2 Features of blockchain

The purpose of this section is to review the main features of blockchain that are relevant to our

study and specifically associated with fork probability.

2.2.1 Fork

Forks can be divided into two main categories: intentional forks and accidental forks. Intentional
forks are typically undertaken in order to resolve technical problems, recover lost resources, and

add new features (Chang et al., 2019).

An accidental fork occurs when blocks at the same height are mined almost simultaneously,
resulting in the generation of a different block before the overall block propagates to the entire
network (Haque & Rahman, 2020). The network is therefore extended with two distinct chains.
In the event of a fork, each node has a different block from the latest block, resulting in
inconsistent data. When the difficulty of block generation is increased and the interval between
block generation is increased, the probability of generating simultaneous blocks is decreased. In
turn, this reduces the likelihood of forks occurring. The Bitcoin blockchain generates a block on

average every 10 minutes, depending on the difficulty of generating blocks.

As a result of strictly designed protocols that are difficult to change, many intentional forks have

already occurred. This makes it impossible for blockchains to come to a consensus in case of
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conflict. (Seike, Aoki & Koshizuka, 2019). The first step in blockchain design is to specify the
parameters and properties of the protocol, which are undoubtedly relevant to the community
and future approaches of users. In spite of this, it is not possible to modify such a protocol in
order to provide users with an easily upgradeable blockchain. Because of the promising results
of blockchain technology, such a modification is not possible or even necessary. In the event
of conflicts or upgrades, it is challenging for most of them to change protocols and reach a

consensus. As a result, forks result in the scattering of the community and users.

As soon as a blockchain is established, any changes are tricky and complicated. This is regardless
of whether they are made in the transaction layer or the protocol layer, although changes are
crucial in the event of bugs or upgrades. When changes need to be made to a blockchain protocol,
a fork is almost certain to occur. As a result of a fork, a blockchain diverges towards two potential
paths in terms of the history of transactions or the rules used to determine whether a transaction
is valid (Chason, 2019). Following the application of the revised rules to the blockchain, the

chain will split into two separate chains, the original chain and the forked chain.

There are two types of intentional forks in blockchain technology, namely hard forks and soft
forks. During a hard fork, the old rules are no longer available, but during a soft fork, the new
rules are still valid for the miners. Unlike a hard fork, a soft fork involves a change of rules
that still results in updated blocks that are recognized by the old software. In spite of this, the
revised rule is not compatible with the older software, and some members of the community
decide to adhere to the old rules. In the mining process, there is a case called a temporary fork,
which is unimportant to us. In this case, the puzzle will be solved simultaneously by two miners.

Temporary forks of this type will automatically disappear over time.

Bitcoin has experienced many intentional forks since its establishment as the first cryptocurrency
and blockchain protocol. Approximately 74 of the 105 fork projects are active at this time
(Kwon, Kim, Son, Vasserman & Kim, 2017). Additionally, altcoins, which are cryptocurrencies

that are similar to Bitcoin, offer the same type of experience.
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Due to network delays and traffic, accidental forking is one of the most challenging challenges in
a blockchain system. In some cases, blocks are mined at a conflicting time, causing two or more
branches to grow simultaneously. This refers to the construction of a new branch from a specific
point in the main chain. The network will resolve the conflict by selecting the longest chain
and discarding the blocks of the other chains as orphan blocks. Through analysis of different
influencing parameters and modeling of the fork occurrence probability, this study attempts to
reduce the number of accidental forks. As a result, we will refer to a fork as an accidental one

from this point forward.

It is all about loss when a fork occurs in a blockchain-based system. A potential security issue
may result from interfering with the concept of consistency and immutability of the blockchain
network. As a result, a cryptocurrency may suffer a significant loss of confidence, lose its
exchange rate, reduce trust in the network, waste a significant amount of computing resources,

and be prone to attacks, double-spending, and fake blocks.

As a result of the propagation delay, each node has its own replica of the blockchain, which may
differ from the replicas of other nodes. There may be forks in the blockchain ledger if multiple
nodes have different views of the ledger. Consensus protocols are responsible for resolving forks
in blockchain-based systems. In order to determine which blockchain (fork) should be the global
chain, different consensus protocols utilize different rules. When a fork occurs in Bitcoin, the
longest chain is selected to merge the fork. Based on the local blockchain for all nodes, we select
the longest (deepest) blockchain to model this protocol. We resolve forks when multiple nodes
have different blockchains with the same depth through a voting mechanism in which nodes vote
on the longest fork. In this regard, the fork with the most votes is considered to be the longest,

and thus, the global chain is considered to be the longest.

2.2.2 Network delay

The network delay (D) parameter, introduced by (Shahsavari et al., 2019a), is the sum of different

delays in the network including:
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1. t_v: verification time.

2. t_inv: the arrival time of the inv message in destination node.

3. t_get_header: a message to the origin node asking for the newly mined block header,
get_header.

4. t_header: a message header is sent by the origin node to the neighbor node through which
the new block header arrives.

5. t_get_block_body: the arrival time of the message get_block_body through which the
receiver node asks the sender to send the block body.

6. t_block_body: the arrival time of the message block_body through which the origin node

sends the body of the new block to the neighbor node.

The formula of D is shown in Equation 2.1, with details in Figure 2.7.

D=t v+t _v+t_inv+t_get_header +t_header +t_get_block_body +t_block_body
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Figure 2.7 Network delay (D) calculation
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2.2.3 51% attack

Blockchain-based cryptocurrency blocks are almost impossible to manipulate. In the event of a
change (such as a fork or manipulation of data), it is used as a distributed consensus mechanism
to determine the valid chain. The purpose of this mechanism is to determine whether the old
chain or the newly created chain is the valid chain. Proof of Work (PoW) is one of the most
common consensus mechanisms used by blockchains. An attacker who controls more than half
of the total computing power in the P2P network can manipulate transactions in a malicious

manner.

A 51% attack causes double-spending issues, selfish mining, etc. (Bae & Lim, 2018; Conti,
Kumar, Lal & Ruj, 2018). The advantage of sharded networks is that they distribute computing
power over multiple nodes, making them more susceptible to 51% attacks. Despite the fact that
this issue is critical, and that several studies have been conducted to address it (Sirer & Eyal,
2014; Solat & Potop-Butucaru, 2016; Ruffing, Kate & Schroder, 2015), it is not the primary

focus of this study.

23 Validation degree

The validity degree was introduced by the authors in the blockchain (Liu et al., 2019a), which
determines the percentage of nodes that verify a new block. In the example above, when v is
equal to 0.5, half of the nodes validate the new received block. In contrast, the other half accepts
the newly received block without validating it. When v = 0.75, only a quarter of nodes accept
new blocks without validation. An increase in the validation degree will result in an increase in
network delay as more nodes become involved in the process of verifying blocks. According
to the following equation, the validation degree can be used to estimate the network’s security

assessment rate:

p=12 @.1)
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It should be noted that 7 represents the synchronization time and r represents the stale block
rate, respectively. Time between the excavation of the first block and the acceptance of the last

block is referred to as synchronization time.

Based on a joint analysis of the block’s security and performance at different validation levels
(Liu et al., 2019a), the security assessment rate is determined. This parameter illustrates the
trade-off between the probability of a fork occurring and the level of security. In the case of a
decrease in validation degree, fewer nodes are required to verify a block. Consequently, if a
node accepts a fake block without verifying it, that block will remain in the local chain until
another block verifies and rejects it. Therefore, the nodes that have accepted the fake block
should remove it from their local chains. Due to this, the network may be exposed to security
risks. In spite of the benefits of reducing the validation degree with regard to the fork problem, it
can pose a threat to the network as a whole. Each of our experiments has measured the security

assessment ratio.

2.4 Theta

By using this method, it is possible to determine how many nodes are required to continuously
validate newly created blocks (Liu et al., 2019a). In order to understand how 6 works, one must
be aware that it represents the possibility of a block being untrusted by up to € nodes. Upon

accepting a block without verifying it, a certain number of consecutive nodes must verify it.

25 Fork probability models

In (Shahsavari et al., 2019b), they examine the probability of a fork occurring based on the block
propagation delay and the block generation interval. An illustration of their model can be found

in equation 2.2.

ziprop)

t_prop
F([):P(Tst_prop):/ f(t)*dtzl—e( [
0

(2.2)
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According to the following equation, F(t) is the probability of forking, ¢ prop is the time required
for a block to propagate over the network, and ¢_B is the time required to mine a new block.
It is possible to model a series of discrete events whose average timing is known but whose
exact timing is unknown by using this formula. A correlation cannot be established between
the arrival time of an event and the arrival time of the previous event. Generally, it follows
an exponential distribution. Based on these definitions, Equations 2.3 and 2.4 can be used to
calculate the probability of a first event after an exact time and the probability of a first event

during a specific period of time:

events

P(T > l) — e—( e )xtimeperiod _ e—/l (23)

events

Where we set the following values:
e event=1
* averagetime =1t_B

* timeperiod =t_prop

The following equation illustrates the corresponding fork evaluation model:

_t_prop

rsl=1-e""i5 (2.5)

Due to the fact that block propagation time depends on several parameters, such as block size,
bandwidth, average number of connections per node, and number of participating nodes, it
would appear that this model cannot be used to accurately forecast forks. As a result, whenever
the fork rate is mentioned in an experiment, it indicates that the experiment was conducted

within a specific period of time during which the experiment was conducted.
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2.6 Blocksim

In our work, we have extended the previously mentioned simulator Blocksim. This process
consists of three steps: Transaction, Block and Fork resolution, as shown in 2.8 and 2.9. It
is important to note that we have omitted the details of Blocksim, which can be found at

(Faria & Correia, 2019).
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Figure 2.8 Blocksim flowcharts for new transactions
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2.7 EIP-1559

Transaction fees are a component of the Ethereum protocol that determine the price paid by its
creators for each transaction added to the blockchain. A first-price auction has been the policy
of Ethereum since its inception for charging transaction fees: Each transaction is accompanied
by a bid equal to the gas limit times the gas price, which is transferred by its creator to the miner
of the block containing it (Roughgarden, 2020). The EIP-1559 proposes a significant change to
Ethereum’s transaction fee mechanism. A base fee serves as a reserve price, balancing supply
and demand as part of the design. A block’s base fee is paid by transactions included in the
block; this fee is burned rather than transferred to the block’s miner. A block size of 25M gas is
the maximum; for example, with a target of 12.5M gas, there is no limit to the size of a block.
Block fees are adjusted after each block, with larger blocks increasing them and smaller blocks

decreasing them.

Users may request special treatment, such as immediate inclusion in a period of rapidly increasing

demand or a specific position within a block. Transaction tips may be added to the base fee
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and are transferred directly to the miner of the block in which they are included (Roughgarden,
2020). It will be necessary for a user to pay two parts in order for a transaction to be included in

a block. First, there is a fee cap that will be compared to the block’s base fee.

fee_cap > base_fee (2.6)

and there is also a premium which will be compared to the miner’s marginal cost for the block to

be accepted by the miner:

premium > marginal cost of a miner 2.7)

The overall condition for each transaction is as follows:

min {fee_cap - base_fee} > marginal cost of a miner (2.8)

To conclude, the miner of each block will receive the following tip:

miner’s tip = min {fee_cap - base_fee, premium} (2.9)

Hence, the proposed reform to EIP-1559 presents a model for dynamically adjusting the base

fee:

bror = by (1+d block_size —target_load

2.10
target_load ( )

The base fee of the previous block is stated in b,, the block size in gas is stated in block/;ize,
the step size is stated in d, and the last parameter is the old maximum size that can be doubled to
block_size. Typically, this occurs when the latest block/gize value is smaller than the latest
target/joad value. Thus, each block determines the protocol state for the following block.

However, there is an adjustment factor, or step size parameter (d), which is equal to 12.5%, which
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limits the increment and decrement of the base fee. The base fee will increase and decrease by
approximately 12.5% after the maximum block size (twice the target size) and the minimum

block size (an empty block).

Therefore, the purpose of EIP-1559 reform is to enhance users’ experience of suggesting fees,
alter the incentive nature of the fee market, and prevent fees from fluctuating due to network
congestion. There are, however, some concerns raised by EIP-1559 that are worth mentioning.
There was a competition over a single fee prior to EIP-1559. Meanwhile, in EIP-1559, with two
fees, the base fee, the first one, is dynamically adjusted by the protocol, so there is no issue from

this perspective.

However, we remain pessimistic about the possibility of achieving the goal of EIP-1559 based
on the second part, which covers the marginal costs of the miner. As EIP-1559 only shifts the
incentive mechanism from a single fee to the second component of EIP-1559’s fee, the tip, it is

unlikely to change the competitive nature of the fee market.

2.8 Sharding solutions

Sharding provides scalability by dividing the network into smaller subgroups. The number
of shards increases as a result, reducing storage and communication requirements. Sharding
models can be categorized into two main categories: transaction sharding and state sharding

(Yun et al., 2019).

2.8.1 Transaction sharding

A blockchain system’s scalability issue is addressed by transaction sharding. Using sharding
technology, transactions are processed in parallel by nodes in shards, thereby enhancing the
transaction throughput (Zhang, Wang, Li & Zhou, 2020).

1. Elastico (Luu et al., 2016): It is one of the earliest blockchain sharding models and offers a

new method of increasing the scalability of a blockchain. Through the random distribution

of transactions among shards, parallel computing can be achieved. However, the model
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requires nodes to store all transaction data, which poses a significant challenge to their
storage capacities. Furthermore, it does not support cross-shard transactions.

Zilliga (Aiyar, Halgamuge & Mohammad, 2021): It is possible to process transactions in
parallel by sharding a blockchain system, which improves the system’s performance. The
transaction arrival rate will be increased to a thousand times that of Ethereum as a result. A

large number of cross-shard transactions also adversely affects the system’s performance.

2.8.2 State sharding

The purpose of state sharding is to extend and improve transaction sharding. As a result of their

scalability, blockchain systems are capable of scaling both in terms of computing power and

storage capacity. Instead of storing the state data for the entire lockchain, each node stores the

state data for its own shard. As a matter of fact, there are several state sharding models, including

Omniledger (Kokoris-Kogias et al., 2018), RapidChain (Zamani et al., 2018), Monoxide

(Wang & Wang, 2019), and Chainspace (Al-Bassam, Sonnino, Bano, Hrycyszyn & Danezis,
2017).

1.

OmniLedger (Kokoris-Kogias et al., 2018): To reduce the number of cross-shard transactions,
an atomic submission protocol is proposed. It is possible to reduce the storage requirements
for the nodes within a shard by placing a state block within the shard. Nevertheless, it
suffers from a long transaction delay when dealing with cross-shard transactions. Due to
this, blockchain systems are impacted substantially in terms of parallelization.

RapidChain (Zamani et al., 2018): It is an improvement over OmniL.edger (Kokoris-Kogias
et al., 2018). By using the intera-shard routing protocol, cross-shard transactions can be
processed more quickly. It is possible to significantly increase the scalability of a blockchain
system by utilizing RapidChain. When there are a large number of false cross-shard

transactions, the verification of transactions may be delayed in a blockchain system.
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29 Particle swarm optimization algorithm

The particle swarm optimization (PSO) algorithm has been widely used for the solution of
single-optimization problems (Wen-Bin & Yong-Hong, 2021). The algorithm uses a random
search method based on the behavioral pattern of a swarm of birds to forage together and flock
together. Thus, it is affected by the individual and social behavior of the birds (i.e., particles)
within a flock. This algorithm consists of the following stages: initialization, search, updating,
and convergence of the best positions and values. There are several iterations required for each
of these processes. The first step in solving an optimization problem is to generate a set of

random particles or solutions (Nartey et al., 2022).

Multi-objective optimization is the process of obtaining an optimal vector of variables within a
feasible area that is defined by a set of constraints. A vector of variables is identified in such a

way as to minimize or maximize a vector of objective functions (Nartey et al., 2022).

Researchers have been using evolutionary algorithms to solve multi-objective problems, which
are referred to as Multi-Objective Evolutionary Algorithms (MOEA) (Yang, Liu & Tan, 2021).
A high degree of efficiency, robustness, and versatility can be achieved when these algorithms
are applied to complex optimization scenarios. According to (Ridha et al., 2021), multi-objective
optimization was used to solve the problem of designing a standalone photovoltaic system

(Nartey et al., 2022).

As a solution to multi-objective optimization problems, Coello and Lechuga introduced MOPSO
in (Coello & Lechuga, 2002). Before its introduction, PSO was only capable of handling
single-objective optimization problems. Multi-objective optimization problems were reduced to

single-objective problems using a weighted sum approach (Zhang, Sheng, Lu & Shen, 2021b).

MOPSO keeps track of non-dominated solutions as well as updating the population during each
iteration. To arrive at a Pareto optimal set, these elements are referred to as the Pareto set. In
order to create a complete archive, elements are added until the archive is complete. Once the

archive has been sorted, only the very best solutions are retained. There would be more than one
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optimal solution for the global best search result due to the fact that there are multiple objective
functions. The result is the selection of a global leader, which is used to adjust all other solutions

(Nartey et al., 2022). The flow chart for the MOPSO algorithm is illustrated in 2.10.

Initialize Population as H(® (with Pop Particles)

Initialize position (xi) and
velocity (v') of each particle i

Evaluate the objective functions

Get the individual best positions (p*) for each particle i

Store the non-dominated solutions in external archive Hf(o)

Get the global leader from Hf(o)

Update the position (xf) , velocity (v%) and
individual best position (p,i() of each particle i

Update external archive Hf(k) by find the no

non-dominated solutions from (H©® u Hf(k)) e

iterations
K
reached?

Get the global leader from Hf(k)

yes

Stop

Figure 2.10  Flow chart for MOPSO
From Nartey et al. (2022)

The Particle Swarm Optimization (PSO) algorithm is based on mathematical modeling of species
interactions within groups, such as those observed in bird flocks (Kennedy & Eberhart, 1995).

This optimization algorithm has been used frequently in different fields to solve challenging and
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complex optimization problems using swarm intelligence (Thakkar & Chaudhari, 2021; Pervaiz,

Ul-Qayyum, Bangyal, Gao & Ahmad, 2021; Haouari & Mhiri, 2021).

Using a population of individuals called particles, this algorithm searches for solutions within
the solution space. Each individual or particle has the potential to provide a solution to an
objective function. The particles identify the optimal solution through cooperative exploration
and exploitation of different areas of the solution space. There are three parts to a particle:
a position vector (the likely solution), a velocity vector indicating the direction in which the
particle will move, and a memory that saves the particle’s optimized position from the beginning
to the current iteration. An illustration of particle movement within the solution space is provided

by the following equation:

v(t+1)=w.w(t) +cr.rand.(p_best —x(t)) + co.rand(p_gbest — x(t))

x(t+1)=x(t)+v(r) (2.11)

In these equations:

* v: The velocity of the ith particle

e x: The position of the particle

* t: The number of iteration

* ¢: Learning factors designed to control the exploring and exploiting capability of PSO

* rand: A positive random number between 0 and 1 under normal distribution

* w: The inertia weight coeflicient

* p_best: The best position of the particle from the beginning to current iteration

* p_gbest: The position of the best particle in each iteration which has the best fitness value in

the population.
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The particles are initially initialized randomly in the search space at the beginning of the process.
A cost function is then used to calculate the fitness of each particle, and the particle with the
highest fitness value is selected as the leader of the population (p_gbest). The following steps
are followed in each iteration until the termination criteria are met:

1. Equations for moving particles in space 2.11 and 2.11.

2. Using the cost function to calculate the fitness value of each particle.

3. Update of the leader’s position and the particle’s memory (p_best).

The solution to the optimization problem will be presented in the final step as the particle (or
leader) with the highest probability in the last iteration. Particle swarm optimization is illustrated

by the following pseudocode.

Algorithm 2.1 Pseduo code for the PSO algorithm

1 Initialize pop
2 for iteration « 1 to itmax do

3 for particle < 1 to popmax do
4 velocity «—
wxvelocity +cl«rand = (p_bestparticle) + c2 «rand = (p_gbestparticle)

5 particle < particle + velocity

6 fitness « cost function(particle)

7 if fitnesspariicie > cost function(p_gbest) then
8 ‘ p_gbest « particle

9 end if

10 if fitnesspariicte > cost function(p_best) then
11 ‘ p_best «— particle

12 end if

13 end for
14 end for

15 final_solution <« p_gbest

Particles tend to move toward the most suitable particle in the population (p_gbest) when c; is
high and ¢ is low, as described by equations 2.11 and 2.11. The particles will search around
the most optimal position that they observed at the beginning of the iteration (p_best) if ¢

and c; are high. In order to control the algorithm’s exploratory and exploitative capabilities,
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it is necessary to select the appropriate amounts for these two factors. According to different

publications, fixing them at 2 will result in a reasonable convergence rate.

It is true that the PSO algorithm has the advantage of fast convergence (Wen-Bin & Yong-Hong,
2021), however, it has a serious disadvantage in that it tends to get trapped in local optima. This

often leads to an excessive amount of searching.

Also, a parallel PSO algorithm reduces the computational costs associated with the algorithm.
It is important to note that the majority of these parallel algorithms are not distributed, which
means that they are composed of multiple processors communicating with each other through
shared memory rather than multiple computers communicating through a network. Additionally,
a great number of parallel implementations of the PSO algorithm are based on synchronous
implementations, which evaluate all particles within each iteration before moving forward. It is
possible for this implementation to result in poor parallel performance in some cases, particularly
if the cluster’s resources are imbalanced. Many works have proposed a distributed asynchronous
PSO algorithm based on Message Passing Interface, but have failed to consider fault tolerance

and scalability.



CHAPTER 3

THE FORK PROBABILITY MODELING OF BLOCKCHAINS

The content of this chapter concerns a novel form modeling that incorporates parameters not
previously considered, such as network delay and validation degree. Section 3.1 presents various
motivating use cases for this work. Section 3.2 explains the proposed model for Ethereum
network and EIP-1559. Section 3.3 presents the proposed model evaluation. Finally, a conclusion

is offered in Section 3.4.

3.1 Introduction

The focus of this research is on forks, one of the most significant challenges facing blockchain
networks. Intentional forks and accidental forks are the two main types of forks. Through
these intentional forks, technical issues have been resolved, resources have been recovered, and

updated features have been added (Chang et al., 2019).

As a result of propagation delays, each node has a different replica of the blockchain. Forks are
resolved by blockchain-based consensus protocols. Different consensus protocols are used to
determine the global chain. Bitcoin PoW resolves forks by choosing the longest chain. According
to the paper, the longest (deepest) blockchain is selected for all nodes in order to model this
protocol. Using a voting mechanism, multiple nodes with the same depth blockchain can fork.
There is a depth to the fork that is determined by the nodes. Therefore, the longest fork is

considered to be the global chain.

The newly developed fork rate model enabled us to estimate the probability of forks. Furthermore,
we were able to determine whether fork rates increased or decreased. The proposed probability
model has been used to analyze the effects of EIP-1559’s critical parameters on fork probability.
A fee market mechanism was introduced in EIP-1559 in 2021 to improve the user’s experience

in setting fees for transactions (Reijsbergen et al., 2021).

This research has made the following contributions:
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* A new blockchain simulator by adding new capabilities, such as the ability to simulate
validation degree and the ability to simulate EIP-1559 networks.

* Itis being investigated how new and important parameters affect the fork issue.

* This new model includes more parameters that affect fork occurrence probability than
previous models.

* Analysis of the impact of EIP-1559 parameters on the probability of occurrence of forks

based on the proposed model.

3.2 Fork probability modeling

We have developed our fork occurrence probability model on the basis of the model described
in the previous section. Although the previous method can estimate the likelihood of forking,
its main disadvantage is that it excludes other critical parameters, such as network delay. A
number of parameters have a significant impact on the probability of a fork occurrence, including

validation degree (v), network delay (D), time interval between blocks (block_interval), and 6.

Delay on the network is affected by the level of validation. Increasing the validity degree leads
to a higher number of nodes participating in the block validation process, resulting in a longer
network delay. On the other hand, an increase in network delay increases the probability of
multiple nodes accepting the same block at the same time. There is an increasedelihood of forks
occurring when the network is delayed. In a similar manner to 8, block_interval has an opposite
effect on the probability of a fork. Based on this theory and the previously introduced models,

we have developed our fork model as follows:

(_ Dxv )
r_s_3 = 1 —e t_Bxblock_interval+6 (3.1)

We calculate the forking rate of blocks in accordance with Equation 3.1, in which we account for
the delay in the network (D), the degree of validation (v), and the average time interval between

blocks (7_B).
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In comparison with previous models, our proposal has the advantage of incorporating more
effective parameters, such as the network delay. Forks are primarily caused by network delays,
which can be affected by a variety of factors. As previously mentioned, the validation degree is
positively correlated with the network delay. The parameters contained in EIP-1559 may also

influence the network delay and, consequently, the likelihood of forking.

As a result of a reduction in miners’ marginal costs, block creation time is likely to increase. A
fixed period of time will result in fewer blocks being created and propagated over the network.
In order to reduce network delays, it is possible to increase the average marginal cost of the

miners, which results in a lower likelihood of forks.

For the purpose of evaluating the performance of the proposed model, we developed a new
blockchain simulator by adding new input parameters, including the validation degree and 6. Our
newly developed feature allows users to analyze the impact of these key parameters on various
aspects of the blockchain. To determine whether an increase in validation degree will lead to an
increase in the number of forks, we can simulate the network, for example. Additionally, we are
able to measure and analyze the security assessment rate of the blockchain in various situations

by adding the validation degree to the simulator.

As part of our enhancements, we have included the capability to simulate the EIP-1559 network.
A fee cap is assigned to each transaction in the updated simulator based on a random process
over an interval defined by the user. In contrast, each miner may select the marginal cost and
block size at random within predetermined intervals. For simulating the block fee, Equation
2.10 is used to calculate the base fee, and a transaction may be added if it meets the transaction
condition in Equation 2.8. This allows our solution to simulate the EIP-1559 network with a
variety of different parameters in order to determine how they affect the network. In order to
make it applicable for beacon chain blocks as well, some modifications must be made to the new
simulator. It is important to note that the new simulator is still compatible with POW-based

Ethereum networks.
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Using our improved simulator, we investigated the impact of changing miners’ marginal costs

and step sizes (see Equation 2.10) on the network delay. This research aims to introduce a new

version of blockchain simulator that includes more network parameters and can also simulate

the EIP-1559 network. Therefore, this simulator offers the following advantages:

1. Provide users with more input parameters, such as validation degree, #, minimum marginal
cost of a miner, fee cap, step size, etc.

2. The proposed fork probability function will be used to calculate the fork occurrence

probability and the security assessment rate during the simulation.

In order to determine the impact of different parameters on the probability of a fork occurring in
the Ethereum network and the EIP-1559 network, we conducted several experiments using the

enhanced blockchain simulator.

3.3 Evaluation and results

A fork occurrence analysis has been conducted on both the normal Ethereum network and
the EIP-1559 network. The results achieved will be discussed in more detail in the following

subsections.
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3.3.1 An analysis of the results of a regular ethereum network

It was our intention to evaluate our model by conducting two experiments. First we had 30
nodes in the first experiment, then we had 60 nodes in the second experiment, and finally we

had 120 nodes in both experiments. In both cases, there were a large number of mining nodes
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that were connected. The average results obtained during the two experiments can be found in

Tables 3.1 and 3.2.

Table 3.1 An average of D, p, r_s_1 and r_s_3 for 30 nodes
\ % 0.5 0.6 0.7 0.8 0.9 1
D 4351.92 | 4764.59 | 4920.012 | 5148.73 | 5395.78 | 5621.69
0 1.94 2.088 1.56 1.18 1.37 1.29
r.s_1| 0.0856 | 0.0875 0.0911 0.113 0.0881 | 0.0925
r s 3| 0.9051 | 0.9825 0.9866 0.9867 | 0.9958 | 0.9998
Table 3.2 An average of D, p, r_s_1 and r_s_3 for 60 nodes
| % 0.5 0.6 0.7 0.8 0.9 1
D 8742.068 | 9569.83 | 9642.723 | 10447.41 | 10611.95 | 10783.072
o, 4.126 3.79 3.25 3.107 2.84 2.5
rs_1 0.074 0.0745 0.0735 0.0732 0.0743 0.0733
rs 3| 0.9978 0.9992 0.9996 0.9999 0.9999 0.9999
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Figure 3.4 Network delay and marginal cost

As shown in these tables, the validation degree affects the network delay (D), the security
assessment rate (p), r_s_1I and our fork probability model (r_s_3. For a network with 30 nodes,
if v = 0.5, the probability of forking is 90.51%, whereas if v = 1, it is 99.98 %. For a network

containing 60 nodes, these two values are estimated to be 99.78% and 99.99%.
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The results of these tables suggest that an increase in validation degree will result in higher values
of D and r_s_3 and lower security assessment rates. As a result of increasing the validation
degree, the number of nodes participating in the verification process increases significantly,
resulting in a delay in the block propagation process. As a result, the blocks that were mined
simultaneously have more time to propagate through the network and be accepted by other nodes

as the head of the chain.

As shown in the tables 3.1 and 3.2, a higher validation degree raises the probability that forks
will occur. The increased validation degree, however, decreases the likelihood that fake blocks
will be accepted, as it increases the likelihood that nodes will verify the block. As can be seen
from the values of the security assessment rate, this concept is clearly evident. The purpose of
this parameter is to control the trade-off between the probability of a fork occurring and the
security of a network. In this study, one of the key contributions is the implementation of this

effective parameter in our blockchain simulator.

The tables 3.1 and 3.2 demonstrate that the network with more nodes experiences a longer delay
since more nodes are required to verify and validate newly created blocks. As a result, there is a
higher fork probability as well as a higher rate of security assessments as the number of nodes

increases. Thus, an increase in the number of nodes can negatively impact the network situation



65

in terms of the probability of a fork occurrence and the acceptance of fake blocks. In general,
our fork model (r_s_3) performs well when it comes to predicting fork probability in different
scenarios, whereas r_s_I has not been able to accurately predict fork probability. Because our

model includes more effective parameters than r_s_/, it is more effective than r_s_1.

A summary of the average number of forks for 30 and 60 nodes, as well as for six different values
of validation degree, is presented in Figure 3.1a. It is evident from these graphs that the number

of forks increases with an increase in the level of validation.

There is a comparison between the fork probability and the network delay in Figures 3.2a and
3.1b. A significant network delay results from an increase in the validation degree and the

number of nodes. There is a greater chance of a fork occurring as a result.

In addition, Figures 3.3a and 3.3b provide similar information about ¢_get_block_body and
t_block_body. There is a longer delay between sending and receiving get_block_body and
block_body. In addition to the increase in validation degree, increasing the number of nodes
participating in the verification process will also increase the number of nodes participating
in the verification process. Thus, the block miner should send and receive the corresponding
messages (inv, get_header, header, block_body, and block_body) to a greater number of nodes.
Consequently, it takes longer for a block to propagate over the network. As a result, there is
clearly a greater value to D. In a similar manner, Figure 3.2b illustrates how r_s_1 evolves over
time. Based on the Figure, it is evident that r_s_/ has a relatively low accuracy in predicting the
likelihood of a fork. All of the experiments have been run at 6 and 15 respectively for 6 and

Block_interval.

3.3.2 Simulation results and analysis for EIP-1559

We conducted several experiments to determine whether marginal costs and step sizes affect
network delay. We increased the marginal cost from 0.1 to 0.9 in two cases: d = 0.125 and d =

0.25. In these experiments, it is important to note that:

* Each transaction has a random premium value between 0 and 1.



66

* There may be 10 to 100 transactions in each block, which are also randomly generated during
simulation.

* A total of 60 nodes, including 30 miners, are used in all of the simulations.

As shown in Figure 3.4a, marginal cost affects the total number of blocks created. According to
this figure, as the marginal cost of miners rises, the number of blocks that can be created will
decrease as a result of a decrease in the number of miners. Due to this, marginal costs go up, and
there will be a decreased likelihood of a block to include transactions as a result. In addition, it
is also possible to do the same thing by increasing the step size in order to achieve a similar
effect. If there is a larger step size, the base fee per block will be higher than if there is a smaller

step size.

The model we proposed was validated by hours of actual statistics taken from the Ethereum
network, in order to validate its accuracy. In order to demonstrate the effectiveness of our
improved simulator, we analyzed the marginal costs of the blocks created on the 19th of May
2022 between 2:49 and 5:49 AM EST and on the 21st of May 2022 between 7 and 11 PM EST
on the 19th of May 2022. This is done by selecting a random sample of periods at random for
the purposes of this analysis. As shown in the tables 3.3 and 3.4, an increase in marginal cost

may result in the creation of fewer blocks on average.

The table 3.4 indicates that 483 blocks were added to Ethereum’s main chain during the time
period from 9 p.m. to 11 p.m. on the 21st of May. There were 495 blocks created between the
hours of 5 p.m. and 7 p.m. During these two periods, the marginal cost for miners was 5.83 and
5.59. There were fewer marginal costs between 5 p.m. and 7 p.m., resulting in 12 more blocks
being generated. This concept is illustrated in our simulation. According to Figure 3.4a, higher

marginal costs result in fewer blocks being created.

Network delays are affected by marginal costs and step sizes, as shown in Figure 3.4b. As can
be seen from this Figure, higher marginal costs and larger steps result in a reduction in network
delay as fewer blocks are created. In the event that marginal costs and base fees are increased,

miners will require additional time to complete their blocks.



67

Table 3.3 Block marginal costs from 2:49 AM to 5:49 AM EST on 19th of May 2022

Time of creation Blocks ID Num created blocks | Avg marginal cost
4:49 AM-5:49 AM | 14803024-14803326 290 5.3
3:49 AM-4:49 AM | 14802758-14803023 260 5.67
2:49 AM-3:49 AM | 14802502-14802757 250 7.72

Table 3.4 Block marginal costs on May 21st from 7 to 9 PM EST

Time of creation Blocks ID Number created blocks | Avg marginal cost
9 PM-11 PM 14819475-14819973 483 5.82
7 PM-9 PM 14818956-14819474 503 4.68
5 PM-7 PM 14818445-14818955 495 5.59

Therefore, fewer blocks are propagated over the network, resulting in a shorter delay. Figure
3.4b illustrates the relationship between the marginal cost of miners and network delay. Two
exponential curves have been fitted to values of the network delay in order to determine the
relationship between the marginal cost of miners and network delay. Withd =0.125 and d =
0.25, the MSE error is 2.016 and 3.675, respectively. According to these curves and the MSE
error values, an increase in the miners’ minimum marginal cost leads to a significant reduction
in the network delay. As can be seen from the Figures 3.4a and 3.4b, these two parameters
are closely related. Reducing the network delay can reduce the probability of a fork.ity. By

increasing marginal costs, it is possible to reduce the probability of forks occurring.

In addition, we examined the impact of marginal cost and step size on the number of orphan
blocks. Increasing the marginal cost and step size generally reduces the average number of
orphan blocks. This indicates a lower likelihood of a fork, as shown in Figure 3.5a. According
to the following Figure, the proposed fork model is highly efficient. Figure 3.5b illustrates the

graph of the base fee during the simulation, which illustrates the accuracy of our simulation.
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34 Summary

In this chapter, a new model of the probability of fork occurrence is presented that includes
more effective parameters in comparison to other methods such as the network delay (D) or the
validation degree (v). To verify the validity and efficiency of the proposed model, we conducted
experiments on the Ethereum network as well as the EIP-1559 network. In our simulation results,
we found that increasing the validation degree will result in a significant propagation delay,
which will increase the likelihood of a fork. In addition, the results indicate that a decrease in
the number of blocks created in EIP-1559 will result in a higher probability of a fork caused by

an increase in the marginal costs of the miners.






CHAPTER 4

SHARDING AND ITS IMPACT ON FORK PROBABILITY

In this chapter, our primary goal in this study is to determine the impact of adding new shards
to a blockchain on the probability of forks occurring. In order to achieve this goal, we first
developed a novel simulator which enables us to simulate sharded networks. Section 4.1 presents
sharding and scalability issues after EIP-1559 update on Ethereum network. Section 4.2 explains
the proposed model for Ethereum network with sharding capability. Section 4.3 presents the

proposed model structure. Finally, a conclusion is offered in Section 4.4.

4.1 Introduction

Blockchain technology has encountered a number of challenges, including forks and low
transaction processing rates in comparison with other payment methods. Additionally, sharding
ensures that the network will be scalable in addition to providing a solution to the issue of low
processing rates. In spite of this, it is unclear whether it will affect the likelihood of a fork. This
chapter aims to determine whether adding new shards to a blockchain increases the likelihood
of forking. To accomplish this goal, we developed a novel simulator that simulates sharded
networks. Following that, we examined the effect of sharding on the occurrence of forks. This
research makes the following contributions:

1. Introduce a novel simulator for simulating the network of EIP-1559 with multiple shards

2. Investigate the impact of adding new shards on the probability of forking

4.2 Sharding mdesign and modeling

According to the previous section, this study is primarily concerned with investigating the
impact of sharding on the probability of occurrence of forks. In order to accomplish this, we
enhanced BlockSim, introduced by the author. (Faria & Correia, 2019), by adding the capability
to simulate sharded networks. Additionally, this new simulator is capable of simulating the

EIP-1559’s network, which includes new features such as base_fee, Miners’ marginal cost, and
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fee_cap. The base_fee of each block is calculated using the equation 2.10. Figure 4.1 illustrates

the different components of BlockSim.

Transaction Block Generation
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Figure 4.1 Different parts of the BlockSim
From Alharby & Van Moorsel (2019)
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A new simulator has been developed that allows the user to determine the number of shards
and then distribute nodes (miners and non-miners) uniformly among them. The process is then
initiated independently by each shard. Every node has a new feature called shard_num, which
identifies the shard to which it belongs. Additionally, there are two additional features in the

transactions that determine the shard number for the sender and receiver.

For a sharded network to be effectively simulated, cross-shard transactions must be processed
differently than in a non-sharded network. Transactions cannot be included in blocks until they
have been confirmed both in the origin and destination shards. An additional feature called
confirmed has been added to the transaction class in order to simulate cross-shard transactions.
For intra-shard transactions, this feature is set to "true" so that each shard’s miners can add

intra-shard transactions to their blocks.

In cross-shard transactions, this feature is set to "false" at the beginning. When first-time miners
pick up cross-shard transactions from their mempool, they do not append them to their blocks.
As soon as the corresponding process is initiated, it adds the transaction to a repository in order
to obtain confirmation from the origin and destination shards. A supplementary procedure has
been added to the simulator in order to simulate cross-shard transactions. Before this procedure
can be activated, a predetermined number of blocks must be created in each shard. If the
corresponding parameter is set to 4, for example, the process is initiated after each of the four

blocks has been created.

Through this process, cross-shard transactions are confirmed (their confirmed feature is set to
"true") and returned to the miner’s memory pool. By doing so, they will be able to be included
in future blocks. The flowcharts of block creation and cross-shard transactions are displayed in
Figures 4.2 and 4.3. Moreover, the proposed simulator presents a class diagram of Ethereum

nodes 4.4.
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4.3 Evaluation and results

To determine the effect of sharding on the fork occurrence probability, a simulation of the
EIP-1559 network with different shard numbers was conducted. The probability of a fork
occurring (equation 3.1), the number of orphan blocks, and the overall delay of the network

were calculated. In the following subsections, we present the results for networks with 60 and

120 nodes.
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4.3.1 60 nodes

During these experiments, we simulated the EIP-1559’s network with one, two, three, and four
shards, respectively. It was only due to the lack of scalability that we would encounter during
the experiment that we decided to perform this experiment with this number of shards. This
parameter can be changed according to demand for other cases as well, depending on the number
of shards. In the first experiment, in which there is only one shard, 448 blocks are generated.
Fork probability is 0.99 and there are 219 orphan blocks in the network. As part of the last
experiment, we had four shards. 21 blocks were created in the first shard, 19, 11 blocks in the
second shard, and 16 blocks in the third shard. Therefore, 67 blocks are created in the sharded
network as a whole. Moreover, the fork probabilities across the first to fourth shards are 0.26,

0.35, 0.16, and 0.405, implying that on average, the fork probability is 0.293.
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As a result of this experiment, there are 9 orphan blocks for each shard, 4 orphan blocks for
each shard, and 7 orphan blocks for each shard. Based on the comparison of the results of the
sharded network with the non-sharded network, it is evident that the fork probability and the
number of orphan blocks have decreased significantly. You can find the results obtained for the

network with three and four shards in the tables 4.1 and 4.2.

Table 4.1 The results for a network with 60 nodes and 3 shards
Shard number Shard 1 Shard 2 Shard 3
Fork probability 0.567 0.438 0.611
Number of orphan blocks 11 13 11
Network delay (ms) 700.889 684.176 674.448
Number of created blocks 24 33 27

Table 4.2 The results for a network with 60 nodes and 4 shards

Shard number Shard 1 | Shard 2 | Shard 3 | Shard 4
Fork probability 0.261 0.355 0.16 0.405
Number of orphan blocks 9 7 4 7
Network delay (ms) 37594 | 411.224 | 147.53 387.8
Number of created blocks 21 19 11 16

As can be seen from the comparison of these two tables, the network with four shards has a
lower fork probability than the network with three shards. The same applies to network delay,
orphan blocks, and the total number of blocks created in each shard. We calculated the average
results for all four experiments to obtain a more accurate estimate of the effect of sharding on
fork occurrence probability. A summary of the results can be found in the table 4.3. It is evident
from the table that increasing the number of shards results in a lower fork probability, which is

also supported by the number of orphan blocks.

Figures 4.5, 4.6, and 4.7 provide graphs depicting fork probability, orphan block number, and
network delay for 60 nodes, respectively. According to these Figures, increasing the number of

shards has a positive impact on the likelihood of a fork.
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Table 4.3  Average results for a network with 60 nodes

Number of shards 1 2 3 4
Average fork probability 0.99 0.88 0.538 0.293
Maximum fork probability 0.99 0.8995 0.611 0.405
Average number of orphan blocks 219 27 11.66 6.75
Maximum number of orphan blocks 219 29 13 9
Average network delay (ms) 11030.045 | 1433.115 | 686.501 | 330.62
Maximum network delay (ms) 11030.045 | 1462.48 | 700.88 | 411.224
Average number of created blocks 448 59 28 16.75
Maximum number of created blocks 448 63 33 21
Total number of created blocks 448 118 84 67
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Figure 4.5 How fork probability changes in each by
increasing the number of shards

4.3.2 120 nodes

In the tables 4.4 and 4.5, the results are presented for networks with three and four shards,

respectively.
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There is no difference between the two tables in terms of the effect of adding a shard on the
likelihood of forks occurring. On the basis of these tables, each shard in the second case has a
lower level of network delay than the shards in the first case. In this way, the probability of a

fork is reduced. Also shown in the table 4.6 are the average results of all experiments.

Table 4.4 The results for a network with 120 nodes and 3 shards

Shard number Shard 1 Shard 2 Shard 3
Fork probability 0.88 0.69 0.86
Number of orphan blocks 10 12 17
Network delay (ms) 1443.228 1286.09 1409.702
Number of created blocks 23 28 37

According to the table, there are 67 blocks generated in the sharded network with four shards.
Accordingly, each shard has an average of 16.75 blocks. Additionally, there are approximately
7.25 orphan blocks created per shard on average. As a result of these numbers, 16.75 blocks

per shard and 7.25 orphan blocks per shard, the average fork probability is approximately 52%.
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Table 4.5 The results for a network with 120 nodes and 4 shards

Shard number Shard 1 Shard 2 Shard 3 Shard 4
Fork probability 0.508 0.433 0.66 0.521
Number of orphan blocks 4 7 7 11
Network delay (ms) 723.411 826.910 805.487 763.458
Number of created blocks 11 18 17 24

Alternatively, in a non-sharded network, the number of total blocks, the number of orphan

blocks, and the fork probability are respectively 458, 217, and 99%. In Figures 4.8 through 4.10,

graphs of the average fork probability, the average number of orphan blocks, and the average

network delay are presented.

These Figures also indicate a decreasing trend in fork probability, orphan blocks, and network

delays. This is due to the addition of more shards to the network. Further, as shown in table

4.3, increasing each shard results in a 23%, 61%, and 63% decrease in fork probability, orphan
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Table 4.6  Average results for a network with 120 nodes

Number of shards 1 2 3 4
Average fork probability 0.99 0.9857 0.81 0.527
Maximum fork probability 0.99 0.99 0.88 0.66
Average number of orphan blocks 227 29 13 7.25
Maximum number of orphan blocks 227 39 17 11
Average network delay (ms) 22495.154 | 3097.77 | 1379.67 | 779.814
Maximum network delay (ms) 22495.154 | 3122.956 | 1443.221 | 826.91
Average number of created blocks 458 62 28 17.5
Maximum number of created blocks 458 84 37 24
Total number of created blocks 458 124 88 70
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Figure 4.8 How fork probability changes in each by
increasing the number of shards

blocks, and network delay, respectively. According to the table 4.6, these percentages are 15%,

62%, and 61%, respectively, for a network with 120 nodes.

According to the study, a reduction in the probability of a fork occurs as the number of shards
increases. As a result, all of our simulations assume that the nodes are equally divided into
different shards. As a result, all shards in our simulation contained the same number of nodes.

There is no doubt that a shard with more nodes will have a higher chance of forking than one with
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fewer nodes. Further, in order to achieve a reasonable conclusion about the effect of sharding on

fork occurrence probability, validation degree and 6 were set at 1 and 6, respectively.
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44 Summary

This chapter presents a novel simulator that can simulate the EIP-1559 network as well as
sharded networks. Using the proposed simulator, we investigated the impact of sharding on
the probability of forking. This was achieved by simulating two networks for EIP-1559, each
containing 60 and 120 nodes. Our experiments examined the effects of increasing the number of
shards from one to four. A fork was more likely to occur, the number of orphan blocks increased,

and the network was more likely to experience delays.

As aresult of adding a shard to either network, the number of orphan blocks is reduced by 60%
on average. There is a positive effect of sharding on the fork issue as demonstrated by the results.
However, sharding increases the vulnerability of the network to 51% attacks. Therefore, in a
sharded network, each shard has a reduced hash rate compared to a non-sharded network. In
this way, attackers can more easily control shards rather than the entire network. It is therefore
possible to examine the effect of increasing the number of shards on the vulnerability of the

network against 51% attacks in future research.






CHAPTER 5

NEW ON-CHAIN GOVERNANCE MODEL BASED ON PARTICLE SWARM
OPTIMIZATION FOR FORK REDUCTION

The content of this chapter concerns how sharding would affect the probability of forks. The new
on-chain governance model has also been implemented that utilizes Particle Swarm Optimization
in order to ensure that the number of forks between different shards are reduced. Section
5.1 presents various motivating use cases for the sharding solutions and on-chain governance
methods to ensure the scalability. Section 5.2 explains the proposed new on-chain governance
model for Ethereum network. The results obtained from our study give us the confidence that the
proposed on-chain governance model reduces the risks associated with forking and maintains a
positive user experience as a result of the results obtained. Section 5.3 presents those results.

Finally, a conclusion is offered in Section 5.4.

5.1 Introduction

The use of blockchain technology has become increasingly popular since Bitcoin was introduced
in 2008 (Nakamoto, 2008). The decentralized nature of this novel technology has made it
a hot topic among researchers since then. Decentralization, transparency, immutability, and
security are the most notable features of this revolutionary technology. There are a number
of challenges associated with blockchain technology, as with other technologies. A major
challenge in blockchain networks is the fork. When two (or more) miners propagate their blocks
simultaneously, this occurs. The node in this situation will accept the block that arrives earlier
as the tip of its chain. Thus, two (or more) branches of the chain will grow simultaneously.
The conflict will be resolved by selecting the longest chain, and the remaining blocks will be

considered orphans.

This can result in security issues for the network, a decrease in trust among users, and a decrease
in the value of the coin as a result. A fork can be caused by a variety of factors, but network

delays are the most common. Due to network delays and traffic, newly generated blocks may
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arrive at the nodes of the network sooner or later than each other. Accordingly, the last block of

the nodes is determined by the arrival of the first block.

Another challenge associated with blockchain systems is their low transaction processing rate.
A typical Ethereum network processes about 15 transactions per second, while other payment
systems, such as VISA (Georgiadis, 2019; Gao et al., 2019), are able to process thousands of
transactions per second. With an increase in the number of nodes, this problem becomes more
challenging to solve. A further challenge associated with blockchain networks is their scalability.
The concept of sharding was introduced in Elastico (Luu et al., 2016) in order to overcome
this problem. Sharding involves dividing nodes into groups so that each group runs its own
chain at the same time. Through the use of sharding, it is possible to process transactions more
efficiently. In sharded networks, there are two types of transactions:

* Intra-shard transactions are transactions between nodes within a single shard

* Cross-shard transactions are transactions which are made between nodes across different

shards

In a sharded network, transactions carried out between two nodes are confirmed in the same
way as transactions carried out between nodes in a non-sharded network. In spite of this, for a
cross-shard transaction in which the origin and destination are in different shards, both shards
must approve the transaction in order for it to be included in the block. As a result, it takes a

longer period of time to confirm these types of transactions.

In order to maintain a network’s stability and security, a governance mechanism is used to control
and govern it. We have introduced several governance models, which can be categorized into
two main categories: on-chain governance and off-chain governance. An off-chain governance
model involves developers making decisions outside of the blockchain, which is contrary to the
very nature of decentralization associated with blockchain technology (Cao et al., 2021). In the

event of disagreements regarding off-chain governance, the network may undergo a hard fork.

The on-chain governance model allows users to make decisions through voting. As a result,

these types of governance models are more secure and transparent. Based on particle swarm



86

optimization algorithm, this research proposes a novel on-chain governance model to improve

user experience and fork probability.

To illustrate this, we have added the ability to simulate a sharded network governed by the
suggested on-chain governance model to our blockchain simulator. Our next step was to conduct
several experiments to determine whether sharding affects the likelihood of a fork. Furthermore,
we have applied our proposed on-chain governance models to two sharded networks with two
and four shards, respectively, to test how well the proposed method reduces the fork probability
and maintains a satisfactory state for users. In addition, we have chosen the EIP-1559 network

as a case study for our analysis.

A summary of the main contributions of this research is as follows:

1. Investigating the effects of sharding on the likelihood of forks

2. An on-chain governance model based on particle swarm optimization is presented

3. Developing a cost function for optimizing the PSO algorithm based on fork probability and

user experience

5.2 Proposed model

By utilizing the Particle Swarm Optimization algorithm (PSO) as an on-chain governance model,
we are able to maintain a balance between fork probability and users’ experience on the chain.
This model controls the following parameters: validation degree, miner’s minimal marginal

cost, average block size, and average time between blocks.

In order to find the most suitable solution, multiple competing objectives must be met. One method
for accomplishing this is the use of optimization algorithms that can address multiple objectives
at the same time. In recent decades, metaheuristic algorithms have become increasingly popular
for solving both single-objective optimization problems as well as multi-objective optimization
problems Konak, Coit & Smith (2006); Rao, Rai, Ramkumar & Balic (2016). Meta-heuristic

algorithms have a number of significant characteristics, including their independence from
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problems, ease of use, and ability to solve problems. Due to their independence from the

problem, these algorithms do not take into account the specific characteristics of each problem.

A random node in the network is connected to each learner at the beginning of the learning
process. This node obtains critical network parameters from the nodes that are connected to it.
Afterwards, each learner runs a complete PSO independently to determine which parameters
should be used to maintain a balance between fork occurrence probability and user experience.
This is due to the fact that each learner experiences a proper balance between the probability of

fork occurrence and the user experience.

As a result of the random connection between the learners and the other nodes, each of them has
a different value for the parameter. This is due to the random connection between them. In a
consensus mechanism, different solutions proposed by learners are aggregated. Based on the
variety of solutions proposed by the learners, we are able to reach a final decision about the
entire network. Detailed explanations of the newly developed simulator, the input parameters
and their effects on the fork probability are provided in the following subsections. Furthermore,
they provide a detailed explanation of the structure of particles and the cost function of the PSO

algorithms.

5.2.1 Improved simulator

A simulator would be required to evaluate the effectiveness of our proposed on-chain governance
model. By adding the capability of simulating sharded networks to Blocksim, a simulation tool
developed by the authors of (Faria & Correia, 2019), our work contributed to the improvement
of the existing blockchain simulators. A PSO-based on-chain governance model was also

developed and implemented, where our experiments were conducted.

In our simulator, we have added a newly-created node called learners. The responsibility of
this node is to collect input parameters from their neighbors, run PSO, and provide an optimal
solution based on the input parameters. At the beginning of every shard, a predetermined number

of blocks are generated before these nodes become active. By analyzing the blocks that you
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have created, they provide you with the optimal solution. In order to reach a consensus, all
suggestions are compiled using a consensus mechanism. A consensus mechanism is used to
aggregate the solutions proposed by different learners in each shard so as to maintain control
over the whole chain of solutions. A number of methods have been proposed in order to develop

consensus mechanisms, including the (Zhang, Schmidt, White & Dubey, 2019a) method.

Throughout this study, we have used a weighted average mechanism to determine validation
degree, minimum marginal cost, average block size, and interval between blocks. In this
procedure, weights are assigned to each solution based on the sum of the hashes produced by all
miners who are connected to the solution. The learner node with the highest weight is connected
to the miners with the highest total hash rate. It is one of the learners associated with the
miners with the highest total hash rate. Upon completion of the averaging process, the miners
generate the marginal cost and block size randomly based on the average value determined by

the governance model.

In addition, it is computed by averaging the values for validation degree and average time between
blocks for each shard. It was necessary to take into account the parameter learning_frequency
when developing a governance model. When determining when the governance model’s tasks
should be completed, this factor will be taken into account. Thus, if the governance model is
learning_frequency = 4, then it should be able to determine the optimal values for each of the
four blocks. It is followed by the creation of four more blocks by the model. All simulations we
have conducted have been run with learning_frequency set to 4. You can see this in Figure 5.1,

which shows the class diagram of the learner nodes.
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Figure 5.1 Class diagram of the learner nodes in the new simulator

5.2.2 Input parameters

This study focuses primarily on the occurrence of forks. As a result, it has been demonstrated
that the proposed governance model reduces the likelihood of a fork occurring. Users may

experience a negative user experience as a result of reducing the probability of forking.

A reduction in miners’ marginal cost may decrease the probability of forking, however, this may
result in overpayments for miners and an increase in the amount of time it takes for users to
receive their blocks. As a result of the parameters selected, the following paragraphs provide an
explanation of how the network behaves.

* The Miners’ minimum marginal cost for EIP-1559 refers to the amount that a user must pay
to the miner in order to have his transaction included in the block. Due to the higher marginal
costs, users are required to pay more per transaction. Therefore, they are less likely to be
included in the block. Consequently, the time it takes to create a block could increase. This
will result in fewer blocks being created over time. A fork of the blockchain is less likely to
occur as a result of this.

Due to this effect, increasing the marginal cost of a product may adversely affect the user

experience, which may negatively impact the customer’s satisfaction. As a result of the
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above, this parameter negatively affects the user’s experience. Fork probability and the
user experience are directly influenced by this parameter, which is defined as our objective
function. According to our simulations, we can generate a value between 0 and 0.9 for
miners’ marginal cost.

In order to determine the mean marginal cost, it is necessary to use the governance model.
The average marginal cost can be calculated based on each run of the governance model
that has been applied to the final solution. Once the average value of the marginal cost
has been determined, the miners will draw random numbers from that value to calculate
their marginal cost. Additionally, the premium value of each transaction is also generated at
random between 0 and 1.

Validation degree (v): The number of nodes that need to validate a newly created block in
order to be approved as the new tip of the chain is determined by this parameter. If v = 0.5,
half of the nodes in the chain approve it, and once it has been verified, they add it to their
chain. In contrast, the other half accepts it without verifying it. Therefore, once a block has
been validated, when v = 1, all nodes should accept the block.

This parameter is strongly correlated with the number of nodes involved in the process of
block verification, resulting in an increase in network delay (see equation 2.1) as the primary
cause of forks in the chain. As a result, the likelihood of a fork is higher when the validation
degree of the text is high. Using the governance model, it was determined that the optimal
value of validation is between 0.5 and 1.

Average block size (number of transactions in the block): Based on the assumptions made in
this research, the size of each block will be determined at random and around an average
block size. Based on the length of the parameter, this parameter determines the size of the
blocks. There is a direct correlation between the length of a block and the amount of time it
takes for it to complete and propagate across the network. In light of this, it is likely that
there will be a delay as well as a higher probability of a fork in the near future.

In the simulations, a block can contain a maximum of 10 transactions and a minimum of
100 transactions. In accordance with the governance model, the governance model will be

responsible for determining the optimal value of average block size between 10 and 100. It is
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the responsibility of the miners to determine the block size randomly somewhere around this
average value.

* Time between blocks This parameter determines the minimum amount of time between
consecutive blocks. It may be possible to reduce the probability of a fork by increasing the
time interval between two consecutively created blocks. However, this can also result in an
increase in network latency, which is not beneficial for users, as it increases the chances
of forking. Therefore, in order for the system to function effectively, the optimal value
for this parameter must be determined. The governance model searches for the optimal
value between 5 and 30 seconds by looking at the solution space based on the results of the

experiments.

During simulation, learner nodes can be used very effectively to control these parameters. To

ensure a positive user experience, an acceptable probability of forking must be maintained.

5.2.3 Particles’ structure and cost function

In this study, each particle is composed of a vector containing the parameters of the network.
Among these parameters are the validating degree, the miners’ marginal cost, the average block
size, and the time between blocks. A critical aspect of the design process is the development
of a cost function that can be used to model both increasing and decreasing fork patterns.
Additionally, it is important to model the user’s experience. As indicated in equation 5.1a, the

cost function used in this study is shown below:

cost = (5.1a)

( validation_degree
minmarginalcost+avg_block_size+average_time_blocks ) )+ (5 . lb)

wlx(1l—-e"

w2 x (min_marginal_cost + avg_block_size + avg_time_blocks) (5.1¢c)
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The first term of the function is used to model the increasing or decreasing movement pattern of
fork probability (Kwon et al., 2017; Aoki et al., 2019). This second term is intended to control

the user’s experience, particularly overpayments.

Fork occurrence probability and user experience are mutually contradictory when properly
modeled, and can be traded off. A reduction in network latency can be achieved by increasing

the average marginal cost. Forks are therefore less likely to occur as a result.

Increasing it too much, however, will not be advantageous to users since they will have to
pay a large amount per transaction. In equation 5.1c, the second term is intended to prevent
overpayments. Moreover, w/ and w2 are two coeflicients that allow us to focus on the most
critical objective, depending on the network’s conditions. In the case of reducing the fork

probability, for example, we should choose a larger value for w/ than for w2.

In order to emphasize the reduction of forks in our simulations, presented in the following
section, we fixed w/ and w2 to 0.9 and 0.1, respectively. The flow chart of the proposed on-chain

governance process is illustrated in the Figure 5.2.

5.3 Evaluation and results

One of the major objectives of this study is to investigate the effects of sharding and the proposed

on-chain governance method on the fork probability issue. In order to achieve this, two scenarios

were used to simulate the network of EIP-1559 with 120 nodes:

* In the absence of an on-chain governance mechanism to monitor sharding’s impact on forking
probability

* Based on the proposed on-chain governance model, an analysis is conducted of the impact of

on-chain governance on fork occurrence probability
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5.3.1 Simulating a sharded network without on-chain governance

To investigate the effect of sharding on the fork issue, four simulations of EIP-1559’s network
were conducted using different numbers of shards, and key parameters were measured. In the

table 5.1, it can be seen that the average results were achieved.

Table 5.1 Result for a network without on-chain governance with different shards

Number of shards 1 2 3 4
Average number of orphan blocks 227 29 13 7.25
Maximum number of orphan blocks | 227 39 17 11

Total number of orphan blocks 227 58 39 29
Average network delay (ms) 22495.154| 3097.77 | 1379.67 | 779.814
Maximum network delay (ms) 22495.154| 3122.956 | 1443.221 | 826.91
Average number of created blocks 458 62 28 17.5
Maximum number of created blocks | 458 84 37 24
Total number of created blocks 458 124 88 70

According to this table, a sharded network with four shards created 70 blocks in total. As a
result, each shard consisted of an average of 17.50 blocks. Additionally, each shard contained an
average of 7.25 orphan blocks. The total number of blocks created in a non-sharded network
was 458, while the number of orphan blocks was 217. As shown in Figures 5.3a and 5.3b, the

graphs show the average number of orphan blocks and the average network delay.

In addition, increasing the number of shards is likely to result in a reduction in the number
of orphan blocks, as well as a reduction in the network delay. A comparison of the results
without sharding with the results shown in Table 5.1 indicates that adding each shard results in a
reduction of 62% in the number of orphan blocks and 61% in the number of network delays. It
can be concluded from the results of the study that increasing the number of shards reduces
the likelihood of forks occurring. Due to the increase in shards, this has occurred. In our
simulations, we assume that every node is divided uniformly into different shards based on its

configuration.
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Figure 5.3 Orphan blocks and network delay changes

As a result, in our simulations, all of the shards had the same number of nodes, regardless of
their number. Forks are more likely to occur in shards with more nodes than in those with
fewer nodes. A shard contains a significant number of nodes, which explains this phenomenon.
Additionally, we decided to fix 6 and validation degree to one in order to obtain a reasonable

result regarding the effects of sharding on fork probability.

5.3.2 Simulating a sharded network with on-chain governance

The proposed on-chain model was evaluated by simulating four networks based on the EIP-1559
network: four networks with 1 to 4 shards, respectively. We have considered five learner nodes

per shard in each case. A summary of the results is provided in the following subsections.

5.3.2.1 One shard

The purpose of this experiment was to examine only the effect of the proposed on-chain
governance model on the occurrence of forks. The table 5.2 contains the results obtained in this

experiment as well as those obtained when simulating the network without on-chain governance.
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Table 5.2 The result of simulating a network with and without on-chain governance

Shards Num orphan blocks | Total num blocks | Network delay
With on-chain governance 91 331 13169.88
Without on-chain governance 227 458 22495

The table 5.2 illustrates how well our on-chain governance model performs. According to this

table, there is a difference in governance model between networks with and without on-chain

governance. Thus, the number of orphan blocks has increased by the factor of 2.49, while the

number of all created blocks has increased by the factor of 1.3. As a result, the number of orphan

blocks has been dramatically reduced by implementing the proposed governance model. As

shown in Figure 5.4, the proposed model functions as expected.
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Figure 5.4 Performance of the governance model in a
non-sharded network

An illustration of the normalized orphan block number between two consecutive runs of the

proposed model is presented in the form of a bar graph. In addition, the other graphs illustrate
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the output of the model for average marginal cost, normalized average time between blocks and
standardized average block size. Based on this Figure, it can be seen that the number of orphan

blocks has increased significantly.

According to other graphs, this is due to a reduction in both average marginal cost and average
time between blocks. There has been a reduction in the number of orphan blocks in the
governance model as a result of this. It has resulted in an increase in average time between

blocks and average block size, while average marginal cost has continued to decrease.

5.3.2.2 Two shards

The results of applying the proposed on-chain model are shown in Table 5.3.

Table 5.3 On-chain governance results on a sharded network with two shards

Shards Shard 1 Shard 2
Validation degree 0.512 0.512
Minimum marginal cost 0.69 0.63
Block size 43.65 62.54
Time between blocks 21.79 19.16
Network delay (ms) 2198.85 1920.89
Number of created blocks 68 41
Number of orphan blocks 32 18

According to table 5.3, the on-chain governance model has fixed the validation degree at 0.512,
which is basically the minimum value considered. Accordingly, the proposed method selects
the most appropriate value for validation degree in order to reduce the likelihood of a fork. To
ensure a balance between fork occurrence probability and user experience, the proposed model
has chosen a moderate value for minimum marginal cost. In view of the fact that users will
be expected to pay more for a straightforward transaction as the marginal cost increases, the
likelihood of being included in a block will decrease. The creation of a block takes longer as a

result.
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In this way, the chances of forking are reduced to a considerable extent. In spite of the fact
that marginal cost may be beneficial to users, it may also be detrimental to them. According
to a study conducted by the University of British Columbia, a governance model has been
developed in order to come up with a solution that will benefit both users and miners. According
to the proposed model, the time between blocks for the first and second shards should be 21.79
seconds and 19.16 seconds, respectively, according to the proposed model. As can be seen once
again, the model has chosen a moderate value for this parameter. Furthermore, decreasing time
between blocks is also more beneficial to users in addition to increasing the probability of forks
occurrence. In addition, the on-chain model found an average block size of 46.65 for the first

shard and 62.54 for the second shard for block size.

It is clear from the values selected for this parameter that the model attempts to take into account
alternative costs that are in conflict with each other. For the first shard, this resulted in 32 orphan
blocks and for the second shard, this resulted in 18 orphan blocks. Thus, in the simulations
we have performed as a result of this, 50 orphan blocks have been generated. As mentioned
in the previous experiment, there were 58 orphan blocks in the previous experiment without
governance models. There is also a slight advantage of sharded networks in terms of network
delay, as they have a lower average network delay than non-sharded networks, which have an
average network delay of 3097.77 milliseconds (ms). In Figures 5.5 to 5.6b, the governance
model performed well in determining the average marginal cost, average time between blocks,

and average block size.

In Figure 5.5, the red and green graphs illustrate how the governance model balances the fork
probability with the user experience. It is evident from the figure that at certain points, the graphs
exhibit an ascending pattern, while at other points, they exhibit a decreasing pattern, as it can
be seen from the figure. Consequently, the proposed model sometimes increases or decreases
marginal cost in order to reduce fork probability, and sometimes increases or decreases it in
order to improve the user experience. Observations made by connected nodes can be used to
determine whether the number of learner nodes should be increased or decreased in order to

achieve the best results.
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Figure 5.6 Orphan blocks and network delay changes

Both 5.6a and 5.6b use the same concept as time between blocks and block size. The governance

model may decide to increase or decrease these parameters based on the results of monitoring
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the network from its connected nodes. The purpose of this is to reduce the likelihood of forks or
to improve the user experience. The green graphs appear to be shorter than the red graphs based
on these Figures. Due to the lower number of blocks created in the second shard as compared to

the first shard, this is the case.

5.3.2.3 Three shards

Table 5.4 contains the results achieved for this experiment.

Table 5.4 On-chain governance results on a sharded network with three shards

Shards Shard 1 Shard 2 Shard 3
Validation degree 0.57 0.5 0.5
Minimum marginal cost 0.65 0.415 0.383
Block size 67.5 76.6 81.6
Time between blocks 17 19.66 20.5
Network delay (ms) 444736 470.435 478.751
Number of created blocks 19 22 27
Number of orphan blocks 15 10 12

According to this table, both shards have a minimum number of orphan blocks and all of their
parameters are moderate. There is a direct relationship between average marginal cost, average

time between blocks, and average block size, as shown in 5.7 to 5.9.

As can be seen in Figure 5.7, the marginal cost graphs for all shards show a decreasing trend.
Even though this is beneficial for users, it may result in a much higher probability of a fork. As
a result, the governance model has increased the time between blocks in order to maintain this

trade-off and to prevent chains from forking, as illustrated in Figure 5.8.

5.3.2.4 Four shards

In Table 5.5, the results obtained following the implementation of the on-chain governance
model on a network with four shards are presented. According to this table, the first shard creates

the least number of orphan blocks. Among this shard, the average marginal cost] is the highest.
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Table 5.5 On-chain governance results on a sharded network with four shards

Shards Shard 1 Shard 2 Shard 3 Shard 4
Validation degree 0.519 0.5 0.5 0.5
Minimum marginal cost 0.623 0.535 0.485 0.579
Block size 59.5 50 62.125 61.63
Time between blocks 19.4 23.72 21.55 19.75
Network delay (ms) 521.72 634.91 576.44 596.27
Number of created blocks 11 20 16 22
Number of orphan blocks 4 9 7 10

The result will be that users will be required to pay a higher fee to have their transactions included
in a block in this shard. Consequently, there is a reduced likelihood of being included in a block
in this situation. In this shard, fewer blocks are created, and there is less network delay than in
other shards. Furthermore, this shard has a higher validation degree than other shards, resulting
in a lower fork probability and a higher marginal cost. Thus, this shard has the lowest forking

probability of all the shards.
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In the second and fourth shards, the number of orphan blocks is very similar to that of blocks
created in the first shard. The average marginal costs of these two shards are almost equally
different. When comparing average block size with average time between blocks, there is a
significant difference. The second shard has a smaller average block size than the fourth shard,
however the fourth shard has a longer average time between blocks. These parameters have a
similar impact on the probability of fork occurrences and the user experience. It will result in
longer block creation times if both of these factors are increased. Forks will be less likely to

occur as a result of this.

Compared with the other shards, the third has a lower average marginal cost, but the average
block size is the largest. As a result, although the cost of users in this shard is lower than in the
other shards, they have to wait a longer period of time before their transactions are included in a
block. Compared to other shards, this shard takes a longer time to create blocks. Furthermore,
there was a significantly more significant difference between this shard and the first and fourth

shards regarding average time between blocks.

As compared to the first shard, this shard has a loweraverage marginal cost, which is more
beneficial to the users. However, it increases the likelihood of a fork in the future. Meanwhile,
it has a larger average block size, which is inversely proportional to the likelihood of a fork.
Although the third shard does not have the minimum fork probability, it is more cost-effective
and provides users with a better waiting time and cost situation. The governance model’s
performance in determining average marginal cost for four shards and block size for four shards

for each shard during simulations has been demonstrated in Figures 5.10 through 5.12.

According to Figure 5.10, the average marginal cost of the first shard decreases initially and then
increases. It has been observed that lowering the marginal cost increases the fork probability,
and vice versa. As shown in 5.12, the average block size graph of the first shard completely

opposes its marginal cost graph. It begins with an increase and then decreases.
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Consequently, the on-chain governance model increased average block size to manage the

increase in fork probability while maintaining a moderate range for average block interval.
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Even though average marginal cost fluctuates, it generally shows a downward trend, increasing
the likelihood of a fork. According to 5.11, its average time between blocks displays an increasing

pattern, which is inversely related to fork probability.

Alternately, reducing average marginal cost would improve the users’ experience, but would
increase the likelihood of a fork. Due to this issue, the on-chain governance model has increased
the average time between blocks. For the average block size, according to Figure 5.12, the graph
for the second shard does not exhibit any specific characteristics. As a result, it falls within a

moderate range of values.

There appears to be a conflict between average marginal cost and average block size for the
third shard. As shown in the Figures 5.10 and 5.12, when average marginal cost increases, on
the other hand, average block size decreases, and vice versa. Additionally, the graph for average

time between blocks for the third shard does not appear to have a clear pattern.
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The Figures 5.10 and 5.12 illustrate the same concept for the fourth shard. A moderate range of
values has been attempted for the parameters of the proposed method. The purpose of this is to

maintain a balance between fork probability and the experience of the users of this shard.

54 Summary

It is the main objective of this research to compare the probability of forking between the
proposed on-chain governance model and the impact of sharding, as well as the impact of
sharding on the forking rate. In order to achieve this goal, we have simulated a network with 120
nodes and different numbers of shards according to the EIP-1559 specification. We increased the
number of shards from one to four during our experiment. In order to determine the effects of
this on the number of orphan blocks and the overall network delay, this study is being conducted.
The addition of a shard to a network reduces the number of orphan blocks on average by 60% on

average for both networks.

The results of this chapter indicate that sharding has a positive impact on the forking process.
Sharding can, however, increase the network’s vulnerability by as much as 51%. Sharded
networks are characterized by having a lower hash power within each shard than non-sharded
networks. Consequently, attackers are more likely to gain control over individual shards of a

network than to gain control over the entire network.

Secondly, the proposed on-chain governance model was applied to the sharded network in order
to evaluate its efficiency and impact on the likelihood of forks occurring. In order to achieve
this objective, we simulated two networks. In order to accomplish this goal, these networks
consisted of two and four shards, respectively. This chapter demonstrated that the proposed
on-chain model was capable of solving the corresponding optimization problem and determining
the optimal parameter settings for the network as a means of maintaining a balance between the

fork probability and the user experience, based on the results obtained.






CONCLUSION AND RECOMMENDATIONS

As a conclusion, Section 6.1 provides a summary of this thesis, followed by Section 6.2 which

provides an outlook on current and future research.

6.1 Summary

Public blockchain forks, one of the most significant issues, have not received sufficient attention.
In order to provide a scalable platform for using blockchain technology in everyday life, much
effort is being made to solve the scalability problem of existing blockchains. To reduce the effects
of forks, this thesis concludes that a flexible and adaptable blockchain structure can provide
the most optimal structure under a variety of circumstances. This can reduce fork probability
to maximize scalability. A number of decentralized methods for governance and governance
of blockchains have been developed in recent years as blockchain technology has progressed
and developed. As a result, it may be challenging to reach consensus when determining and
updating the optimal structure along this path. Decentralized methods can be used to address
these problems. Three concrete contributions are presented in this thesis, focusing on the
development of a dynamic blockchain architecture that utilizes a multi-objective PSO to solve a

fork probability optimization problem in a dynamic environment.

Chapter 3 discusses fork modeling and its key parameters. In order to improve security, speed,
and efficiency, a blockchain network should minimize the likelihood of forking. Parameter
optimization for this purpose requires a thorough understanding of the behavior of blockchain
systems. This study proposes an innovative fork model that incorporates previously unconsidered
parameters, such as network delay and degree of validation. In order to verify the validity of our
proposed method, several experiments were performed using the blockchain simulator on the
Ethereum network and EIP-1559. This study determined that by lowering the validation degree
and increasing the miner’s marginal cost (as in EIP-1559), approximately 10% of the probability
of a fork can be reduced. In addition, our method is highly accurate in predicting the probability

of a fork based on the results of the experiments.
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Chapter 4 examines the impact of sharding on fork probability. Sharding was designed to
deal with the problem of low processing rates, but it has also been demonstrated to increase
the scalability of the network as well. In order to determine whether adding new shards to a
blockchain will affect the likelihood of forks, our study evaluates the impact of adding new
shards to a blockchain. For the purpose of simulating sharded networks, a novel simulator has
been developed. As a second step, we examined whether sharding affects the frequency of forks.
Two EIP-1559 enabled networks with 60 and 120 nodes were the subject of several experiments.
As a result of our study, we found that adding one shard reduces orphan blocks by 60%. For
networks with 60 and 120 nodes, we propose a fork probability model that results in reductions

of 23% and 15%, respectively.

Last but not least, the purpose of Chapter 5 is to extend Chapter 4, which aims to determine
how sharding will affect forks as a result of sharding since sharding has the ability to solve this
problem. Several experiments have been conducted using 120 nodes in the network EIP-1559 in
order to achieve this objective. On average, adding a shard to the system reduced the number
of orphan blocks by 60%. A novel method of particle swarm optimization has also been
implemented to reduce the likelihood of forks between different shards. Based on the results of
our study, we are confident that the proposed on-chain governance model mitigates the risks

associated with forking and maintains a positive user experience.

6.2 Future work

A number of future research projects are highlighted in different directions. Future studies would
focus on other indicators, such as performance, decentralization, or even security. Moreover, the
presented model can be used to develop a multi-objective optimization function to provide a
balance point for the blockchain trilemma (scalability, decentralization, and security). Further
investigation of the proposed model for other consensus methods, such as the proof of stake
(POS) method, would be beneficial in the future. It is also possible to improve the performance
of the system through the use of other artificial intelligence methods, such as neural networks or

machine learning models.
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