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Développement de méthodes hybrides intelligentes pour la gestion des risques
systémiques liés a I’intégration des dispositifs portables intelligents dans la fabrication

Ali KAREVAN

RESUME

L’intégration croissante des dispositifs portables intelligents, tels que les lunettes et les gants
connectés, dans les systémes de production modernes promet des avancées en maticre de
guidage des opérateurs, d’ergonomie et de suivi en temps réel. Toutefois, ces technologies
introduisent également de nouveaux risques systémiques que les méthodes traditionnelles de
gestion des risques peinent a anticiper et a évaluer. Des approches systémiques avancées, telles
que STAMP-STPA et FRAM, rendent mieux compte de la complexité des systémes
sociotechniques, mais demeurent encore largement qualitatives.

Cette these développe et valide trois méthodes hybrides combinant des modéles de risque
systémique avec I’optimisation par essaims particulaires (PSO), afin de renforcer 1’évaluation
quantitative et les stratégies de mitigation. Premiérement, le cadre STPA—PSO étend 1’ Analyse
des Processus Systémiques (STPA) en quantifiant les actions de controle et en appuyant des
stratégies semi-automatisées de réduction des risques. Deuxi¢émement, le cadre FRAM-PSO
integre la Méthode de Résonance Fonctionnelle (FRAM) a PSO pour modéliser la variabilité
des performances et, pour la premiére fois, inclure les dimensions de durabilit¢ — économique,
environnementale et sociale — dans la mitigation des risques systémiques. Troisiémement, le
cadre BN-PSO utilise les réseaux bayésiens, optimisés par PSO, afin de représenter les
dépendances probabilistes entre actions de contrdle, aléas et pertes, permettant ainsi une
quantification systémique des risques fondée sur les parcours de risques ainsi qu’une analyse
de sensibilité.

Ces cadres méthodologiques ont été mis en oeuvre dans trois études de cas portant sur une
ligne d’assemblage, un atelier , et un processus de désassemblage, avec un focus particulier sur
I’introduction et I’intégration de dispositifs portables intelligents multiples. Les résultats

mettent en évidence trois constats majeurs : (1) I’'usage combiné des lunettes et des gants
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intelligents génére de nouveaux couplages et interdépendances qui reconfigurent le portrait des
risques ; (2) les trois cadres hybrides présentent des forces complémentaires — STPA-PSO se
préte aux phases de conception , FRAM—PSO a I’évaluation de la variabilité et de la durabilité
aux phases d’opérations, et STPA-BN-PSO permet un suivi opérationnel des risques ; et (3)
I’intégration des principes de durabilité permet non seulement une réduction mesurable des
risques systémiques, mais aussi une mise en cohérence avec les objectifs industriels et
sociétaux plus larges.

En résumé, cette recherche fait progresser 1’évaluation des risques en hybridant les modéles
systémiques avec une optimisation méta-heuristique. Elle démontre que les approches
qualitatives et quantitatives peuvent étre judicieusement combinées. Ce travail enrichit les
méthodes systémiques existantes par de nouveaux cadres hybrides, il illustre 1’applicabilité au
moyen d’études de cas impliquant plusieurs dispositifs portables, et offre aux décideurs des
méthodes pratiques pour parvenir a une production plus stre, plus durable et centrée sur
’humain. A travers cette contribution, la thése s’inscrit pleinement dans les principes de
I’Industrie 5.0, en soulignant la complémentarit¢ entre ’humain et les technologies

intelligentes dans la construction de systemes sociotechniques résilients pour I’avenir.

Mots-clés: Industrie 5.0; Gestion des risques; Dispositifs portables intelligents; Durabilité;

FRAM; STPA; Réseaux bayésiens; PSO; Fabrication hybride



Developing hybrid intelligent methods to manage systemic risks in the integration of
smart wearables in manufacturing

Ali KAREVAN

ABSTRACT

The increasing integration of smart wearables, such as smart glasses and smart gloves, into
modern manufacturing systems promises benefits in worker guidance, ergonomics, and real-
time monitoring. However, these technologies also introduce new systemic risks that
traditional risk management methods struggle to capture. Advanced systemic approaches such
as STAMP-STPA, and FRAM more accurately capture the complexity of socio-technical
systems; however, they remain predominantly qualitative.

This dissertation develops and validates three hybrid methods that combine systemic risk
models with Particle Swarm Optimization (PSO) to enhance quantitative assessment and
mitigation. First, the STPA-PSO framework extends System-Theoretic Process Analysis by
quantifying control actions and supporting semi-automated mitigation strategies. Second, the
FRAM-PSO framework integrates the Functional Resonance Analysis Method with PSO to
model performance variability and, for the first time, embeds sustainability dimensions—
economic, environmental, and social—into systemic risk mitigation. Third, the STPA-BN—
PSO framework applies Bayesian Networks optimized with PSO to capture probabilistic
dependencies among control actions, hazards, and losses, enabling path-based systemic risk
quantification and sensitivity analysis.

These frameworks were applied to three case studies in sequential assembly, job-shop
assembly, and disassembly, with a focus on the introduction and integration of multiple smart
wearables. The results highlight three main findings: (1) the combined use of smart glasses and
smart gloves creates new couplings and dependencies that reshape the risk landscape; (2) the
three hybrid frameworks provide complementary strengths—with STPA-PSO suited to early
design, FRAM—PSO to variability and sustainability evaluation, and STPA-BN-PSO to

operational risk monitoring; and (3) embedding sustainability principles enables not only



measurable reductions in systemic risk but also alignment with broader industrial and societal
objectives.

In summary, this research advances the state of risk assessment by hybridizing systemic
models with metaheuristic optimization. This shows that qualitative and quantitative
approaches can be meaningfully combined. The work extends existing systemic methods with
new hybrid frameworks and demonstrates their applicability through case studies involving
multiple wearables, and provides decision-makers with practical methods to achieve safer,
more sustainable, and human-centered manufacturing. Through this contribution, the thesis
advances the principles of Industry 5.0, emphasizing the complementary roles of humans and

intelligent technologies in shaping resilient socio-technical systems of the future.

Keywords: Industry 5.0; Risk management; Smart wearables; Sustainability; FRAM; STPA;
BN; PSO; Hybrid manufacturing
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INTRODUCTION

Manufacturing has always been central to economic development, but it is also one of the most
risk-sensitive domains. Despite advances in automation and digitalization, human reliability
remains a decisive factor in determining safety, productivity, and quality. Research shows that
between 50% and 90% of industrial incidents are caused by human error (Castiglia & Giardina,
2013), which often stems from weaknesses in task and tool design that are intended to support
human work. These errors, ranging from misinterpretation of instructions to inappropriate
decision-making, not only increase operational costs but also compromise worker well-being
and system resilience (Mannan, 2013; S. Singh & Kumar, 2015).

The last decade has been marked by the adoption of Industry 4.0 technologies, including IoT,
cyber-physical systems, and big data analytics, all intended to reduce human intervention and
improve system efficiency (de Paula Ferreira, Armellini, & De Santa-Eulalia, 2020;
Jasiulewicz-Kaczmarek & Gola, 2019). However, while Industry 4.0 delivered productivity
gains, it often overlooked the human dimension, leading to ergonomic and cognitive burdens
when humans interacted with highly automated systems (Angelopoulou, Mykoniatis, &
Boyapati, 2020). This limitation has motivated the shift toward Industry 5.0, which emphasizes
human—machine collaboration, sustainability, and worker well-being (Adel, 2022; Nahavandi,
2019; Reiman, Kaivo-oja, Parviainen, Takala, & Lauraeus, 2021).

One of the most visible manifestations of this new paradigm is the introduction of smart
wearables into industrial contexts. Devices such as smart glasses and smart gloves allow
operators to receive real-time instructions, capture and share data, and interact seamlessly with
digital systems while keeping their hands free (Krzywdzinski, Pfeiffer, Evers, & Gerber, 2022;
Nadeau, Bruder, & Hof, 2021). When multiple wearables are integrated within the same
process—for example, using smart glasses for visual guidance while using smart gloves for
hand-motion tracking in assembly or disassembly—new opportunities arise for error reduction,
training support, and productivity improvements. At the same time, however, this integration
also introduces new risks: increased cognitive load, data security vulnerabilities, ergonomic
strain, and complex dependencies between human, technological, and organizational factors

(Coccia et al., 2024; Digiesi, Facchini, Mossa, & Vitti, 2023).



Traditional risk analysis techniques, such as FMEA, FTA, and PRA, remain widely used but
assume linear cause and effect relations and are poorly suited for modeling variability and
interdependencies (Stamatelatos et al., 2011). Also, these techniques work by decomposing the
system, which is not possible in the case of complex systems (Melanson & Nadeau, 2019).
Systemic approaches such as STAMP-STPA (Leveson, 2004) and FRAM (Hollnagel &
Goteman, 2004) better capture emergent properties and dynamic interactions, but they are
qualitative (Patriarca, Di Gravio, & Costantino, 2017). From another perspective, Bayesian
Networks (BN) provide a probabilistic framework for uncertainty (Pearl, 1985), yet their
effectiveness depends on accurate parameterization, which is difficult in real industrial
settings.

This highlights a gap: the lack of hybrid methods that combine qualitative systemic insight
with quantitative rigor to evaluate the risks of integrating multiple wearables in complex socio-
technical manufacturing systems. To address this gap, this thesis develops three hybrid
frameworks that combine systemic safety approaches with PSO, a metaheuristic optimization
algorithm (Jain, Saihjpal, Singh, & Singh, 2022; Talbi, 2009):

e STPA-PSO: extends System-Theoretic Process Analysis by quantifying unsafe control
actions associated with smart wearables.

e FRAM-PSO: integrates the Functional Resonance Analysis Method with PSO to
model performance variability and design sustainability-oriented mitigation strategies
for wearable-enabled systems.

e BN-PSO: applies Bayesian Networks optimized via PSO to capture probabilistic
dependencies between control actions, hazards, and losses in systems where multiple
wearables interact during assembly and disassembly.

This thesis makes four main contributions. First, it introduces a set of hybrid risk-assessment
frameworks that integrate qualitative and quantitative methods. Second, it demonstrates how
the simultaneous use of multiple wearables changes the risk landscape, requiring new modeling
approaches. Third, it incorporates sustainability considerations—economic, social, and
environmental—into risk mitigation. Finally, it validates the proposed methods through case

studies in sequential assembly, job-shop assembly, and disassembly, showing that hybrid



approaches can assess and analyze systemic risks while providing actionable mitigation
strategies for decision-makers.

The remainder of this thesis is organized as follows. Chapter 1 provides an introduction on
industrial revolutions, complexity, risk, metaheuristic algorithms, and the review of the
literature. Chapter 2 defines the research problem, objectives, case studies, and methodology.
Chapter 3 develops the STPA-PSO framework for smart glasses in assembly. Chapter 4
extends the framework to hybrid assembly/disassembly systems involving both smart glasses
and smart gloves. Chapter 5 presents the FRAM-PSO framework, emphasizing variability
propagation and sustainability-driven mitigation. Chapter 6 develops the BN-PSO framework
to capture systemic risk propagation when multiple wearables are integrated. Finally, the thesis
concludes with a synthesis of findings, overall contributions, and recommendations for

research and practice.






CHAPTER 1

CRITICAL REVIEW OF LITERATURE

This chapter provides a structured review of the literature that frames the central themes of this

research. It is organized into five sections:

1.1

Industrial revolutions: an overview of advancements from Industry 4.0 to Industry
5.0, with particular attention to the role of wearables in manufacturing.

Complexity: definitions and distinctions between simple systems, complex systems,
and sociotechnical systems.

Risk: a discussion of industrial and occupational health and safety risks, with emphasis
on human error in manufacturing and methods for quantifying such risks.
Meta-heuristic algorithms: an introduction to optimization approaches relevant to
complex problem-solving.

Review of the literature: an explanation of the process used to identify relevant

references, along with a summary of the key findings.

Industrial revolutions

Manufacturing is the basis of the economy of most countries (Friedmann, 1978). The first

industrial revolution of 1784 highlighted the importance of industry worldwide. Following

that, the number of workshops and production factories continued to grow, as did the number

of employees in different categories. During the second industrial revolution, which took place

about a century after the first one, mass production flourished with assembly lines helping to

speed up production (Popkova, Ragulina, & Bogoviz, 2019; Pozdnyakova, Golikov, Peters, &

Morozova, 2019). It then took another century for computers and peripheral devices to be

developed, which not only accelerated production lines but also improved accuracy (M. C.

Jensen, 1993).



1.1.1 Industry 4.0

As part of Germany's long-term strategy to improve its competitiveness in manufacturing,
Industry 4.0 was introduced at the Hannover Fair in 2011 (de Paula Ferreira et al., 2020). The
concept of Industry 4.0 aims to make manufacturing systems more adaptable to design changes
and better able to support employee training (B. He & Bai, 2021). In many cases, Industry 4.0
is described as a design framework supported by enabling technologies that help companies
execute their manufacturing and operational strategies (de Paula Ferreira et al., 2020). By
reducing development and innovation cycles, individualizing demand, and maximizing
resource efficiency, Industry 4.0 was born and is driven by technological innovations,
including the 10T, big data, artificial intelligence, collaborative robots, and simulation, which
have allowed us to advance and access information, communication, and automation (de Paula
Ferreira, Armellini, de Santa-Eulalia, & Thomasset-Laperri¢re, 2022). Artificial Intelligence
(Al) has become popular during the last decade because using it improves the reliability,
resilience, and quality of the product (Kutz, Neubhiittler, Spilski, & Lachmann, 2022). The main
enabling technologies of Industry 4.0 are shown in Figure 1.1.

The Internet of Things (IoT) can be regarded as a fundamental cornerstone of Industry 4.0, as
it has the capability to gather data from the environment and facilitate communication with
other objects. This versatility allows IoT to find applications across various industries, tailored
to their specific requirements (Mofidi Naeini & Nadeau, 2022b). In manufacturing, [oT refers
to the network of sensors linked to outputs, inputs, components, materials, or tools, enabling
seamless connectivity and data exchange (Riso, 2021). When IoT is integrated into factory
processes, manufacturers can reduce reliance on human decision-making and transform their
facilities into smart factories characterized by high levels of connectivity and digitalization
(Riso, 2021).

Designing a workplace that considers both the physical and cognitive requirements of workers
is important. Achieving an appropriate balance between human and machine elements in the
work environment is necessary for performance and well-being(Alogla & Alruqi, 2021).
Effective organizations treat OHS as a core component of success, alongside quality,

productivity, and cost reduction (Badri, Boudreau-Trudel, & Souissi, 2018). Sustained



profitability and growth can be supported through the development of ergonomics and health
and safety initiatives (Nadeau, 2005).

Despite advancements in Industry 4.0, accidents caused by unsafe acts or human error may
still occur, leading to delivery delays and product failures (Angelopoulou et al., 2020). This
highlights the importance of appropriate technology selection and deployment, particularly
with respect to utility, usability, risk, and practicality (Nadeau & Landeau, 2018; Torres,
Nadeau, & Landau, 2021Db).

Industrial
Horizontal internet of
and vertical things Cybersecurity

system
integration

Simulation

Autonomous Additive
robots manufacturing

Bign%ata Industry Augmented
analytics 4.0 reality

Figure 1.1 Industry 4.0 main enabling technologies

Machine learning and artificial intelligence can outperform humans in specific, well-defined
tasks and enable a certain level of product personalization. However, they still lack the
flexibility and adaptability of human intelligence, which makes human intervention essential
for achieving true personalization in Industry 4.0 (Selvaraj, 2019). A large number of research
efforts seek to enhance performance through smarter technologies, but the human element does
not seem to be adequately considered in Industry 4.0 processes. In much of the Industry 4.0
literature, humans are often positioned primarily as end-users or consumers rather than active

participants in production processes. The human factor is largely neglected during the design



phase of systems, according to various studies (Angelopoulou et al., 2020). The human
operator must be provided with adequate skills so that he or she can master and sustain the

transition towards Industry 4.0 (Angelopoulou et al., 2020).

1.1.2 Industry 5.0

The fifth industrial revolution strives to reintegrate humans into production by combining
human intelligence and creativity with precise, efficient machines (I. Sharma, Garg, & Kiran,
2020). The European Commission formally established Industry 5.0 in 2021 (Adel, 2022),
emphasizing human-machine collaboration (Raya, 2022).

A fundamental concept of this new paradigm is the notion that humans can harness their
innovation and knowledge alongside the productivity and speed of execution offered by
machines and equipment, including collaborative robots, to achieve the most efficient results.
By using robots, humans can enhance the efficiency of their most valuable tasks and
responsibilities, ultimately improving safety, productivity, and overall performance
(Gaiardelli, Spellini, Lora, & Fummi, 2021).

According to ISO 10218, human-robot collaboration refers to robot operation in which humans
and robots share a workspace under defined safety conditions, enabling various forms of
concurrent or sequential interactions without full physical separation (ISO, 2025). Below are

four ways humans and robots can collaborate (Raya, 2022):

e Humans and robots perform their tasks concurrently on the same part.
e Both robots and humans work sequentially on the same part.

e Despite sharing the same workspace, the robot performs different functions from
a human.

e Occasionally, the robot and the human approach each other but work
independently.

Through the delegation of repetitive tasks to robots, Industry 5.0 can enhance production
quality by enabling humans to focus on critical and creative tasks (Maddikunta et al., 2022).
This paradigm supports industrial sustainability by addressing not only economic objectives

but also the central role of human workers in production processes. In addition, Industry 5.0



promotes environmental sustainability through the use of renewable energy sources and waste
reduction practices (Javaid & Haleem, 2020; Xu, Lu, Vogel-Heuser, & Wang, 2021). The key

challenges associated with Industry 5.0 are summarized in Figure 1.3.

Industry 5.0 ...

CENTRIC

.. promotes talents, diversity
and empowerment

RESILIENT \ SUSTAINABLE

.. is agile and resilient .. leads action on sustainability
with flexible and adaptable technologies and respects planetary boundaries

Figure 1.2 Core values in Industry 5.0
Taken from Xu et al. (2021, p. 4)

Social
acceptance
and value

~ High diversity Social and
investment Environme
with ntal impact
productivity measureme
constraints

Ecosystem-
oriented
innovation
governance

integration
across
value
chains

Inter-
disciplinary
complexity

Figure 1.3 Industry 5.0 challenges
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The main characteristics of Industry 4.0 and Industry 5.0 are summarized in Table 1.1.

Table 1.1 Main characteristics of 14.0 and 15.0

Dimension

Industry 4.0

Industry 5.0

Introduction

2011

2021

Main objective

Maximize productivity and
efficiency through digital

technologies

Combine human creativity with
intelligent, precise machines for
human-centric and sustainable

production

Production

approach

Mass customization

Mass personalization

Role of humans

Focus on automation and

reduced human

Revive human role through

collaboration with machines

intervention
Orientation Technology-driven Value-driven
Environmental _ _
Environmental _ _ Promote sustainable and eco-friendly
considerations not a '
Focus _ solutions
primary focus
Automation, data . .
Integration of humans and machines
Key technologies exchange, and smart

systems

in production

Worker well-being

Limited emphasis on

worker well-being

Prioritize well-being and safety

Economic impact

Enhance productivity

through intelligent devices

Foster skilled job creation via human-

machine collaboration

Human-—
technology

relationship

Humans adapt to
increasingly automated

systems

Technology serves human needs
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1.1.3 Wearables

Electronic monitoring systems and wearable devices are integral components within the IoT.
These devices serve multiple functions, including the monitoring of work processes and
employee performance, which, in turn, informs management decisions (Riso, 2021). The IoT
finds application across various fields and products, with wearables being a notable example
(Mofidi Naeini, 2022; Mofidi Naeini & Nadeau, 2022a). Additionally, applications developed
for mobile operating systems (OS) can extend their functionality to wearable devices, offering
features beyond health and fashion (D. Kim & Choi, 2021).
Wearable devices transmit, process, and detect signals (electrical or optical) and are designed
to be attached to users and must be easy to use and comfortable (Tao, 2005). Researchers have
found that the weight and positioning of wearable computers affect the comfort of users.
Comfort also includes psychological responses such as embarrassment or anxiety caused by
wearing the device. Also, wearable systems may cause awkwardness, leading users to
consciously adjust their movements (Knight & Baber, 2007).
With sensors controlling various parameters, the [oT can decrease the risk of injury and hazards
in the workplace, contributing to a healthier work environment (Riso, 2021). Wearables can
range from small wrist-mounted devices to larger backpack computers (Billinghurst & Starner,
1999). It is possible to use wearable electronics as sensors or as computers with input, output,
and a motherboard that includes transistors (Tao, 2005). They provide managers with real-time
operational data (Krzywdzinski et al., 2022). Wearables have applications in the following
sectors (Tao, 2005):

e Information and communications

e Healthcare and medical applications

e Fashion, leisure, and home applications

e Military and industrial applications
Wearable computers should be mobile, and provide context-sensitive information (Billinghurst
& Starner, 1999). Using wearables equipped with IoT sensors in manufacturing or healthcare
can trigger automated alerts in the event of hazardous conditions (Riso, 2021). Despite the

potential of wearable technology in the manufacturing industry, the challenge remains how to
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properly incorporate these devices into manufacturing systems to improve productivity (Hao
& Helo, 2017). Economic, social, and cultural effects are associated with wearable technology
(Tao, 2005). In a report by (Krzywdzinski et al., 2022), several wearing scenarios are listed
below:

e Picking: Wearable systems can support order picking by displaying task-relevant
information and enabling item or order confirmation.

e Worker guidance in production: Wearable devices can assist workers by guiding and
verifying assembly or production sequences..

¢ Remote maintenance: Wearables enable remote support by allowing experts to observe
equipment and provide guidance through real-time communication.

e Maintenance and servicing: Wearable technologies can support maintenance activities
by guiding inspection steps, sequencing tasks, and verifying task completion.

e Training: Wearable systems can assist training by monitoring task execution and
providing feedback to support skill development and error detection.

e Occupational safety, ergonomics: Wearables can support safety and ergonomics by
monitoring worker actions and providing warnings related to hazards or ergonomic
risks.

Connecting manufacturing resources to IoT allows for comprehensive monitoring and
streamlining of the entire production process. Wearable devices play a pivotal role in
augmenting and extending the capabilities of IoT within industrial settings (Hao & Helo,
2017). The primary aim of incorporating wearable technology in the workplace is to equip
employees with context-specific information, empowering them to optimize their performance
while also gathering and transmitting data to the company's IT systems. Wearable devices
serve as interfaces that provide employees with relevant information, thereby supporting task
execution (Krzywdzinski et al., 2022). The IoT is characterized by the presence of wearable
technologies, associated with an estimated 8.5% increase in employee productivity and a 3.5%
improvement in quality of life and job satisfaction (Hao & Helo, 2017; Nadeau et al., 2021).

However, introducing wearables into complex socio-technical systems also creates novel

failure modes and dependencies, motivating a formal analysis of risk (Section 1.3)
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1.1.3.1 Smart glasses

Smart glasses are wearable devices that allow users to connect to computing facilities and
clients to handle complex tasks with ease (N. M. Kumar, Singh, & Peddiny, 2018). As well as
displaying visual information (such as text messages, videos, and pictures), smart glasses also
provide audio content and positional information in real-time and run mobile applications
(Nadeau et al., 2021). Different frameworks exist for altering how a wearer perceives visual
information (Schweizer, 2014):
e Virtual reality (VR): In this scenario, the user sees only the virtual world; external light
sources do not affect the user’s vision.
e Augmented reality (AR): Using a computing device and an additional light source, the
user can see the world as it is, while also perceiving virtual content generated by the
device.
e Diminished reality (DR): This technique is used to remove objects from scenes by
filtering the light reflected or emitted by those objects. Augmented reality is often used
in combination with this technique to replace diminished objects with virtual ones.
Smart glasses interact with their users through a touch button or a natural language command
processing system reliant on voice recognition. These glasses capture real-time images and
videos of the surroundings through a camera situated on the front of the device (D. Kim &
Choi, 2021). Smart glasses are utilized in several areas of business, including managing field
services, assembly, and remote technical support, as well as navigation and mapping (Hao &
Helo, 2017). A few features of smart glasses are as follows (N. M. Kumar et al., 2018):

e Location identification

e Image capturing

e Information storage

e Video and voice recording

e AR, VR & MR

e Voice command to text

e Report generation
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In remote collaborative work contexts where workers must be highly mobile, while both hands
are busy, or when they must work simultaneously or asynchronously, smart glasses can be
useful (Nadeau et al., 2021). Smart glasses enable the monitoring station or controlling station
to receive data from the work site (N. M. Kumar et al., 2018).

The use of smart glasses in industrial settings requires timely and accurate feedback to the
worker, ensuring error reduction, operational flexibility, durability, and usability (Nadeau et
al., 2021). Smart glasses come in three forms: electrochromic, suspended particle, and PDLC.
Each type has its own principle, advantages, and disadvantages (Wong & Chan, 2014). When
designing and fabricating smart glasses, the following design factors need to be taken into
consideration: aesthetic appearance, battery life, compatibility, compactness, data security,
design frame, durability, dust resistance, ergonomics, field view, hands-free, powering,
privacy, reliability, voice control, weight, and water resistance (N. M. Kumar et al., 2018).
There are three components of smart glasses: 1) a head-mounted display for presenting data
from a background information system, 2) a wearable computer for processing and computing
power, and 3) multiple sensors for capturing data (Nadeau et al., 2021). It is also possible to
use smart glasses in conjunction with traditional tools or equipment, as well as with other smart
devices, and automate some processes with smart glasses (Nadeau et al., 2021).

Various parameters need to be considered when a company or an individual wants to buy data
glasses, such as: price, weight, field of view, battery life, optics, camera, open API, audio,
sensors, controls, processors, storage, memory, connectivity, operating system, durable against
dust and water (Syberfeldt, Danielsson, & Gustavsson, 2017; Valdesse Eko’olaa & Nadeau,
2025).

Application of smart glasses
In recent years, smart glasses have gained popularity in a wide range of sectors, finding their
application and scope to solve real-time problems. Below are a few applications that have been
explored:
1. Aerospace and Avionics: With smart glasses, one can give virtual instructions. This
allows sophisticated, nano, and micro level operation and maintenance (N. M. Kumar

et al., 2018). The technology has already been applied to some commercial jets flying
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at various altitudes and with varying degrees of sunlight exposure (Wong & Chan,
2014).

2. Health Care and Medical: Medical institutions are developing technologies to assist
workers using smart glasses, disability support technologies to assist disabled people,
and therapy that supports treatment (D. Kim & Choi, 2021).

3. Automotive industry: Smart glasses and head-up display technologies are
increasingly applied in automotive contexts, including mirrors and windshields. The
large glass surface area of vehicles facilitates their integration, with potential benefits
for driver safety and awareness (Wong & Chan, 2014).

4. Manufacturing: Work support, maintenance, and safety are included in the industry
field (D. Kim & Choi, 2021).

5. Productivity: It might be possible to track employees' eye movements using smart
glasses and analyze that data to figure out if they are overworked and need a break or
if they have run out of work (Schweizer, 2014).

6. Education: Several studies have examined the use of smart glasses in educational
settings. Smart glasses can support learning by enabling remote monitoring of
procedures and facilitating immersive learning experiences through virtual or
augmented reality (Wrzesinska, 2015).

7. Entertainment: Smart glasses can be used in cinema environments to enhance 3D
viewing experiences and provide personalized subtitles in the viewer’s chosen
language (Schweizer, 2014).

8. Remote Control Operations: It is possible to enable remote control operations (e.g.
maintenance) with smart glasses in many sectors. These special features can include
voice-activated commands, report generation, visual imagination, and location

detection, among others (N. M. Kumar et al., 2018).

1.1.3.2 Smart glove

Throughout our everyday lives, we interact with our environment and manipulate it in

countless ways. Consequently, it is not surprising that much research effort has been dedicated
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to developing technologies that study interaction and manipulation as well as augment our
ability to perform these activities. One of the commonly used wearables is the smart glove.
Smart gloves are equipped with sensors (magnetic, optic, ultrasonic, and inertial). Over the
past 40 years, smart gloves have been developed to enhance human-computer interaction
(Caeiro-Rodriguez, Otero-Gonzalez, Mikic-Fonte, & Llamas-Nistal, 2021). They are sensor-
equipped gloves designed to track finger movements as well as provide proprioception and
haptic feedback (Mofidi Naeini & Nadeau, 2022a). A growing number of researchers are
interested in the development of glove-based systems for capturing hand movements in recent
years (Dipietro, Sabatini, & Dario, 2008).

As a commonly used wearable textile item in everyday life, most of the time, gloves are
comfortable to wear and match the brain's operation logic, making them perfect carriers for
realizing posture recognition (Xia, Li, Duan, Lei, & Wu, 2022). These devices have been
referred to by many different names: “cyber gloves”, “data gloves”, “force-feedback gloves”,
“glove-based systems”, “haptic gloves”, “sensory gloves”, “smart gloves”, “virtual gloves”,
and “VR gloves” (Caeiro-Rodriguez et al., 2021). These gloves can be used in conjunction
with hand tracking devices and provide haptic feedback (Mofidi Naeini & Nadeau, 2022a).
Smart gloves enhance immersion, embodiment, and presence in virtual/mixed realities
(Caeiro-Rodriguez et al., 2021).

Touching and manipulating virtual objects with smart gloves is intended to be more intuitive
and direct. Aside from providing sensitive stimuli that the human hands can perceive, they also
provide kinesthetic and tactile feedback that replicates touching and manipulating objects
(Caeiro-Rodriguez et al., 2021). It is very useful to receive feedback in the manufacturing
process (Mofidi Naeini, 2022). To operate smart gloves, it is necessary to understand the
anatomy and physiology of the human hand (Djefour, Nadeau, & Landau, 2024). Degrees of
freedom (DoF) describe the basic movements that the hand and fingers can perform (Caeiro-
Rodriguez et al., 2021). A number of factors should be considered when choosing smart gloves,

and Figure 1.4 shows these factors.
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Smart gloves for commercial use can be classified as follows (Caeiro-Rodriguez et al., 2021):

and forms.

feedback to the hands through this structure located at the back of the hand.

function for the hand and fingers.

addition, facilitate a better glove fitting.

Exoskeleton: The string or rigid links attached to the fingers provide kinesthetic
Fabric: There are sensors and actuators integrated into the fabric to execute the desired
Strips of fabric, plastic, or other materials: Fingers and hands are not completely
covered by smart gloves. In this type of glove, the sensors and actuators are located in

the fabric, plastic, or other materials, making them easier to fit to different finger shapes

Open fingertips: Open fingertips are a feature of some smart gloves that facilitate the

use of touch screens and other activities that require finger sensitivity. They can in

A growing demand for smart gloves in manufacturing makes it necessary to consider the

associated risks of the use of a data glove while introducing it into a system, as well as the

interaction it may have with other system components (Mofidi Naeini & Nadeau, 2022a).
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A smart glove's usability is influenced by ergonomics and wearability concepts. Key usability

features include (Caeiro-Rodriguez et al., 2021):

Easy to wear

Easily adjustable

Allow users to perform their activities without restriction or limitation
Reduce user fatigue

Lightweight

Despite the failure of the system, the user should not be injured.

Wireless

Application of smart gloves

Smart gloves are used in various industries with different approaches. The following

summarizes key application areas.

1.

Medicine & remote healthcare: Smart gloves have been used in medical and remote
healthcare applications, where they may be worn by patients or clinicians to assess
fatigue and monitor hand tremors associated with Parkinson’s disease (Mofidi Naeini
& Nadeau, 2022a).

Ergonomics: Aside from motion analysis, gloves can also be used to optimize
products, tasks, or environments through hand movement recordings (Dipietro et al.,
2008).

Motion capture: As one of the main applications of motion capture, the gloves are
designed to capture movements for the purpose of entertainment. In recent years, this
type of capture has been extensively used in film and television and music concerts
(Caeiro-Rodriguez et al., 2021).

Video game: The glove recognizes hand gestures by monitoring the bend states of five
fingers, and controls a custom VR shooting game as a demonstration (Xia et al., 2022).
Robotics: Programming robots can be made more natural and easier with glove-based
systems, especially through methods based on teleoperation or automatic programming

(Dipietro et al., 2008).
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6. Simulation & training: The tasks involved in these activities are related to the training
and learning of the use of various types of devices or their simulation (Caeiro-
Rodriguez et al., 2021).

7. Manipulation of 3D objects: When manipulating objects, the hand must make contact
with the object. This contact can involve the fingertip or the entire finger (Caeiro-
Rodriguez et al., 2021).

8. Design and manufacturing: Smart gloves enable intuitive interactions and
manipulation of virtual 3D models, while visualization of designed environments or
artifacts is provided through computer screens or head-mounted displays, either on-site
or remotely via the Internet. This approach allows design validation before construction

or manufacturing, reducing the need for physical mock-ups (Dipietro et al., 2008).

1.2 Complexity

The term “complexity” has been increasingly used over the past decade in academic
publications addressing industrial systems, human—machine interaction, and system safety.
The term is often used as an adjective in different contexts. In one sense, complexity refers to
the structure of a system. Examples include complex structures, complex networks, complex
processes, complex information processing, and complex management (Erdi, 2008). In
addition to dynamic complexity, there is also periodic and irreversible complexity, which can
be observed in neuronal oscillations or weather prediction (Slim, 2020).

System components are generally defined as elements that cooperate to perform a common
function. A system can also be a component of a larger or more complex system (Slim, 2020).
The static structural complexity of software can be described by knowing the number of cycles
in a program. Programs containing more cycles should be considered more complex (Erdi,
2008).

There are two main types of systems: simple and complex (Slim, 2020). An understanding of

the studied system is essential to achieving the research's objectives (Mofidi Naeini, 2022).
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1.2.1 Simple systems

A simple system has the following characteristics (Erdi, 2008):

e Single cause—single effect

e Small changes in cause produce small changes in effect

e Predictability
The concept of "single cause and single effect" can often be found in common sense thinking
and problem-solving (Erdi, 2008). A simple system can usually be understood by describing
the properties of one element or the interactions of a few elements (J. B. Smith, 2003). A simple
system consists of a few components that are organized in an understandable way (Slim, 2020).
This does not imply linearity, but rather that the system’s behavior remains predictable. In
technical terms, if small changes are made to the parameters (or to the structure of the system),
then the system's behavior will not be qualitatively altered (Erdi, 2008). As simple systems can
be decomposed into parts, they can be analyzed during the design stage. This makes them well-

suited to traditional assessment methods (Slim, 2020).

1.2.2 Complex systems

A complex system has the following characteristics (Erdi, 2008):

e C(Circular causality

e Feedback loops

e Logical paradoxes

e Strange loops

e A small change in cause produces dramatic effects

e Unpredictability
A system is considered complex when several of these characteristics occur together, rather
than from any single feature alone (Mofidi Naeini, 2022). Complex systems are non-
deterministic (Slim, 2020). A complex system consists of numerous interconnected

components whose behavior cannot be simply inferred from the behavior of the individual
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components (J. B. Smith, 2003). It is impossible to predict the behavior of a system as a whole,
despite knowing the functions of its individual components (Slim, 2020). Although these
systems are studied in different scientific domains, researchers generally agree they share key
components and properties (J. B. Smith, 2003).

There is no easy way to explain a complex system mathematically, and it contains so many
elements that it cannot be described formally (J. B. Smith, 2003). Furthermore, there is no
substitute for individual elements of a complex system, and the failure of one component can

adversely affect others (Slim, 2020).

1.2.3 Sociotechnical systems

Five key characteristics distinguish sociotechnical systems (Slim, 2020):

e Interdependence among system components

e Adaptability of objectives to external conditions

e Separation yet interdependence of technical and social subsystems

e Multiple pathways to achieve systemic objectives depending on design choices

e Joint optimization of human, organizational, and technological factors
In sociotechnical systems, social and technical elements are integrated into a defined objective
(Hettinger, Kirlik, Goh, & Buckle, 2015). Individuals and organizations represent the social
aspects of sociotechnical systems. Any technology used to perform a function—such as a
machine, a tool, or a resource—can be considered a technical element (Slim, 2020). Based on
these characteristics, sociotechnical systems encompass a wide range of complex systems
worldwide. It is possible to consider sociotechnical systems like the economy, manufacturing,
healthcare, and education (Mofidi Naeini, 2022).
Simulation and modeling can help reduce unintended consequences and negative interactions
in sociotechnical systems (Hettinger et al., 2015). It is imperative to consider both technical
and human factors when designing or assessing an application. From a sociotechnical
resilience perspective, humans should be seen as system components interacting with technical

elements, rather than as isolated individuals (Mofidi Naeini, 2022).
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1.3 Risk

To design a new system or improve an existing one, engineers try to anticipate future patterns
of system operation under a variety of circumstances or uncertainty (Zio, 2013). The notion of
risk is based on the uncertainty of outcomes rather than the certainty of them (Gorrod, 2003).
There are many definitions of risk. For example, in OHS, risk is defined as “the chance or
probability that a person will be harmed or experience an adverse health effect if exposed to a
hazard. It may also apply to situations with property or equipment loss, or harmful effects on
the environment.” (Canadian Centre for Occupational Health and Safety, 2017).

From the economic perspective, risk is the probability of any event that causes the loss of profit
or capital of a company or person (Karevan & Vasili, 2018). Baranoff, Brockett, and Kahane
(2009) provide a concise definition of risk: “a consequence of uncertainty” . In this study, we
adopt the definition that risk is the possibility of a negative deviation from the expected or
desired outcome (Vaughan & Vaughan, 2007). There are different types of risks, and they vary
across industries (Baranoff et al., 2009). In this study, we focus on OHS, financial, industrial,
social, and environmental risks:

e OHS risks include events that affect human health, such as short-term pain, dizziness,
burns, broken bones, excessive bleeding, and death. OHS risks can also include long-
term health consequences, such as chronic illnesses, respiratory diseases, and cancer.
It is important to identify and assess potential risks and to develop safety protocols to
protect workers from harm.

e Financial risks include activities that cause economic losses, such as breakage of parts
or materials, reworking, or stoppage. These financial risks can result in increased costs
and reduced profits. It is essential to minimize these losses by reducing operational
inefficiencies, improving quality control, and maintaining equipment effectively.

e Industrial risks often arise from the speed and technical nature of activities, which can
lead to production stoppages. To prevent this, measures need to be taken, such as
increasing the level of expertise of personnel and introducing more efficient
technologies. Additionally, proper equipment maintenance should be carried out to

reduce the likelihood of breakdowns.
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e Social risks relate to factors that influence workers’ well-being. This may include
stress, job insecurity, limited communication, or conflicts among employees and
management. Persistent social risks can reduce engagement, increase turnover, and
impair performance. Mitigation efforts should focus on fostering a supportive and
inclusive work environment, promoting work—life balance, and providing opportunities
for skill development and participation in decision-making.

e Environmental risks involve adverse impacts of industrial operations on ecosystems
and natural resources. Examples include air, water, and soil pollution; excessive energy
or material consumption; and improper waste management. These risks can also stem
from noncompliance with environmental regulations. To address them, organizations
should adopt cleaner production technologies, improve energy efficiency, reduce
emissions and waste, and integrate sustainability principles into their operational

strategies.

1.3.1 Human error risks in manufacturing

A widely cited definition of human error is provided by Swain & Guttmann (1983): “Any
member of a set of human actions that exceed some limit of acceptability, i.e., an out-of-
tolerance action, where the limits of tolerable performance are defined by the system” (Torres
et al., 2021b).

A variety of occupational accidents can be attributed to human error due to factors such as
variability in attention, perception, decision-making, and physical performance. To reduce the
occurrence of accidents, a deeper understanding of human error and accident causes is
necessary (Wiegmann & Shappell, 2001). Human variability makes errors inevitable and
prevents their complete elimination (Torres et al., 2021b). Human errors can arise from various
factors, such as insufficient operator qualifications, inaccuracies during task execution,
inattentiveness, and misinterpretation of instructions (Stojiljkovic, Bijelic, & Cvetkovic,
2018). When the cause of failure is traced to human error, responsibility is often attributed to
the individual, rather than to deeper system interactions (Norman, 2013). Beyond

understanding how individual components and human fallibilities affect the system
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independently, it is also necessary to examine their interactions (Irshad, Hulse, Demirel,
Tumer, & Jensen, 2021).

Human reliability is a critical factor influencing both workplace accidents and productivity
(Hasibuan, Daeng, & Hasibuan, 2020). Human reliability integrates two key areas: reliability
engineering and human factors. The goal of reliability engineering is to predict and improve
the reliability of the entire system. By contrast, the performance of a person is examined when
it comes to human factors. As a result, human error is compared to the failure of a device
(Torres et al., 2021b). Human reliability analysis focuses on identifying errors, identifying
reasons for faults, and reducing the likelihood of human error (A. M. Kumar, Rajakarunakaran,
& Prabhu, 2017). In manufacturing, human behavior is shaped by interactions with machines,
systems, and organizational structures (Bubb, 2005). HRA aims to optimize safety, reliability,

and productivity by predicting and mitigating errors (Torres et al., 2021b).

1.3.2 Risk quanitification

Risk probability can be quantified using inputs from multiple stakeholders, including operators
and risk analysis experts, to support early identification and mitigation of hazardous scenarios
(Castillo et al., 2016). Addressing risks at early design stages is essential to avoid costly
redesign and rework, which can be achieved by prioritizing hazardous scenarios, integrating
mitigation strategies into system design, and quantifying interactions between component
failures and human error (Irshad et al., 2021).

Traditional Probabilistic Risk Assessment (PRA) methods are widely used to quantify failure
likelihoods and consequences (Stamatelatos et al., 2011). Common approaches include Failure
Modes and Effects Analysis (FMEA) (Baig & Prasanthi, 2013), Fault Tree Analysis (FTA)
(Vesely, Goldberg, Roberts, & Haasl, 1981), and Event Tree Analysis (ETA) (Ericson, 2015).
Human error risks are typically quantified using methods such as the Systematic Human Error
Reduction and Prediction Approach (SHERPA) (Torres, Nadeau, & Landau, 2021a) and the
Technique for Human Error Rate Prediction (THERP) (Boring, 2012).
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School of | Qualitative/
Method Author, Date
thought Quantitative
Functional Resonance Analysis (Hollnagel & Resilience
Method (FRAM) Goteman, 2004) engineering
Systems Theoretic Accident Model Systems
(Leveson, 2004)
and Processes (STAMP) theory Qualitative
Failure Modes and Effects Analysis -
(Military, 1949)
(FMEA)
Fault Tree Analysis (FTA) (Watson, 1961) Safety
(Embrey, Humphreys, | engineering
Successive Likelihood Index .
Rosa, Kirwan, & Rea,
Method (SLIM)
1984)
Technique for Human Error Rate (Kirwan, 1983; Swain, | Reliability
Prediction (THERP) 1964) engineering
Human Error Assessment and .
' . (Williams, 1986)
Reduction Technique (HEART)
Systematic Human Error Reduction
(Embrey, 1986)
and Prediction Approach (SHERPA)
Standardized Plant Analysis Risk- (Gertman, Blackman, Human o
o Quantitative
Human Reliability Analysis Marble, Byers, & reliability
(SPAR-H) Smith, 2005)
(Cooper, Ramey-
A Technique for Human Error
' Smith, Wreathall, &
Analysis (ATHEANA)
Parry, 1996)
- o Cognitive
Cognitive Reliability and Error
. (Hollnagel, 1998) systems
Analysis Method (CREAM) ) )
engineering
Artificial

Bayesian Network (BN)

(Pearl, 1985)

intelligence
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While effective for identifying hazardous scenarios, these methods rely on detailed system and
component models, thereby limiting their applicability during early design phases (Irshad et
al., 2021). Quantitative human reliability techniques such as the Cognitive Reliability and Error
Analysis Method (CREAM) have also been proposed to estimate human error probabilities
(Guo et al., 2022). Table 1.2 shows some of the widely used risk analysis methods.

To address system complexity, several studies have employed a combination of qualitative and
quantitative methods. For example, STAMP has been integrated with Genetic Algorithms to
model dynamic risk evolution, while FRAM has been coupled with Bayesian Network variants
to assess resilience and risk in maritime and chemical systems (De Linhares et al., 2021; Guo
etal., 2022; Hu et al., 2022; Qiao et al., 2022; Zinetullina et al., 2021).

These hybrid approaches aim to capture systemic interactions and uncertainty better. However,
despite these advances, quantitative integration of wearable-induced risks within complex

manufacturing systems remains limited, representing a gap directly addressed by this thesis.

1.4 Meta-heuristic algorithms

Optimization involves finding the best result among the available alternatives, and it can
include maximizing or minimizing objectives, with or without constraints, depending on the
problem (Jain et al., 2022). Several methods for designing and implementing exact
optimization algorithms are commonly used, including dynamic programming, backtracking,
and branch-and-bound (Neapolitan & Naimipour, 2004). Even though these algorithms
perform well in various problems, they do not work well in large-scale combinatorial or highly
nonlinear optimization problems (Beheshti & Shamsuddin, 2013). Optimization aims to obtain
the best possible result under defined circumstances (Rao, 2019). Since exact methods have
limitations, it is preferable to use an approximate approach. Heuristics and meta-heuristics play
a vital role in approximate methods (Jain et al., 2022).

Metaheuristics are considered a prominent subfield of stochastic optimization (Luke, 2013).
The term “heuristic” derives from the Greek word “heuriskein”, which refers to figuring out
new strategies and rules to solve problems, while the prefix “meta” refers to the higher level

of the methodology used (Talbi, 2009). In limited-resource situations, metaheuristic algorithms
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help determine what should be done when faced with a problem (Luke, 2013). A problem can
be solved using two resources: time and space. In algorithmic terms, time complexity refers to
the number of steps required to solve an n-dimensional problem (Talbi, 2009).

It may be challenging to find an optimal solution in a principled manner when knowledge of
the solution is insufficient and heuristic information is limited. A potential solution can be
tested and evaluated for effectiveness (Luke, 2013). Optimization decisions are generally
driven by minimizing effort or maximizing expected benefit. It is possible to find a maximum
or minimum value of a function through optimization by identifying the conditions under
which it can be achieved (Rao, 2019). In science and engineering, metaheuristics are used to
solve tricky, complex problems in a reasonable amount of time (Talbi, 2009). In complex
optimization problems, meta-heuristic algorithms can improve calculation accuracy, reduce
computational burden, and generate high-quality optimal solutions (Nesmachnow, 2014).
Meta-heuristics are high-level strategies that guide underlying heuristics to solve problems
(Glover & Laguna, 1997). To produce high-quality solutions efficiently, meta-heuristics guide
and modify the operation of subordinate heuristics (Vof3, 2000).

There are multiple optimization methods available for handling different types of optimization
problems since a single method cannot handle all optimization problems efficiently (Rao,
2019). Decision-making must become more rational and efficient as the world becomes more
complex and competitive. It has been shown that metaheuristics are efficient and effective at
solving large and complex problems. There is no doubt that metaheuristics have proven to be
invaluable in optimization, and they can be applied to various domains, as shown in Figure 1.5
(Talbi, 2009). A metaheuristic algorithm can be classified as belonging to one of three main
categories (Table 1.3) evolutionary algorithms, which rely on natural selection and genetics;
physics- and chemistry-based algorithms, whose names indicate that they are inspired by

chemistry and physics; and swarm intelligence algorithms (Jain et al., 2022).
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Table 1.3 Meta-heuristic algorithms

Evolutionary Physics and chemistry-based Swarm intelligence
algorithms algorithms algorithms
Genetic Galaxy-based search Particle swarm optimization
Cultural Big bang—big crunch Ant colony optimization

Biogeography-based

Spiral optimization

Firefly

Differential search

Electro-magnetism optimization

Artificial bee colony

Differential evolution

Black hole

Lion algorithm
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Figure 1.5 Use of metaheuristics

1.5 Review of the literature

1.5.1 Database selection

In this study, Web of Science (WoS) and Scopus were selected as the primary research

databases. These databases index extensive collections of journals, books, and conference
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proceedings across disciplines and provide citation metrics that support the evaluation of

research impact (Zorzenon, Lizarelli, & Daniel, 2022).

1.5.2 Keywords strategy

The literature review was conducted in several stages. First, relevant keywords were identified
and grouped to maximize coverage. As illustrated in Figure 1.6, keyword groups were
combined systematically. Each keyword was used in both its full form and common

abbreviations. For example, the searches included both “OHS” and “Occupational Health and

Safety” as well as “HRA” and “Human Reliability Analysis.”

I | 2 | 3 4
Risk |I— Manufacturing ||— HRA |— Industry 5.0 ‘
Human error m Assembly ||— FRAM \l_ Industry 4.0 ‘
Human L . L L |
reliability | Disassembly I STAMP | loT |
OHS | ~  Production il— STPA ‘ —  Wearable ‘
Accident '  Complex - BN H Glove ‘

prevention | systems |
( Systemic |
— Industrial plants .“ rgethods m Glasses |
| {  Human robot

interaction

1.5.3

Figure 1.6 Keyword grouping adopted for the literature review

Inclusion and exclusion criteria

To ensure the quality and relevance of the sources, both exclusion and eligibility criteria were
applied. Records were excluded if they were non-English, published before 2012, lacked full-

text access, or were outside the study scope. Conversely, eligibility criteria were defined to
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guide inclusion. Publications were considered eligible if they focused on domains related to
manufacturing (assembly, or disassembly processes); if they addressed risks such as human
error or industrial equipment failure; and if they examined the use of IoT or wearable
technologies. This systematic procedure ensured that only high-quality, relevant studies were

included in the review, while minimizing the risk of overlooking significant contributions.

1.5.4 Analysis of the literature

The database searches identified 71 records. After removing duplicates and excluding non-
English, non-peer-reviewed, out-of-scope, and non—full-text items, 23 studies remained for
full-text assessment. These studies are summarized in Table 1.4 to support subsequent
comparative analysis.

The integration of smart wearables—such as exoskeletons, data gloves, and augmented reality
glasses—into manufacturing has opened transformative opportunities while simultaneously
exposing new categories of risk (Devarajan et al., 2025). Equipped with IoT sensors for real-
time monitoring and feedback, these wearable devices promise gains in productivity and
safety, yet they also increase vulnerabilities in human—machine interaction, cybersecurity, and
system reliability (Ionita, Anghel, & Boudouh, 2025).

Human factors remain the most critical concern. While wearables are designed to reduce
physical burdens, they can introduce ergonomic and cognitive strains if poorly integrated
(Digiesi et al., 2023). For example, passive exoskeletons lower muscle activity by more than
20% 1in repetitive tasks, but extended use without ergonomic adaptation risks fatigue and
discomfort (Coccia et al., 2024).

Data gloves in assembly reduce manual errors, yet systemic analyses using FRAM and STPA
reveal new OHS hazards linked to sensor inaccuracies, interface misalignments, and unsafe
control actions (Mofidi Naeini & Nadeau, 2022a, 2022c, 2023). Cognitive ergonomics research
further suggests that wearable-based HMIs may elevate operator workload and error
probability if interaction designs ignore human variability (Ionita et al., 2025). In human—robot
collaboration, taxonomies of performance-shaping factors show that IoT-enabled cobots can

erode the operator's trust and escalate errors when sensor responses are delayed (Di Pasquale
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et al., 2023). These findings underline that wearables, while supportive, must be carefully

designed and assessed to prevent unintended vulnerabilities.

Table 1.4 Included papers

. C Risk IoT/
Reference Main objective method Wearabe Industry
Propose Bayesian-Fuzzy
Inference for Risk Quantitative
(Devarajan | Assessment (BFIRA) for -Bayesian- | IoT in smart Smart
et al., 2025) cybersecurity risk Fuzzy manufacturing | manufacturing
assessment in smart Inference
manufacturing.
(Tonita et Review HMI in Indu§t}'y Qualltatlvp- Smart Smart
al., 2025) 5.0, focusing on cognitive | Ergonomic wearables, manufacturing
° ergonomics. methods IoT in HMI
(Mokhtarza
deh, Review failure analysis Qualitative
Rodriguez- methods (FMEA, RCA, with IoT sensors
Echeverria, FTA) enhanced by 14.0 o and Al in Manufacturing
. U quantitative
Semanjski, tech for reliability in 14.0
. elements
& Gautama, manufacturing.
2025)
(Veiga Links agile project Critical [oT
£a, planning with STPA-based o systems Autonomous
Kudo, & . . Qualitative- ..
Bulcio- safety & security analysis STPA (Autonomous Driving
Neto, 2024) for critical IoT systems via Driving Systems
’ the SafeSecloT Canvas. System)
Quantitative | ICPS (cyber-
(Yuan, i o .
Integrated safety and Bow-tie physical .
Yang, & Lo . Chemical
: security risk assessment for with systems
Reniers, . . . . . plants
ICPS in chemical plants. Bayesian implying
2024)
networks IoT)
Design an Image Qu_eirrlr‘g[a‘gve
(Bhaveshku | Recognition-Based System rocesfin Image-
mar N Pasi (IRBS) using 14.0 to p and & processing | Manufacturing
etal., 2024) | automate defect detection samolin IoT
and improve accuracy. Samping
risk analysis
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. C. Risk IoT/
Reference Main objective method Wearabe Industry
Quantitative
Propose a data space-based | -CNN for
(L. Qiao, Li, | method using CNN and causal
Wang, & LSTM-OLS for fault extraction, IoT sensors | Manufacturing
Peng, 2024) | diagnosis and propagation | LSTM-OLS
in industrial processes. for
propagation
Evaluate biomechanical o
. Quantitative
: impacts (e.g., muscle .
(Coccia et activity reduction) of i Passive Manufacturin
al., 2024) Ity Electromyo | exoskeletons &
passive arm-support ranh
exoskeletons in tasks. graphy
Assess 14.0 teph (e. g, IpT) Quantitative
(D. Kumar | for decarbonization using “Bavesian IoTin14.0 | Manufacturin
et al., 2024) Bayesian Networks to Y ' &
S . networks
prioritize attributes.
Human-
Assessing human error's | Quantitative machine
(Digiesi et impact on the -PSF-based systems in Manufacturin
al., 2023) manufacturing system HEP Industry 4.0 &
using PSFs for HEP. estimation | (no specific
IoT)
(Mousavi, Develop an online safety Quantitative loT wireless Underground
. risk management system . sensors for .
Shen, & Li, . -Bayesian . mining and
using [oT and BNs for environment .
2023) : networks o construction
underground environments. al monitoring
L(jf)lac(;; IIjllil I(::?é[éfyr?sii ?rssrer? S[})XE/I;C Quantitative | UAV sensors Aviation
’ ’ Y -FTA-BN | and systems

2023)

using FTA and BN.
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2022b)

in assembly.

. C. Risk IoT/
Reference Main objective method Wearabe Industry
(Mofidi Integrate FRAM and STPA Qualitative-
Naeini & for risk analysis of data integrated Data glove | Manufacturin
Nadeau, loves in aszernbl 4.0 FRAM/ : :
2023) & y AL STPA
(Di
Pasquale, Develop a PSF taxonomy | Qualitative- Collaborative
De Simone, for Human Error Performanc robots Manufacturin
Giubileo, & Probability in HRC, e-Shaping (cobots) &
Miranda, integrating 14.0 factors. Factors
2023)
(Bhi\l]ZrShku Classify 14.0 risks and
develop mitigation Quantitative | IoT sensors
Nandanram . . )
Pasi strategies using - and smart Manufacturing
0 DEMATEL for DEMATEL | techin 14.0
Mahajan, & rioritization
Rane, 2023) p '
Propose a framework for
(Mirabel, 1nbognd sqpply chain Qualitative-
. analytics using 14.0 tech IoT sensors
Yuliana, & Do . KPI-based )
for visibility (automation, . and cloud | Manufacturing
Yahya, information analytics computin
2022) on, dashboard puting
transformation) in
developing countries.
(Mofidi Use FRAM for OHS and
Naeini & | operational risk analysis of | Qualitative- .
Nadeau, the data glove introduction FRAM Data glove | Manufacturing
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. C. Risk IoT/
Reference Main objective method Wearabe Industry
(Thekke
Kanapram, Quantitative
Marcenaro, | Propose interpretable ML -Markov Autonomous
Martin models for abnormality jump Data glove u chicle b
Gomez, & | detection in loT networks. particle vehieies
Regazzoni, filter, DBN
2022)
(Mofidi Analyze OHS and
Naeini & operational risks of the ualitative- .
Nadeau, datg glove in assembly 4.0 © STPA Data glove | Manufacturing
2022c¢) using STPA.
Build a Bayesian network
model for reliability (Porvlverr I(;Tr
evaluation of Power IoT, Quantitati ser 50 tsi °
integrating layers u Ve | pereeption,
(Xue, 2021) (perception, network -Bayesian | interconnecti Energy
platform, application) to networks onir(:f ((i)f;elies
assess uncertainties and ﬁ ds)
threats. & '
(Kaneko Propose a 5-layer STAMP
S model for hierarchical oy .
iogzgli?’ safety/security analysis of Qg'i}lgﬁge_ SAI{[I(;;" Aumt;)rr?oﬁive/s
2020) > | Al/IoT systems, generating ystems ciHes
specs/standards.
. Review safety methods for o
| 100 g i | Qi | 1T e
’Pin tel(;n handling of complexity re\?iev;loef fac toiies i Manufacturing
2019) ’ (e.g., failure tractability, method 14.0
interaction coupling). cthods )
Propose a sensor fusion o Multi-rate
(Zé;?i]:rrllg & scheme based on Bayesian Q_I];a;ltg;grte sensors in Chemical
201 9)g, inference for process fu};ion chemical production
monitoring. processes

Reliability modeling highlights the methodological gap. Traditional safety tools struggle with

the opacity and non-linearities introduced by wearables, leading scholars to advocate for
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resilience-oriented frameworks (Adriaensen et al., 2019). Agile-STPA demonstrates how
systemic analysis can adapt to dynamic IoT environments, offering lessons for wearable-
guided robotics in manufacturing (Veiga et al., 2024). At the operational level, wearable-
enabled image recognition improves inspection accuracy, but sustained calibration and sensor
integrity remain prerequisites (Bhaveshkumar N Pasi et al., 2024). Bayesian networks applied
to sustainability contexts indicate that IoT sensors, including wearables, can support
decarbonization, though interoperability challenges persist (A. Kumar, Upadhyay, Samanta, &
Bhattacherjee, 2024). Risk prioritization studies further show that technical and economic
vulnerabilities dominate Industry 4.0 adoption, while human and organizational factors follow
closely (Bhaveshkumar Nandanram Pasi et al., 2023). Collectively, these results highlight a
paradox: wearables enhance monitoring and control yet simultaneously create new
dependencies vulnerable to environmental variability, technical faults, and human limitations
(Mirabel et al., 2022).

Current literature demonstrates that smart wearables reshape the interaction between humans,
machines, and networks, generating novel socio-technical failure modes that traditional tools
cannot fully capture (Coccia et al., 2024; Naeini & Nadeau, 2023). While these technologies
mitigate risks such as fatigue and inspection errors, they also introduce hazards related to
cognitive overload, cyber intrusions, and fault propagation (Devarajan et al., 2025; Ionitd et
al., 2025; Yuan et al., 2024). In complex manufacturing environments where small errors can
escalate rapidly through interdependent systems, the absence of systematic, quantitative risk
analysis leaves a critical blind spot. Addressing this gap is essential for safe and human-
centered Industry 5.0 adoption (Adriaensen et al., 2019; Di Pasquale et al., 2023). Without
robust methods, wearables may compromise both safety and trust; with them, they can evolve

into enablers of smarter, safer, and more sustainable manufacturing.



CHAPTER 2

OBJECTIVES AND RESEARCH METHODOLOGY

Throughout this chapter, the research methodology for the study will be described. Four

sections will make up the chapter:

2.1

The first section describes the research problem and the objectives of the thesis.
The second section contains the main research questions and scientific contributions.
The third section contains the methodology to solve the research problem, including

PSO, FRAM, STPA, and BN.

And the final section contains the description of the case studies.

Research problem and objectives

Building on the literature review in Chapter 1, the central research gap concerns the absence

of systematic and quantitative methods for analyzing the risks introduced by smart wearables,

specifically smart glasses and smart gloves, in complex assembly and disassembly systems.

Existing approaches highlight emerging vulnerabilities but cannot model, quantify, and

prioritize risks in dynamic, human-centered environments. To address this gap, the objectives

of this thesis are as follows:

Develop systemic approaches to identify, analyze, quantify, and prioritize systemic
risks, including those related to human error, arising from the use of smart wearables.
Model the integration of multiple smart wearables (e.g., smart glasses and smart gloves)
in hybrid assembly/disassembly systems, evaluate the associated risks, and propose
mitigation strategies to support safer integration and decision-making.

Incorporate sustainability dimensions (environmental, economic, and social) into risk
management methods, and develop a sustainability-driven framework that not only

evaluates risks but also guides the selection of optimal mitigation strategies.
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e Establish probabilistic frameworks to quantify uncertainties, trace failure pathways,
and support risk-informed decision-making.

As discussed in Chapter 1, several methods exist for analyzing risks. In this thesis, FRAM,
STAMP-STPA, and BN are integrated with the PSO algorithm to enable quantitative
evaluation and dynamic risk management. To ensure methodological robustness, three
approaches—FRAM-PSO, STPA-PSO, and STPA-BN-PSO—are applied (Figure 2.1),
allowing comparative analysis across multiple systemic perspectives. This strengthens the
validity of the results and highlights the strengths and limitations of each method when applied
to wearable-enabled manufacturing systems.
While FRAM and STAMP-STPA are originally qualitative, their integration with PSO—and
the calibration of BN using PSO—enables quantitative risk assessment and management across
all three approaches. To the best of our knowledge, no previous study has quantified the risks
associated with introducing multiple intelligent devices (smart glasses and smart gloves) into
hybrid manufacturing systems. The final step of this research is a comparative analysis of the

three developed methods across case studies in manufacturing.

STPA-PSO

FRAM-PSO

STPA-BN-PSO

Figure 2.1 Overview of the proposed methodological approaches

2.2 Research questions and scientific contributions

Based on the objectives outlined in Section 2.1, the following research questions are

formulated for further investigation:
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e How can systemic risks, particularly those related to human error, be identified,
quantified, and prioritized when integrating smart wearables such as smart glasses and
smart gloves into assembly and disassembly systems?

e How can the simultaneous integration of multiple wearables be modeled, and what
mitigation strategies can be proposed to support safer and more effective decision-
making in wearable-enabled manufacturing?

e How can sustainability dimensions (environmental, economic, and social) be
embedded into systemic risk analysis frameworks to guide the selection of mitigation
strategies and ensure sustainable decision-making?

e To what extent can probabilistic and optimization-based frameworks trace failure
pathways and provide decision support in wearable-enabled manufacturing systems?

e What are the comparative advantages and limitations of FRAM-PSO, STPA-PSO, and
STPA-BN-PSO, and under what conditions should each be applied in real-world
industrial contexts?

These research questions are addressed through a set of scientific contributions, illustrated in
Figure 2.2, which map each question to a specific methodological advancement developed in
this thesis. Moreover, this figure demonstrates the link between each scientific contribution

and the resulting publications and presentations.
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Development of an STPA-PSO method for quantifying systemic and human error
risks associated with smart glasses.

* Journal paper (Heliyon, 2023): A comprehensive STPA-PSO framework
for quantifying smart glasses risks in manufacturing

* Vulgarization activity (CAEC, 2024): Wearables risks in manufacturing

» Vulgarization activity (IEA Resilience Engineering Committee, 2025):
PSO-STPA model: case study of an Industry 4.0 plant using smart glasses

« Vulgarization activity (CAEC, 2025): Risk of using smart glasses in an
Industry 5.0 plant

Proposal of a multi-wearable systemic risk framework that models the
simultaneous integration of smart glasses and smart gloves, incorporating a semi-
automated mitigation loop to support safer decision-making.

* Journal paper (Robotics and Computer-Integrated Manufacturing, 2026):
Integrating smart glasses and smart gloves in hybrid assembly/disassembly
systems: an STPA-driven semi-automated risk management tool

* Conference paper (IEA, 2024): Fostering Al-human collaboration in
Industry 5.0 manufacturing

* Vulgarization activity (3-minute thesis, 2025): Empowering humans, not
replacing them

(

.

Introduction of a FRAM-PSO sustainability-driven method that integrates
environmental, economic, and social criteria into systemic risk management,
enabling the selection of mitigation strategies that are both effective and
sustainable.

¢ Journal paper (Computers & Industrial Engineering, 2025): FRAM-PSO: A
semi-quantitative framework integrating multi-dimensional sustainability
criteria

» Conference paper (IISE, 2024): FRAM eftectiveness in the era of Industry
4.0: A dual perspective review

« Vulgarization activity (Substance ETS, 2025): Making manufacturing
smarter, safer and more sustainable

Development of a STPA-BN-PSO method that combines probabilistic reasoning
with optimization to trace failure pathways, quantify uncertainties, and provide
decision support in complex manufacturing contexts.

* Journal paper (Computers & Industrial Engineering, 2026): STPA-BN-—
PSO: a hybrid probabilistic framework for managing systemic risks in
human-centric wearables-enabled manufacturing

Figure 2.2 Scientific contributions
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23 Research methodology

This section presents the methodological foundations of the thesis. It introduces the core
methods—namely Particle Swarm Optimization (PSO), Systems-Theoretic Process Analysis
(STPA), the Functional Resonance Analysis Method (FRAM), and Bayesian Networks (BN)—
and explains their integration into hybrid methods (STPA-PSO, FRAM-PSO, and STPA-BN-
PSO). Each method is first described in its original form and then extended with PSO to enable
quantitative evaluation and dynamic risk management. The structure of this research
methodology, together with the main contributions of each method (shown as blue ellipses), is

illustrated in Figure 2.3.

Critical literature
review

research gap

1 l

Design the ‘

Develop an STPA- Develop a FRAM- Develop a STPA-
PSO model PSO model BN-PSO model
Semi- Analyze, L .
( Wearable /automated quantify, and , Considering Selecting the,, Trace failure

| | [ sustainability | | mitigation | |

integration decision | | joriti ' : /
risks

Define case studies
and apply each
method

J

!

Compare results to
identify advantages
and disadvantages

Conclusions and
recommendations

Figure 2.3 Research methodology structure
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2.3.1 Introduction of PSO

Particle Swarm Optimization was introduced in 1995 by James Kennedy and Russell Eberhart,
and is a well-known swarm-based optimization method (Jain et al., 2022). Its design was
inspired by observing the collective behavior of animals during aggregation and aggression
(Karevan & Vasili, 2018). As a tool for solving complex optimization problems, PSO has
demonstrated excellent flexibility and practicality (Yang et al., 2020). Numerous optimization
domains have successfully used PSO because of its ease of implementation (Lehre & Witt,
2013).

Unlike evolutionary algorithms that rely on explicit selection and replacement, PSO maintains
a population of candidate solutions, called particles, that navigate a multidimensional search
space. Each particle dynamically adjusts its trajectory by integrating its own best-found
solution (self-experience) with the best solution discovered by the entire swarm (social
experience). This dual-experience approach drives the swarm's convergence towards high-
quality solutions (Jain et al., 2022).

As a heuristic algorithm, PSO iteratively improves candidate solutions through continuous
updates of particle positions and velocities, though it does not guarantee the global optimum.
Particles are never eliminated; instead, they continuously evolve from their initial random
positions and velocity vectors (Wilson & Mantooth, 2013). PSO distinguishes itself from
evolutionary algorithms by not using explicit selection and by manipulating individuals
through guided updates rather than genetic operators. However, it cannot directly adapt
velocity steps for space constraints (Yang et al., 2020).

In a d-dimensional search space, each particle is defined by its position X;, velocity V;, and
personal best P; (Jain et al., 2022; Lalwani, Singhal, Kumar, & Gupta, 2013). The algorithm's
core mechanism for optimizing solutions involves regulating particle velocities. Based on

equation 2.1, particle k's velocity is updated in the (i+1)" iteration (Jain et al., 2022):

V(i +1) =V (i) + cqmy (Pt’fest,i - Xk(i)) + 1y (gbest,i - Xk(i)) (2.1)
In the (i+1)™ iteration, the velocity of the k™ particle is updated based on three components

(Jain et al., 2022):
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Momentum Part (V,, (i)): The inertia component, represented by the previous velocity,
balances global exploration and local exploitation within the search space, acting as a

memory of past movement.

Cognitive Part (¢y7y (Pé‘est,i -X k(i))): This part drives particles towards their own
best-found positions, reflecting individual learning.

Social Part (c,ry (gbest’i —Xk(i))): This component directs particles towards the

swarm's global best position, embodying collective learning.

Subsequently, during iteration (i+1), the position of each particle £ depends on equation 2.2:

X+ =X, +V(i+1) (2.2)

Several control parameters influence the basic PSO:

Swarm size: This refers to the total number of particles. Larger swarms increase
computational complexity per iteration (Engelbrecht, 2007).

Neighborhood size: This parameter dictates the extent of social interaction among
swarm members. Smaller neighborhoods tend to converge slowly but reliably, whereas
larger ones facilitate faster convergence due to increased interaction (Jain et al., 2022).
Acceleration coefficients: These coefficients, along with random numbers »/ and 2,
control the influence of the cognitive and social components on particle velocity.
Proper balancing of ¢/ and c2 is crucial, as inappropriate values can lead to divergent
or cyclic swarm behavior (Jain et al., 2022).

Number of iterations: The required number of iterations varies with the problem's
complexity. Too few iterations can lead to premature termination, while too many
unnecessarily increase computational time (Engelbrecht, 2007).

Velocity clamping: Introduced to prevent swarm divergence, velocity clamping
maintains velocities within defined boundary constraints. Vmax represents the
maximum exploration rate and must be chosen carefully to balance global exploration
with local exploitation, avoiding situations where the optimal solution is overshot or
particles become trapped in local optima (Jain et al., 2022).

Weight of inertia: Convergence performance of a particle is improved by increasing

its inertia weight ‘@’. Choosing a suitable value for o will, in general, result in fewer
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iterations to arrive at the optimal solution. A large adjustment of the inertia weight o is
essential for balancing global and local search and ensuring convergence to a
sufficiently optimal solution in fewer iterations (Jain et al., 2022).
Figure 2.4 visually depicts particles within the swarm, showing their positions and velocities.
It's important to note that PSO operates iteratively without utilizing gradient information

during its search (Talbi, 2009).

. Particle

New position of
the particle

Velocity of the
particle

Decision space

Figure 2.4 Positions and velocities of the particle swarm
Taken from Talbi (2009, p. 248)

2.3.2 STPA-PSO

2.3.2.1 Introduction of STAMP

Traditional accident analysis often struggles with complex systems, particularly when systems
operate close to their stable limits. In such states, even minor parameter fluctuations can lead
to catastrophic instability, a dynamic that classical approaches fail to capture (Alvarenga, e
Melo, & Fonseca, 2014). Furthermore, complex system accidents are rarely attributable to a
single 'root cause' and are instead understood as emerging from unexpected, uncontrolled
interactions between system components. This necessitates a holistic view of systems rather

than an isolated examination of their parts (Underwood, Waterson, & Braithwaite, 2016).
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Based on these systems theory concepts, Nancy Leveson introduced STAMP in 2004
(Leveson, 2004). STAMP addresses the limitations of traditional accident analysis by framing
safety as a dynamic control problem, emphasizing continuous control and constraint
enforcement rather than solely focusing on failure prevention (Leveson & Thomas, 2018). It
posits that accidents arise from inadequate control actions or uncontrolled disturbances rather
than simply component failures (Ceylan, Akyuz, & Arslanoglu, 2022). Its generic nature
allows for both retrospective accident analysis and prospective safety assessment across
diverse domains (Kazaras, Kirytopoulos, & Rentizelas, 2012; Underwood & Waterson, 2012).
STAMP offers several distinct advantages over traditional safety methods (Allison, Revell,
Sears, & Stanton, 2017):
e Providing the researcher with the opportunity to examine systemic feedback and
actions taken in response to it.
e The analysis must encompass organizational and technological constraints at the same
level.
e Its focus is on overall system improvement rather than identifying a single "root cause"
of an accident.
This approach allows for the detection of various types of failures within dynamic and complex
structures, often identifying accident causes more comprehensively than other system theory
methods (Salmon, Cornelissen, & Trotter, 2012). STAMP is particularly effective at describing
how inadequate control actions can violate safety constraints (Kazaras et al., 2012) by
examining the safety control structure to identify why it failed to maintain safe operational
limits (Leveson, 2004). It presents a robust alternative to classical safety methods such as FTA,
ETA, HAZOP, and FMECA (Leveson & Thomas, 2018).
The STAMP framework conceptualizes socio-technical processes as systemic performances
that are enabled by multilayered feedback loops between different stakeholders and are in a
continuous state of dynamic equilibrium (Allison et al., 2017). Its primary purpose is to identify
system components and characteristics that might lead to a violation of control mechanisms
(Slim & Nadeau, 2020). STAMP functions by controlling restrictions at lower hierarchical
levels through controllers and effective communication channels for transmitting and receiving

feedback about those restrictions (Alvarenga et al., 2014). By evaluating both individual
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component failures and the interactions among components, STAMP's results often provide a
more complete picture, effectively forming a superset of traditional safety analysis outcomes
(Rising & Leveson, 2018). Further advantages of STAMP include (Leveson & Thomas, 2018):

e Its top-down design makes it suitable for analyzing highly complex systems.

e Its equitable consideration of software, human factors, organizational structures, and
safety culture as causal factors.

e Its ability to serve as a foundation for various analytical tools, including System
Theoretic Process Analysis (STPA) for hazard analysis, Causal Analysis based on
STAMP (CAST) for accident investigation, risk identification and management, and
organizational risk analysis.

Despite its powerful dynamic analysis capabilities rooted in systems theory, a primary
disadvantage of STAMP is its qualitative nature, lacking quantitative metrics (Ceylan et al.,
2022). Moreover, for those seeking to assign blame, a systemic accident model like STAMP
might be unsatisfactory as it avoids identifying a single causal factor (Allison et al., 2017).
The STAMP model identifies situations where control actions are inadequate to maintain
safety. These include when (Mofidi Naeini & Nadeau, 2022c¢):

e The controller cannot execute the safety constraints model.

e Control actions fail to impose safety constraints at any level of the socio-technical
control structure.

e Control actions are performed at an inappropriate time (too soon, too late).

e Inappropriate control actions violate safety constraints.

e Suitable control actions, despite being considered, are not implemented properly.

In practice, STAMP manifests as STPA for prospective hazard analysis and CAST for

retrospective accident and incident analysis (Pricop, Fattahi, Dutta, & Ibrahim, 2020).

2.3.2.2 Introduction of STPA

STPA is one of the most prominent STAMP-based proactive hazard analysis methods. Its

purpose is to identify potential causes of accidents within a system, thereby enabling the
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elimination or control of hazards through systematic analysis (Andrews, Moulton, & Madnick,
2018). As a qualitative method, STPA offers a holistic view of the system and provides detailed
insights into the relationships between system components regarding safety control actions
(Mofidi Naeini & Nadeau, 2022¢). To address the systemic focus offered by STAMP, the
STPA method was developed, which included control types and factors not addressed by
traditional techniques (Hulme et al., 2021).
STPA operates on the premise that accidents can occur not only from component failures but
also from unsafe interactions among system components (Leveson & Thomas, 2018). It is
uniquely capable of accounting for a wide range of loss-inducing factors, including design
errors, software flaws, complex component interactions, cognitive human errors, and critical
social, organizational, and management influences (Hulme et al., 2021). Crucially, STPA
identifies potentially unsafe or inadequate control actions that could lead to hazards at any
stage of the system lifecycle (Mofidi Naeini & Nadeau, 2022c). The structured approach of
STPA typically involves four main steps (Bjerga, Aven, & Zio, 2016):

1. Defining accidents, system-level hazards, safety constraints, and functional

requirements.

2. Developing a functional control model for the system.

3. Identifying unsafe control actions within the model.

4. Identifying loss scenarios for each unsafe control action identified in step 3.
While STPA aligns with model-based engineering (improving as design adjustments are
made), its underlying model differs from those typically recommended for contemporary
systems (Leveson & Thomas, 2018). Multiple studies have demonstrated STPA's
effectiveness, particularly in complex operating environments characterized by multiple
controllers managing the same process (Rising & Leveson, 2018). In STPA, a safety problem
is fundamentally viewed as a control issue, not solely a reliability issue. This allows STPA to
be applied at all stages of a system's standard engineering process, unlike many reliability-
based tools (Rising & Leveson, 2018). Compared to traditional risk analysis techniques, STPA
offers significant advantages (Leveson & Thomas, 2018; Rising & Leveson, 2018):

e It enables the analysis of highly complex systems.
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e [t effectively identifies safety requirements and constraints early in concept analysis,
allowing for the detection of design flaws early in development or operation, thereby
preventing costly rework.

e By integrating human and software operators into the hazard analysis, STPA ensures a
comprehensive consideration of all potential loss events.

e It addresses the common issue of undocumented system functionality in large and
complex systems by inherently building a functional model.

e [t seamlessly integrates with model-based and system engineering practices.
Moreover, a major benefit of STPA is its ability to trace decisions and designs throughout the
development process, which eliminates the need to redo prior analyses (Leveson & Thomas,
2018). It comprehensively considers all aspects of a system (humans, technology, and
organizations) to identify hazards (Mofidi Naeini & Nadeau, 2022c). As development
progresses and more information becomes available, these general requirements can be

iteratively refined (Rising & Leveson, 2018).

2.3.2.3 STPA-PSO: A hybrid framework for quantitative risk assessment and mitigation

While STPA offers a robust qualitative framework for identifying hazards and unsafe control
actions within complex socio-technical systems, its inherent qualitative nature presents
limitations when precise risk quantification is required (Ceylan et al., 2022). Traditional STPA
excels at identifying what could go wrong and how it could happen, but does not inherently
provide metrics for the likelihood or severity of such events.

To address this gap, this thesis introduces STPA-PSO. This methodology extends STPA by
integrating quantitative risk assessment techniques—impact and probability modeling—while
leveraging the PSO algorithm to manage and prioritize risks. STPA-PSO thus moves beyond
hazard identification toward the systematic calculation of risk, including human error, and
supports the selection of optimal mitigation strategies in complex environments such as those
involving smart wearables.

STPA-PSO systematically builds upon the four core steps of STPA (as described in Section

2.3.2.2). The first three steps—defining losses and hazards, developing the control model, and
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identifying unsafe control actions—follow standard STPA procedures. The contribution of
STPA-PSO lies in its quantitative enhancements of these steps and the introduction of a risk

mitigation phase, described in the following sections.

2.3.2.3.1 Consider losses, hazards, and system-level constraints

Consistent with foundational STPA, the initial phase involves clearly delineating the scope of
the analysis by defining potential losses, system-level hazards, and the overarching safety
constraints that the system must satisfy to prevent these hazards. This foundational step is
critical for establishing the boundaries of the analysis and ensuring a common understanding
of what constitutes an undesirable outcome. As defined by Leveson and Thomas (2018):

e Loss: "something of value to stakeholders. Losses may include a loss of human life or
human injury, property damage, environmental pollution, loss of mission, loss of
reputation, loss or leak of sensitive information, or any other loss that is unacceptable
to the stakeholders."

e System-level Hazard: "A system state or set of conditions that, together with a
particular set of worst-case environmental conditions, will lead to a loss."

e System-level Constraint: "System conditions or behaviors that need to be satisfied to

prevent hazards (and ultimately prevent losses)."

2.3.2.3.2 Develop functional control model structure
The second step involves constructing a hierarchical control structure model of the system
under analysis. This model visually represents the interactions between controllers (e.g.,
humans, software, automated systems), controlled processes, control actions, and feedback
mechanisms. Unlike physical models, STPA control structures are conceptual representations
of how safety is managed, focusing on control loops and communication pathways rather than
physical components (Leveson & Thomas, 2018). Key components include:

e Controllers: Entities responsible for issuing control actions.

e Control actions: Commands or instructions issued by controllers to influence the

controlled process.
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e Feedback: Information flowing back to controllers about the state of the controlled
process.

e Controlled process: The system or subsystem being managed.

2.3.2.3.3 Identification of unsafe control actions (UCAs)
Building upon the functional control model, this step systematically identifies UCAs. A UCA
is defined as "a control action that, in a particular context and worst-case environment, will
lead to a hazard" (Mofidi Naeini & Nadeau, 2022c). UCAs are categorized into four primary
types:
e Not providing a required control action: A safety-critical action is omitted.
e Providing an unsafe control action: An action is performed that inherently leads to a
hazard.
e Providing a safe control action at an inappropriate time or sequence: The action is
correct but its timing (too early, too late) or order is wrong.
e A continuous safe control action applied for too long or stopped too soon: The duration
of a continuous action is incorrect.

Each UCA becomes a candidate event for quantitative risk assessment in STPA-PSO.

2.3.2.3.4 Calculate the risk of each UCA using the PSO algorithm
This is where the STPA-PSO methodology diverges from traditional STPA, transforming
qualitative insights into quantifiable risk metrics. After identifying the UCAs, the risk
associated with each is calculated using a multi-criteria approach with PSO. The fundamental
risk equation, adapted for multi-criteria assessment, is applied:
Ri= P;x (Winpi* Iinp ) + Wons i * lons i) + Wiy i * Ipv i) (2.3)

Where:

e R, is the risk of event i;

e P; is the probability of event i;

o Winpi» Wonsi, Wein i are the weight factor of industrial aspect, OHS aspect, and

financial aspect of event i, respectively.
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o Iinpi> lousi> Irin i are the impact grade of each industrial, OHS, and financial aspect,

respectively.
Each component of this quantitative assessment is detailed below:
The impact of each UCA 1is assessed across multiple critical dimensions to provide a holistic
view of potential consequences. This study considers three primary aspects: Industrial,
Occupational Health and Safety (OHS), and Financial. Each aspect is graded on a five-point
Likert scale (1=Very Low, 2=Low, 3=Medium, 4=High, 5=Very High), providing granularity
beyond simple binary failure states.

e OHS Impact: Graded according to the severity of human injury or health impairment,
aligning with established definitions from the Canadian Centre for Occupational Health
and Safety. This ranges from minor first aid incidents to critical situations leading to
severe injury or fatality.

e Industrial and Financial Impact: Recognizing the interconnection of these aspects, their
impact is assessed based on scenarios that consider both time-related industrial
disruptions (e.g., production delays, reassembly, and stop production) and
corresponding cost implications. This comprehensive approach provides a more
realistic representation of business and operational consequences.

To determine the relative importance (weights) of these different impact criteria (Wyp ;,
Wowusi> Wrin i), the Best Worst Method (BWM) is employed. BWM is a Multi-Criteria
Decision Making (MCDM) technique selected for its computational efficiency and robust
capability in establishing criteria weights based on expert judgment. This method involves
identifying the best and worst criteria, followed by pairwise comparisons to derive the optimal
weights, ensuring a systematic and transparent weighting process.

Determining the probability (P;) of each UCA, especially in complex systems with uncertain
failure modes (such as those involving wearables), is a critical step. Given the potential lack
of reliable historical data, particularly during the design phase, random simulated data is
employed to determine the probability of each UCA. This approach allows for the
establishment and evaluation of a dependable framework even when empirical data is scarce,
ensuring the methodology's functionality with varied scenarios. The PSO algorithm plays a

role in generating and exploring these simulated probability scenarios.
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The final part of the quantitative assessment in STPA-PSO involves the application of the PSO
algorithm. Given the multi-variable nature of the risk calculation (involving probabilities,
impact grades, and weights) and the need to identify the "worst-case scenarios" to prioritize
risks, PSO provides a computational solution.
In the context of STPA-PSO, the algorithm is used to:
e Quantify risk: By iteratively evaluating the risk (Eq. 2.3) across various random
simulated probabilities and impact scenarios.
e Identify high-risk scenarios: The PSO algorithm selects and prioritizes the top events
(UCAs) that pose the highest risk levels, allowing for focused mitigation efforts.
The use of PSO ensures that the STPA-PSO methodology not only quantifies risk but also
provides a reliable tool for identifying critical vulnerabilities and optimizing safety responses,
particularly valuable when operating with simulated data during early design phases.
The final risk score combines probability and weighted impact. Based on the 1-5 impact scale
and potential probabilities, the resulting risk scores are categorized into qualitative tiers for
easier interpretation: very low risk (R; < 5), low risk (5 < R; < 10), medium risk (10 < R; <

15), high risk (15 < R; <20), very high risk (20 < R; < 25).

2.3.2.3.5 Identify loss scenarios

During this stage, the UCAs are ranked based on their calculated risk scores. The top-ranked
scenarios (e.g., those falling into 'high' and 'very high' risk tiers) are identified for focused
mitigation efforts in the next step. This prioritization is a key output of the quantitative

assessment and guides subsequent decision-making.

2.3.2.3.6 Identify mitigation strategies (Human-AlI collaboration)

In the final stage, improvement recommendations are generated for the identified loss scenarios
in the previous step. In this final stage, improvement recommendations are generated for the
identified loss scenarios. This step operationalizes a semi-automated mitigation tool, where Al

assists human decision-making by prioritizing risks for each scenario. It transforms the



53

methodology from purely analytical to include proactive risk reduction guidance during the
design phase.

The initial steps (1, 2, and 3) are conducted through human analysis, while steps 4 and 5 are
performed by the intelligent PSO algorithm. Step six, represents a collaboration between
human expertise and Al capabilities. Here, the intelligent algorithm functions as a knowledge-
based matching system, querying a predefined knowledge base to link identified unsafe control
actions to relevant mitigation strategies. This human-Al collaboration enables iterative
refinement, prompting recalculation of the model from step four after improvement
recommendations are implemented, thereby completing the circular process of the model and
continuously assessing the effectiveness of mitigations.

Therefore, by systematically identifying, quantifying, and mitigating risks, STPA-PSO
provides a comprehensive framework for proactive risk management. It moves beyond
theoretical hazard identification to deliver actionable safety improvements. Chapters 3 and 4

provide the detailed methodology and application of the model.

233 FRAM-PSO

2.3.3.1 Introduction of FRAM

In 2004, Erik Hollnagel introduced FRAM as a way to analyze and assess risks in complex
sociotechnical systems (Hollnagel & Goteman, 2004). Since its introduction, FRAM has been
widely applied in industries such as aviation, healthcare, and industrial processes, which
together account for more than half of the published applications (Patriarca et al., 2020). It has
also been applied in maritime safety (Salihoglu & Besikei, 2021), offshore drilling (Franga,
Hollnagel, dos Santos, & Haddad, 2021), coal mine accidents (Wanguan Qiao, Li, & Liu,
2019), software engineering (E. A. de Carvalho, Gomes, Jatoba, da Silva, & de Carvalho,
2021), healthcare (Cheng et al., 2020), and increasingly in manufacturing (Melanson &
Nadeau, 2019).

FRAM has proven effective both retrospectively (to analyze past accidents) and prospectively

(to anticipate and prevent future risks), supporting resilience engineering by providing safety
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assurance in dynamic operational environments (Lundblad, Speziali, Woltjer, & Lundberg,
2008; Yousefi, Rodriguez Hernandez, & Lopez Pena, 2019; D. Smith, Veitch, Khan, & Taylor,
2017). Its main strength lies in modeling non-linear interactions and performance variability
that arise during real operations, allowing analysts to understand how systems maintain safety
despite complexity (Bellini, Coconea, & Nesi, 2019).
According to Hollnagel (2012), FRAM is based on four fundamental principles:
e There is no intrinsic difference between successes and failures—their causes are the
same.
e Performance in sociotechnical systems is always adapted to match conditions.
e Many outcomes of a system are emergent, rather than the result of single components.
e Functional resonance describes how variability accumulates and combines, rather than
following simple cause and effect chains.
FRAM derives its name from the idea that normal performance variability can resonate across
functions, amplifying deviations until they result in an accident signal. FRAM represents
systems in terms of functions rather than components. A function can be performed by humans,
organizations, or technology. Each function is described using six aspects (Figure 2.5). The
FRAM process typically follows four steps (Hulme, Stanton, Walker, Waterson, & Salmon,
2019):
e Identify system functions (human, technological, organizational).
e Identify functional variability based on observed and potential deviations.
e Model interactions by linking functions into a FRAM diagram, highlighting where
variability may couple. The FRAM Model Visualizer (FMV) tool supports this stage.
e Visualize and evaluate variability across the model to propose monitoring to ensure the

system continues to operate within safe boundaries.
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* Necessary for the function to be performed

Inputs (I) * Transform or reconstruct outputs based on previous
functions

* Produced by the function.
Outputs (O) | A function's outputs serve as links to subsequent ones.

* Used by the function to process inputs
Resources (R)

e — - -
e Limit or supervise a function

Controls (C)
u
e - - - - -

Preconditions [ A function cannot be carried out without fulfilling certain

(P) conditions in the system.
"
a4
_ * Governs all processes
Time (T) * Can be a condition or resource

"

Figure 2.5 Six aspects of a function according to FRAM

Through this process, FRAM examines how everyday performance variability may combine
to produce unexpected and undesirable outcomes, instead of simply tracing linear failure
chains (Hulme et al., 2019). FRAM has been applied extensively in safety-critical domains. Its
advantages over traditional techniques include:

e (Capturing complex organizational and contextual influences.

e Modeling real-world work practices (work-as-done) instead of relying solely on

procedures (work-as-imagined).

e Revealing functional couplings and emergent risks invisible to linear tools.
Table 2.1 summarizes how FRAM compares with traditional methods such as Fault Tree
Analysis (FTA), Root-Cause Analysis (RCA), Failure Mode and Effect Analysis (FMEA),
Event Tree Analysis (ETA), and Failure Mode, Effects and Criticality Analysis (FMECA)
(Patriarca et al., 2020).

However, FRAM also presents challenges:
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e High coupling complexity makes models difficult to construct and interpret (Nakajima,

2017; Praetorius, Graziano, Schroder-Hinrichs, & Baldauf, 2017).

e Analysis is time-consuming and heavily dependent on expert judgment (Bahoo

Toroody, Talaee, Abaei, & Gholamnia, 2016).

e Results remain qualitative, limiting their direct use for quantitative decision-making

(Guo et al., 2022).

Table 2.1 Advantages of FRAM over traditional methods

Method Advantages of using FRAM over this method Author, Year
Prompts identification of organizational factors that may | (Bahoo Toroody
FTA pose risks et al.,. 2016;
. . . Praetorius et al.,
Supports consideration of potential control measures 2017)
Improves understanding of in-situ complex processes N
_ (Nakajima,
RCA Highlights emergent properties not captured by linear 2017)
root-cause chains
Visualizes system design as a function of complexity (Das et al., 2018;
FMEA Patriarca et al.,
Considers different contextual influences on performance 2020)
Improves understanding of composite causes of accidents
ETA/ (Melanson &
FMECA Reveals how accidents emerge from performance Nadeau, 2019)
variability rather than linear sequences

To overcome FRAM’s qualitative limitations, researchers have attempted various

quantification approaches (Table 2.2). These include Bayesian Networks (Bahoo Toroody,
Bahoo Toroody, & De Carlo, 2017; Q. Wang, Jiang, Park, & Wang, 2023; Xinqi Zhang et al.,
2022), Monte Carlo Simulation (Costantino, Di Gravio, & Tronci, 2018; K&pke, Schifer-Frey,
Engler, Wrede, & Mielniczek, 2020; Patriarca, Di Gravio, & Costantino, 2017; Peng, Zhen, &
Huang, 2022; Zhou, Matsubara, & Takada, 2023), reinforcement learning (Salehi, Tran,
Veitch, & Smith, 2022), fuzzy sets (Slim & Nadeau, 2019), analytic hierarchy process (P. de
Carvalho, Villarinho, & Haddad, 2016; Franga, Hollnagel, dos Santos, & Haddad, 2020;
Haddad & Rosa, 2015; Lucio Villarinho Rosa, Carvalho, & Haddad, 2020; Lucio V Rosa,
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Franca, Haddad, & Carvalho, 2017), and Genetic algorithm (Patriarca, Lovaglio, & Simone,
2025).

These efforts highlight that combining FRAM with complementary quantitative methods
produces richer insights than applying them in isolation (Mofidi Naeini & Nadeau, 2022b).
However, no prior work has integrated FRAM with PSO, and importantly, none of the
quantification studies have specifically addressed wearable-enabled manufacturing systems.
This gap motivates the development of FRAM-PSO, which will be introduced in the following

section.

2.3.3.2 FRAM-PSO: A hybrid framework for sustainable risk assessment and mitigation

While FRAM provides a qualitative framework to model functional variability and explore
how everyday performance deviations may resonate across a sociotechnical system, its
descriptive nature limits its ability to support quantitative risk assessment. In particular, FRAM
identifies how variability propagates but does not directly assign numerical measures to risk
or offer systematic guidance for prioritizing mitigation strategies (Guo et al., 2022).

To address this limitation, this thesis introduces FRAM-PSO, a hybrid framework that
integrates FRAM with PSO. The framework builds on FRAM’s capacity to model variability
while leveraging PSO to quantify risks, identify critical pathways, and propose sustainable
mitigation strategies that explicitly account for economic, environmental, and social
dimensions. The approach not only extends FRAM beyond descriptive modeling but also
ensures that risk-reduction decisions are evaluated within a sustainability framework, aligning
immediate safety improvements with long-term system resilience and sustainable development
goals.

As illustrated in Figure 5.1, FRAM-PSO follows a structured process. The initial stages (Steps
1-4) are grounded in the established FRAM procedure, while later stages introduce
quantitative enhancements and optimization routines through PSO. The framework
distinguishes between tasks performed by the decision-making team (human analysis) and

those automated through the intelligent algorithm.
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Table 2.2 FRAM quantification efforts

Reference Method of quantifying Industry
(Q. Wang et al., 2023) Construction industry
(Bahoo Toroody et al., 2017) BN Oil and gas industry
(Xingi Zhang et al., 2022) DBN Gas pipeline industry

(Zhou et al., 2023)

(Peng et al., 2022)

(Kopke et al., 2020)

(Costantino et al., 2018)

(Patriarca, Di Gravio, &

Costantino, 2017)

Monte Carlo Simulation

Healthcare industry

Marine industry

Offshore wind farms

Manufacturing industry

Aviation industry

(Patriarca et al., 2025) Genetic Algorithm Maintenance
(Lucio V Rosa et al., 2017) Construction industry
(Haddad & Rosa, 2015) Construction industry
(P. de Carvalho et al., 2016) AHP Socio-technical system

(Franca et al., 2020)

(Lucio Villarinho Rosa et al., 2020)

Oil and gas industry

Construction industry

(Salehi et al., 2022)

Reinforcement Learning

Healthcare industry

(Liu et al., 2021)

CREAM

Medical equipment

(Eljaoued, Yahia, & Saoud, 2020)

Resilience Measuring

Socio-technical system

(Slim & Nadeau, 2019)

Fuzzy Logic Rough Sets

Aviation industry

(J. Lee & Chung, 2018)

HIS Methodology

Marine industry

(Riccardo, Gianluca, Giulio, &

Francesco, 2018)

Resilience Analysis

Matrix

Aviation industry

(Bahoo Toroody et al., 2016)

Noisy OR-Gate Model

Marine industry

(Lopez de Obeso, Mock, & Zipper,
2016)

FMEA

Construction industry
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2.3.3.2.1 Identification and description of the system’s functions

The initial step in this methodology involves clearly articulating the primary objective of the
study. This entails determining whether the focus is on accident investigation or a broader
system risk assessment. For this research, the primary objective is a proactive system risk
assessment, aiming to identify potential vulnerabilities and improve system resilience before
incidents occur.

The next step involves identifying and categorizing system functions into foreground and
background types. Foreground functions, central to the analysis, are characterized by six
attributes: Input (what initiates the function), Output (the result), Precondition (requirements
for execution), Resource (consumable elements), Control (guiding instructions), and Time
(temporal constraints). Background functions, which play a supporting role, are defined by a
single input or output to provide context. This distinction allows for focused analysis while
acknowledging broader system interactions. The specifications of FRAM functions can be

visually represented to enhance clarity.

2.3.3.2.2 Identification of performance variability

This step involves a detailed analysis of potential and actual performance variations inherent
in each function, specifically within the context of various risk scenarios. Variability can
originate from three main sources:

e Internal: Changes or fluctuations occurring within the function itself.

e External: Influences from the surrounding work environment or operational context.

e Coupling: Effects stemming from the outputs of upstream functions.
Understanding these sources is crucial for explaining discrepancies in function outputs.
Variability can be categorized into several types based on characteristics such as timing,
precision, speed, distance, sequence, object, force, duration, and direction (Zinetullina et al.,
2021). However, most researchers simplify the approach by focusing primarily on timing and

precision (A. Kumar et al., 2024), such as those by (Kaya & Hocaoglu, 2020; Kaya, Ozturk, &
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Sariguzel, 2021; Mofidi Naeini & Nadeau, 2023; Patriarca, Di Gravio, & Costantino, 2017;
Slim & Nadeau, 2019; Yu et al., 2025; Zinetullina et al., 2021). This study focuses on time,
precision, force (exerted by the worker), and sequence, due to their direct relevance to manual
assembly and disassembly operations and their impact on failure modes and performance with
smart wearable technologies.

To quantify the collective influence of these variations on system outputs, the overall

variability of an upstream output j, denoted as OV}, is calculated using the following formula:
—_ T w VP « UF « S
OVJ—VJ *Vj *]/} *V] (2.4)
Where VjT, VjP , and VjF represent the variability in timing, precision, and force, respectively,
while VjS accounts for sequence variability.

To enhance the reliability of these quantifications, an occurrence probability vector is
introduced for each output, considering the probability distribution across its timing, precision,
force, and sequence characteristics. Since simulated data are used in this study, MCS will be
used to estimate the probability distribution of the outputs, which is valuable during the design

phase analysis. For running cases, historical data on these variabilities should be considered.

2.3.3.2.3 Aggregation of variability

This step investigates how variability propagates and interacts across interconnected system
functions. FRAM's graphical modeling capabilities are utilized to illustrate the functional
relationships and trace the flow of variability downstream. Variability in a function can arise
from a combination of its inherent characteristics and the inputs it receives from upstream
functions.

The aggregation process highlights the dual impact of variability: negative variability can
resonate across interdependent functions, amplifying system risks and pinpointing critical
areas such as accident precursors or key hazard contributors. Conversely, positive variability
can act as a stabilizing influence, mitigating downstream variations and bolstering system

resilience. A comprehensive understanding of these dynamics is essential for identifying
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critical couplings and assessing how variability disseminates through the system, ultimately
informing improved risk management and system performance strategies.

To quantify the overall impact of timing, precision, force, and sequence from upstream
function j on downstream function / (denoted as cumulative interaction effect (CI;;)), the
equation 2.5 is used:

Clijn = @l * Qi * afjy * iy (2.5)

Where, al-Tjn, afjn, afjn, and aisjn represent the damping or amplifying effect of output n from
upstream function j on downstream function 7 in terms of time, precision, force, and sequence,

respectively. In real cases, they should be determined by the decision-making team based on

the real interactions between functions.

2.3.3.2.4 Management of variability

This step focuses on developing strategies to manage variability by amplifying positive
outcomes and minimizing negative ones, particularly by addressing critical couplings
identified during functional resonance analysis. Improvement measures are designed either to
prevent accidents or to restore optimal system functionality following disruptions.

The influence of external operating conditions on system performance is integrated by defining
a set of Scenario Performance Conditions (SPCs). These SPCs capture various internal and
external factors—such as environmental conditions (e.g., temperature, lighting), equipment
reliability, and workload fluctuations—that may affect overall system performance.

The overall effect of a scenario on a given function is determined by summing the weighted

contributions of each SPC, as shown in Equation 2.6.

m
_ k. pk
ef = Z SPC; * b;
k=1

Where, e/ is the conditional variability of function j under scenario z, SPC X denotes the rating

(2.6)

of the k" condition in scenario z, and b}‘ represents the impact of the & condition on function

J-
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2.3.3.2.5 Quantifying the risk

At this step, a comprehensive index for each coupling, known as the Variability Propagation
Number (VPN), is derived. This index integrates three critical elements: the inherent variability
of the upstream function j (OV;), the cumulative interaction effect between upstream and
downstream functions (CI;;), and the conditional variability e;, which represents how external
factors in scenario z influence the system’s performance. The VPN provides a detailed and
dynamic measure of a coupling’s variability, capturing both internal performance fluctuations
and the effects of external operating conditions.

The VPN for a coupling between function i and function j under scenario z is calculated as:

VPN{; = OV, * Cl;; * ¢f (2.7)

VPN is calculated for each function. The path VPN is then computed based on the summation
of downstream functions for each function. The objective function for PSO is to minimize the

path VPN, thereby minimizing the VPN for each function and identifying the critical path.

2.3.3.2.6 Sustainable mitigation strategies

After identifying the highest path VPN, the final step involves systematically mitigating this
risk through the selection of sustainable strategies. These strategies are context-dependent,
varying across case studies and industries, and must address the three pillars of sustainability:
economic, environmental, and social.

Decision-making teams identify the functions and SPCs associated with each strategy, assess
the difficulty of implementation (feasibility), and evaluate the strategy's impact on the system,
considering its contribution to environmental, economic, and social sustainability. The
algorithm then iteratively selects the most effective available sustainable mitigation strategy,
applies its impact weight within the model, and recalculates the overall risk profile. This
iterative process not only reduces high-risk outputs but also progressively transforms the model
into a sustainable one, balancing risk reduction with long-term benefits. The process involves:

e Identifying the function with the maximum Path VPN.
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e Selecting the most effective available sustainable mitigation strategy relevant to that
function's associated SPCs (with a constraint preventing immediate re-selection of the
same strategy for the same path if alternatives exist).

e Applying the chosen strategy's impact weight within the model.

e Recalculating all function VPNs and path VPNs.

e Repeating the process for a predetermined number of steps.

Chapters 5 provide the detailed methodology and application of the model.

2.34 STPA-BN-PSO
2.3.4.1 Introduction of BN

Bayesian Networks are probabilistic graphical models that represent dependencies between
variables using a Directed Acyclic Graph (DAG). Nodes represent random variables, while
arcs indicate probabilistic relationships between them. This structure enables reasoning under
uncertainty that allows analysts to infer the likelihood of causes from observed effects and
update prior beliefs when new evidence becomes available (Groth & Mosleh, 2011; Morais,
Moura, Beer, & Patelli, 2020).

Each node (e.g., organizational, technological, personal, or cognitive factors) is connected by
directed arcs that represent causal relationships. Conditional Probability Tables (CPTs) define
the likelihood of each node’s state, given the state of its parent nodes. The sum of probabilities
across all possible states of a node must equal 1, ensuring a complete and consistent model (G.
Li, Xing, & Chen, 2015).

BNs are grounded in Bayes’ theorem (Eq. 2.8), which provides a mechanism for updating the
probability of an event 4 given evidence E (Afenyo, Khan, Veitch, & Yang, 2017).

P(E|A)P(A) (2.8)

PUIE) = =5

The joint probability distribution of all variables in the network can be expressed through the

chain rule (Eq. 2.9):
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P(Xy, Xy, o, Xp) = HilP(Xi|parent (X)) (2.9

This combination of probability theory, graph theory, and decision theory makes BNs one of
the most effective methods for modeling system behavior under uncertainty (Guo et al., 2022).
Developing a BN typically involves the following steps (Weiliang Qiao et al., 2022):

e Identification of nodes: Depending on the application, nodes may be root,
intermediate, or leaf nodes, modeled as random variables.

¢ Identification of directed links: Arcs indicate dependencies between nodes, defining
the network’s causal structure.

e Specification of prior probabilities: Root nodes are assigned marginal probabilities,
derived from expert elicitation, historical data, or fuzzy evaluations.

e Construction of CPTs: Conditional probabilities for non-root nodes are established
using data-driven approaches, expert judgment, or algorithms.

Also, BNs offer several advantages for risk analysis (Morais et al., 2020):

e Handle incomplete or uncertain data effectively.

e (Capture causal relationships between variables.

e Integrate expert judgment with statistical data.

e Avoid the common but often incorrect assumption of independent factors.

e Support multidisciplinary communication using intuitive graphical models.

e Update probabilities dynamically as new evidence becomes available.

o Facilitate “what-if” analyses by fixing certain variables and propagating effects.
Despite these strengths, BNs have notable challenges (T. Du, Zhang, & Wang, 2005; Tao,
2005):

e Heavy reliance on expert judgment when data are scarce.

e Computational complexity increases rapidly for large networks.

e Learning BN structures from data is NP-hard, and heuristic algorithms such as hill-
climbing, Simulated Annealing (SA), or Genetic Algorithms (GA) may converge
prematurely to suboptimal solutions.

BNs have nevertheless been successfully applied in diverse industries. In aviation, they have

been used for accident analysis and safety assessment (Mkrtchyan et al., 2015); in healthcare,
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they support diagnostic reasoning and patient safety modeling (Morais et al., 2020); in the
construction industry, BNs model safety risks and project uncertainties (Q. Wang et al., 2023);
in oil and gas, they evaluate equipment reliability and operational risks (Afenyo et al., 2017).
More recently, they have been applied to manufacturing and human reliability analysis, where
they estimate human error probabilities and unsafe behaviors in high-risk operations (Ghasemi,
Ghasemi, & Kalatpour, 2022). Their flexibility allows them to represent complex

dependencies, including common causes and hidden variables (Castillo et al., 2016).

2.3.4.2 STPA-BN-PSO: A hybrid framework for probabilistic risk assessment and

optimization

The STPA-BN-PSO framework represents the third methodological pillar of this thesis and is
explicitly conceived as a triangulation of STPA-PSO and FRAM-PSO. The approach
integrates BN with PSO to calibrate CPTs, quantify systemic risks, and identify critical
pathways in wearable-enabled manufacturing contexts. By embedding STPA outputs into a
hierarchical BN structure and calibrating its conditional probabilities using PSO, this method
extends the analysis to evaluate risk propagation and system sensitivity. As illustrated in Figure
6.1, the methodology follows a structured process from hierarchical BN formulation to

optimization, quantification, and sensitivity analysis.

2.3.4.2.1 Hierarchical BN model formulation

The foundation of the STPA-BN-PSO methodology is a three-tiered hierarchical Bayesian
Network (BN) designed to model the causal chain from root control failures to system-level
losses. This structure is directly derived from the validated outputs of prior STPA work. This
ensures that the model remains grounded in a systemic understanding of the system’s
dynamics. The tiers are constructed bottom-up, with directed arcs strictly following the STPA-

defined adjacency: Control Actions influencing Hazards, Hazards influencing Losses, and
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Losses contributing to a terminal Risk node. Acyclicity is rigorously enforced throughout the
network structure.

e Tier 3 — Control Actions (CA): Root nodes representing unsafe control actions through
which control of the system may be lost. Their prior probabilities are initialized by
STPA scores.

e Tier 2 — Hazards (H): Intermediate nodes corresponding to system hazards, each linked
to its contributing CAs. Their CPTs, initially unknown, are optimized during
calibration.

e Tier 1 — Losses (L): Top-level nodes linked to hazards that may trigger unacceptable
system outcomes.

e Tier 0 — Risk (R): The terminal node provides an aggregate measure of system risk.

2.3.4.2.2 BN optimization with PSO

Following the formulation of the BN structure based on STPA outputs (CA—H—L—Risk),
the unknown parameters within the CPTs for all hazard and loss nodes are estimated using
PSO. The PSO algorithm maintains a swarm of candidate CPT sets. After each velocity and
position update for the particles, every CPT column is rigorously renormalized to satisfy the
fundamental properties of a probability simplex. The fitness function balances two terms:

e Root-fit term: This term quantifies the mean-squared error between the marginal
probabilities of the CA nodes sampled from the current BN model and their respective
STPA-derived prior probabilities.

e Risk-fit term: The mean-squared error between the model’s sampled 5-level Risk
distribution (generated by the probabilistic Risk node) and the target reference profile.

The fitness score for a candidate BN is then calculated as the inverse of this combined loss
value. Consequently, a higher fitness score directly indicates a more accurate and plausible BN
model. Marginal probabilities required for fitness evaluation are estimated through Monte
Carlo sampling. An early stopping criterion is implemented to ensure efficient calibration,
terminating the optimization when the global best fitness value shows no significant

improvement over a defined number of iterations.
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2.3.4.2.3 Model parameterization and risk quantification

Upon the successful construction and calibration of the BN, a single terminal 'risk' node is
introduced to provide an aggregate measure of the system's overall risk. This node is
characterized by five discrete states: Very Low, Low, Medium, High, and Very High. For
practical decision-making, these five states are further categorized into 'Acceptable Risk'
(encompassing Very Low, Low, and Medium states) and 'Unacceptable Risk' (comprising
High and Very High states). This risk threshold can be dynamically adjusted based on the

specific risk tolerance requirements of the application.

2.3.4.2.4 Risk analysis

With the BN model calibrated, a comprehensive, multi-faceted risk analysis is conducted to
extract actionable insights.

e Baseline quantification: The initial step in the risk analysis involves establishing
the system's baseline risk profile. This is achieved by performing a Monte Carlo
inference on the calibrated network with no external evidence applied. The
inference yields the probability distribution for the terminal 'risk' node, from which
the cumulative probability of the 'High' and 'Very High' states is defined as the
measure of unacceptable risk.

To pinpoint the most significant contributors to the overall system risk, two distinct forms of
criticality are assessed:

e Node-Level Systemic Impact: This metric is calculated for every CA, Hazard, and
Loss node. It involves programmatically forcing the state of a specific node to 'True'
and then measuring the absolute increase in the system's baseline unacceptable risk.

e Path-Based CA Impact: This analysis quantifies the total risk propagated through
all downstream pathways originating from each specific CA. It provides a measure

of the cumulative influence of an individual CA on the ultimate risk profile.
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2.3.4.2.5 Sensitivity analysis

To evaluate robustness, three forms of sensitivity are tested:
e CA evidence sensitivity: +£10% perturbations assess how evidence variations affect
systemic risk.
e CPT sensitivity: +10% perturbations identify the most influential probabilistic
relationships.
e Structural sensitivity: Edge removals quantify the importance of causal links while
preserving network acyclicity.

Chapters 6 provide the detailed methodology and application of the model.

24 Designing case studies

Case studies are widely recognized as a method for exploring complex systems where
empirical data are scarce and experimentation in real industrial environments is impractical.
They enable both qualitative and quantitative insights and provide a robust foundation for
developing and testing emerging frameworks (Harrison, Birks, Franklin, & Mills, 2017;
Rashid, Rashid, Warraich, Sabir, & Waseem, 2019).

In the methodological literature, there is a longstanding debate on the choice between single-
case and multiple-case designs. Single-case studies are less costly and allow for deep analysis
of one context, but they may limit generalizability. In contrast, multiple case studies strengthen
analytical conclusions by allowing replication logic (Gustafsson, 2017; Yin, 2018). Each case
can be viewed as a distinct experiment, and consistent findings across them significantly
increase the robustness of results (Mofidi Naeini, 2022).

Given the objective of this thesis, three cases were chosen as a balance between depth and
comparability without introducing excessive data management complexity (Dul & Hak, 2007).
These three cases form a triangulation of industrial contexts: a sequential assembly line, a job
shop assembly, and a disassembly line (Table 2.3). Together, they reflect complementary
operational challenges in terms of efficiency, variability, safety, and sustainability.

Importantly, in their baseline configuration, none of these cases involves the use of smart
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wearables. Smart glasses and smart gloves are therefore integrated into the scenarios, enabling
the frameworks to analyze both their potential benefits and the systemic risks they may
introduce. It is important to mention that, in this thesis, the analyses rely on simulated data, as

access to real-world industrial data is not yet available.

24.1 Case Study 1 — Assembly line

The first case study focuses on a refrigerator manufacturing plant during its design phase. The
analysis centers on the workstation responsible for assembling the fruit and vegetable box,
drawers, and covering plates (W. Zhang, Gu, & Guo, 2019).
In the baseline configuration, one operator performs these tasks manually without wearable
assistance. Three bins containing required parts are placed near the workstation. The operator
retrieves components from these bins, assembles them according to the product map and
supervisor’s instructions, and transfers the partially completed unit to the next station. The
warehouse is responsible for refilling the bins to avoid disruptions. The primary risks and
challenges include:
e High manual dependency: Assembly precision and timing depend entirely on the
operator’s skills and physical condition.
o Potential bottlenecks: Delays occur if materials are missing or if instructions are
misinterpreted.
o Error risks: Misplacement of drawers or incorrect installation of covering plates can
compromise product quality.
This case study introduces smart glasses (to display real-time assembly instructions and
highlight hazardous parts) and smart gloves (to provide haptic feedback for correct pressure
application). The objective is to evaluate how these devices influence task precision, timing,

and safety, as well as the new risks they may introduce (e.g., distraction, connectivity failures).
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24.2 Case Study 2 — Job-Shop assembly

The second case study examines a hybrid job-shop environment, where operators handle
multiple product types with frequent changeovers (Torres et al., 2021b). Compared to assembly
lines, job-shop assembly is characterized by higher variability in task sequences and resource
allocation. The primary risks and challenges include:
o Task variability: Increased cognitive load from frequent product switching.
e Manual complexity: Workers must interpret multiple product maps and specifications.
o Error propagation: Misassembly in one task can cascade across subsequent operations.
Here, wearable integration plays a more prominent role:
o Smart glasses provide context-specific product maps, guiding workers through diverse
assembly sequences.
e Smart gloves deliver tactile signals to help control applied force, particularly for
delicate components.
The analysis investigates how variability in sequence, force, and timing propagates through
the system under wearable support. In this context, wearables are expected to reduce error rates
and cognitive load, but the heterogeneity of tasks increases the likelihood of hazardous

interactions (e.g., misprogramming or distraction when switching between products).

243 Case Study 3 — Disassembly line

The third case study focuses on a refrigerator disassembly line designed for recycling and end-
of-life product recovery (Zeng, Zhang, Liang, & Zhang, 2023). Disassembly introduces risks
distinct from assembly: workers must identify and separate hazardous and non-hazardous
components, such as refrigerant-containing parts, under strict environmental and safety
constraints.
In the baseline process, operators manually follow disassembly guides and sort components
into bins. The primary risks and challenges include:

o Environmental risk: Improper handling of refrigerants or hazardous materials can cause

environmental damage.
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o Worker safety: Sharp edges, heavy lifting, and toxic exposure are recurring hazards.

e Sorting accuracy: Misclassification of hazardous vs. non-hazardous parts threatens

both safety and regulatory compliance.

Table 2.3 Overview of case studies and wearable contributions

Smart gloves

Case study | Main risks Smart glasses benefits
benefits
o High manual ‘ ‘
« Display real-time _
dependency _ . » Haptic feedback
. assembly instructions
. o Bottlenecks if o ensures correct
Sequential o . o Highlight correct parts
materials/instructions pressure
assembly o and hazards ‘
‘ are missing e Reduces risk of
line _ e Reduce _
e Misplacement or o _ damaging
misinterpretation
assembly errors components
. errors
reduce quality
o High task variability | e Provide context- o Tactile cues
and cognitive load specific product maps regulate applied
e Manual complexity | e Guide workers force
Job-shop N | | |
in interpreting dynamically across e Support handling
assembly
product maps sequences of
e Errors can propagate | ¢ Reduce cognitive load delicate/variable
across operations in task switching components
e Environmental risk o Highlight hazardous e Assist with
from hazardous components in real controlled
. materials time disassembly force
Disassembly ' '
i o Worker safety  Provide safe removal | e Signal when
ine

e Sorting errors
threaten compliance

and safety

and sorting guidance
e Improve regulatory

compliance

unsafe pressure is
applied

o Reduce injury risk
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Smart glasses are introduced to highlight hazardous components in real time and provide visual
instructions for safe removal. Smart gloves are employed to assist with controlled force
application and to signal when unsafe levels of pressure are applied. This case allows

evaluation of wearable effectiveness in a safety-critical, environmentally sensitive context.
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Abstract

The integration of cutting-edge technologies, such as wearables, in complex systems is crucial
for enhancing collaboration between humans and machines in the era of Industry 5.0. However,
this increased interaction also introduces new challenges and risks, including the potential for
human errors. A thorough analysis of the literature reveals an absence of studies that have
quantified these risks, underscoring the utmost importance of this research. To address the
above gap, the present study introduces the STPA-PSO methodology, which aims to quantify
the risks associated with the use of smart glasses in complex systems, with a specific focus on
human error risks. The proposed methodology leverages the Systems-Theoretic Process
Analysis (STPA) approach to proactively identify hazards, while harnessing the power of the
Particle Swarm Optimization (PSO) algorithm to accurately calculate and optimize risks,
including those related to human errors. To validate the effectiveness of the methodology, a
case study involving the assembly of a refrigerator was conducted, encompassing various
critical aspects, such as the Industrial, Financial, and Occupational Health and Safety (OHS)
aspects. The results provide evidence of the efficacy of the STPA-PSO approach in assessing,
quantifying, and managing risks during the design stage. By proposing a robust and
comprehensive risk quantification framework, this study makes a significant contribution to

the advancement of system safety analysis in complex environments, providing invaluable
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insights for the seamless integration of wearables and ensuring safer interactions between
humans and machines.
Keywords: Risk management; Systems-Theoretic Process Analysis (STPA); Particle Swarm

Optimization (PSO); Industry 5.0; Smart Glasses; Manufacturing

3.1 Introduction

During the process of designing a new system or improving an existing one, engineers aim to
anticipate potential patterns of system operation under various circumstances or uncertain
situations (Zio, 2013). The concept of risk is rooted in the uncertainty of outcomes rather than
their certainty (Gorrod, 2003).

In the realm of system design and improvement, engineers aim to anticipate potential patterns
of system operation under various circumstances or uncertain situations (Zio, 2013). The
concept of risk, deeply rooted in the uncertainty of outcomes rather than their certainty,
underscores the dynamic nature of engineering endeavors (Gorrod, 2003). Moreover, emerging
risks, characterized by their novelty, limited data, and absence of verifiable information, pose
unique obstacles in decision-making processes (ISO, 2023). These risks carry the potential for
substantial threats and opportunities, emphasizing the essential need for their thorough
management within organizational risk frameworks. This management approach should be
flexible, adjusting to shifts in external conditions and considering their impacts on internal
operations (ISO, 2023).

Considering the inherent fallibility of human beings, it becomes evident that a spectrum of
occupational hazards and risks emanates from human error, especially in the context of system
design (Wiegmann & Shappell, 2001). Factors such as insufficient operator qualifications,
inaccuracies during work, and misunderstandings of instructions contribute to this risk
landscape (Stojiljkovic et al., 2018). To mitigate the occurrence of accidents, a deeper
understanding of human error and its causes is imperative (Wiegmann & Shappell, 2001). An
interesting observation is that a significant proportion, ranging from 50% to 90%, of reported
incidents in industry can be attributed to human errors (Castiglia & Giardina, 2013). Given the

preceding, extensive research has therefore been carried out on improving human reliability
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and reducing human errors (Calixto, 2016; Emami-Mehrgani, Neumann, Nadeau, &
Bazrafshan, 2016).

In product manufacturing, human behavior is influenced by situations involving machines,
systems, and organizations (Bubb, 2005). Human variability makes errors inevitable and
cannot be eliminated entirely (Torres et al., 2021b). Therefore, it is crucial and of utmost
priority to put forth solutions that facilitate the reduction of human errors. However, achieving
this goal requires not only appropriate qualifications but also effective quantification methods
to accurately assess and address the issue (Karevan & Nadeau, 2023).

By employing sensors to regulate multiple parameters, the Internet of Things (IoT) has the
capacity to mitigate the risk of injuries and hazards in the workplace, thereby fostering a
healthier work environment (Riso, 2021); more evaluative work is needed to determine this,
though. Industry 5.0 seeks to facilitate the restoration of factories to peak productivity while
leveraging the benefits of modern technology in an effective manner (Nahavandi, 2019). In the
current landscape, there exists a demand not only for intelligent machines but also for humans
to possess the necessary skills to effectively utilize the underlying technologies (Reiman et al.,
2021). In contrast to previous industrial revolutions, Industry 5.0 aims to intricately blend the
precision of technology with human creativity and intelligence, acknowledging that these
elements are interdependent rather than separate entities (Raya, 2022). The fifth industrial
revolution places significant emphasis on reintegrating humans into the production process by
harnessing the power of intelligent, precise, and efficient machines, while simultaneously
leveraging human intelligence and creativity. This unique combination of human and machine
capabilities forms a fundamental aspect of the fifth industrial revolution (I. Sharma et al.,
2020). Through the use of IoTs, humans can optimize their efficiency in performing critical
tasks and responsibilities, resulting in enhanced safety, productivity, and overall performance
(Gaiardelli et al., 2021).

While new technologies have the potential to reduce human errors, it is important to recognize
that they cannot completely eliminate them. Indeed, the introduction of these technologies may
bring about new threats to the system, among others, industrial and occupational risks (Brocal,
Gonzélez, Komljenovic, Katina, & Sebastian, 2019), such as the possibility of workers being

unable to make optimal use of machinery. It is crucial to strike a balance between technological
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advancements and providing adequate training and support to ensure that workers can
effectively use machinery to minimize potential risks and optimize performance (Reiman et
al., 2021). Thus, the risks associated with their integration into complex systems must be
considered (Karevan & Nadeau, 2023; Mofidi Naeini & Nadeau, 2023). A literature review
conducted by Karevan and Nadeau (2023) revealed a notable dearth of research related to the
risks associated with the implementation of IoTs in manufacturing and complex systems.
Specifically, few studies have thoroughly examined these risks, and, to the best of our
knowledge, no quantitative studies have thus far been identified. This highlights the
significance and novelty of the present study, as it aims to address this research gap by
quantifying and analyzing the risks associated with wearables implementation in
manufacturing and complex systems (Karevan & Nadeau, 2023).

In the light of this stated gap, this study will propose a novel quantitative approach to identify
and quantify risks, including that of human error associated with using smart glasses (In a
manufacturing setting, smart glasses are categorized among the various wearable devices
available, which include smart gloves, smart mechanical tools, smartwatches, and
smartphones, all designed to provide information assistance (Nadeau et al., 2021)) in a
complex system with the STPA method. To evaluate the practical implications of our research,
a comprehensive case study focusing on a specific component of a refrigerator assembly was
conducted. The primary objective here is to assess the effectiveness of the model and the
usability of the novel methodology by using simulated data. The findings highlight that this
approach successfully identifies and evaluates the risks associated with individual scenarios,
while also providing a quantified assessment of the overall risk for the entire model.

The paper is organized as follows: Section two presents the state of the art, encompassing an
overview of various topics such as Complex Systems, Human Reliability Analysis techniques,
STAMP-STPA, PSO, and wearables in the manufacturing domain. Section three details the
methodology employed in this study. Section four is dedicated to presenting the comprehensive
case study conducted. The obtained results are elaborated upon in section five, followed by an
in-depth discussion in section six. The study’s conclusion is presented in section seven,

summarizing the key findings and their implications.



77

3.2 State of the art

3.2.1 Complex systems

There are two main types of systems: simple and complex (Slim, 2020). A complex system
consists of numerous interconnected components whose behavior cannot be simply inferred
from the behavior of the individual components (J. B. Smith, 2003). The crucial aspect in
understanding complexity isn't the quantity of units involved. Complex systems may consist
of only two units yet remain intricate due to relationships that aren't apparent at the unit level
(A. Jensen & Aven, 2018). Complex systems are more than the sum of their components (Kane
& Higham, 2015). It is impossible to predict the behavior of a system as a whole, despite
knowing the functions of its individual components (Slim, 2020). Interconnected systems and
networked risks created by humans lead to systemic failures and could lead to extreme events.
When networks depend on each other, they become more vulnerable to sudden failures,
establishing heightened risks termed "hyper-risks" in the extensively connected world
(Helbing, 2013).

In sociotechnical systems, social and technical elements are integrated into a defined objective
(Hettinger et al., 2015). Individuals and organizations represent the social dimensions of
sociotechnical systems. Any technology employed to carry out a function or address a technical
aspect, be it a machine, tool, or resource, can be considered within this framework (Slim,
2020). Based on the above-mentioned characteristics, sociotechnical systems include a wide
range of complex systems. It is possible to consider sociotechnical systems like the economy,
manufacturing, healthcare, education, etc. (Mofidi Naeini, 2022). Simulation and modeling
can reduce unintended consequences and unforeseen, negative interactions in sociotechnical
systems (Hettinger et al., 2015). It is imperative to consider both technical and human factors
when designing or assessing an application. In other words, from the perspective of
sociotechnical resilience, humans need to be considered as a system component that interacts
with technical components, not as an individual component (Mofidi Naeini, 2022). As a result
of the fact that sociotechnical systems have many determinants and consequences associated

with their emergent properties and phenomena, they are formally considered complex.
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3.2.2 Human Reliability Analysis techniques

In the field of human reliability analysis, a combination of qualitative and quantitative methods
is used to assess and comprehend the extent of human contribution to risks. These methods
help in evaluating the impact of human factors on the overall reliability and safety of systems
and processes (Bell & Holroyd, 2009). Multiple methodologies have been developed that
enable the estimation of human error probability (Kirwan, 1992; Torres et al., 2021a). Human
reliability analysis (HRA) focuses on identifying errors, identifying reasons for faults, and
reducing the likelihood of human error (A. M. Kumar et al., 2017). It aims to optimize safety,
reliability, and productivity by predicting and mitigating errors (Torres et al., 2021b).

The HRA process involves identifying essential functions, analyzing relevant tasks, and
quantifying the risk of human error (Aliabadi, 2021). Table 3.1 presents a variety of main
methods that have been introduced in this regard (Mkrtchyan et al., 2015). The probability of
human error can be quantified if a variety of groups of professionals are involved, such as
operators, conductors, Probabilistic Risk Assessment (PRA) experts, statisticians, etc. (Castillo
etal., 2016). To avoid costly late-stage design modifications and rework, it is essential to tackle
hazards and potential issues early in the design process. Taking proactive measures during the
initial stages of design helps identify and address potential problems, leading to a smoother
and more efficient development process. This can be achieved by identifying and prioritizing
potential fault scenarios, incorporating mitigation strategies into the early design stages, and
quantifying the interplay between component failures and human error. By taking these
proactive measures, the negative impact of hazards can be minimized, leading to more efficient
and effective design processes (Irshad et al., 2021).

PRA is a traditional risk assessment method used by engineers to quantify failure probabilities
and severity (Stamatelatos et al., 2011). Failure Modes and Effects Analysis (FMEA) (Baig &
Prasanthi, 2013), Fault Tree Analysis (FTA) (Vesely et al., 1981), and Event Tree Analysis
(ETA) (Ericson, 2015) are some of the main traditional methods. Human error risk and severity
can be quantified using various methods, such as the Systematic Human Error Reduction and
Prediction Approach (SHERPA) (Torres et al., 2021a) and the Technique for Human Error
Rate Prediction (THERP) (Boring, 2012). The Cognitive Reliability Error Analysis Method
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(CREAM) is considered a human reliability analysis method. It is focused on cognitive aspects,
hierarchical task analysis, and comprehensive error analysis. Moreover, along with other
quantitative methods such as HEART, THERP, SHERPA, SPAR-H, etc., it is a quantitative
method for measuring human error probability (Guo et al., 2022). By using these approaches,
one can identify a hazardous scenario that involves failures of components or human errors.
Since detailed system/component models are required, they are not appropriate for early design
stages (Irshad et al., 2021).

The Functional Resonance Analysis Method (FRAM) and Systems-Theoretic Accident Model
and Processes (STAMP) methods are the most cited in the field of complex systems risk
management (Underwood & Waterson, 2012). It was also previously found that these two
methods can be used in identifying risks, especially human error risks of using wearables in
complex systems (Karevan & Nadeau, 2023). However, these two methods are qualitative. The
STAMP method was chosen for evaluation in the present study due to its emphasis on dynamic
control rather than solely focusing on failure prevention. Safety is viewed as a dynamic control
problem within this method. STAMP considers a broader range of causes and shifts the focus
towards constraining the behavior of the system. By adopting this approach, a more
comprehensive understanding of the system’s behavior and its constraints can be achieved,
leading to effective safety management and control measures (Leveson & Thomas, 2018).
Further, it has the ability to compare its usage in both research and practice contexts, and the
availability of detailed instructions for applying it, allowing participants to be trained
(Underwood et al., 2016). A powerful detection ability makes STAMP one of the most
innovative analytical methods available. It can analyze human, organizational, hardware,
software, and external factors, as well as their interactions within its structure to identify
patterns and problems (Ceylan et al., 2022). The STAMP-STPA approach can play an
important role in improving systemic safety (Allison et al., 2017). However, the application of
STAMP can be intricate and demanding, particularly for individuals inexperienced in systems
thinking and system safety analysis. It entails comprehending and representing intricate
relationships and interdependencies among components of a system, which can be time-

consuming and necessitate a thorough understanding of system theory (Underwood et al.,



80

2016). By combining qualitative and quantitative methods, researchers are attempting to assess

human error risks in a way that is more reliable and effective (Karevan & Nadeau, 2023).

3.2.3 STAMP-STPA

Based on the concept of system theory, STAMP was developed in 2004 by Nancy Leveson to
deal with complex systems (Leveson, 2004; Mofidi Naeini & Nadeau, 2022c¢). It addresses the
limitations of traditional accident analysis by incorporating system complexity, multicausality,
human factors, system resilience and adaptation, and a forward-looking approach to proactive
accident prevention (Leveson & Thomas, 2018). STAMP allows for the detection of failures
of every type of component in a dynamic and complex structure. The method is likely to
identify root causes of accidents more comprehensively than other system theory methods
(Salmon et al., 2012), and can describe how inadequate control actions can violate safety
constraints (Kazaras et al., 2012). STAMP examines the safety control structure in order to
determine the cause of its failure to maintain safe behavior limits (Leveson, 2004). The
STAMP framework conceptualizes socio-technical processes as systemic performances that
are enabled by multilayered feedback loops between different stakeholders and that are in a
continuous state of dynamic equilibrium (Allison et al., 2017). The selection of the STAMP
method for evaluation is primarily driven by its emphasis on dynamic control rather than a sole
focus on failure prevention. Within the STAMP framework, safety is regarded as a dynamic
control problem. This approach considers a broader range of causes and expands the focus to
encompass constraining the behavior of the system. By adopting the STAMP method, a
comprehensive perspective is gained, enabling a deeper understanding of the system’s
behavior and facilitating effective control and management of safety measures (Leveson &
Thomas, 2018).

In the context of hazard analysis, STAMP is known as STPA (System Theoretic Process
Analysis), while in accident and incident analysis, it is known as CAST (Causal Analysis based

on STAMP) (Pricop et al., 2020).
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Model
School of
Method Reference (Qualitative/
thought o
Quantitative)
Functional Resonance Analysis (Hollnagel & Resilience
Method (FRAM) Goteman, 2004) | Engineering
Systems Theoretic Accident Model and System
(Leveson, 2004)
Processes (STAMP) Theory Qualitative
Failure Modes and Effects Analysis -
(Military, 1949) Safety
(FMEA)
Engineering
Fault Tree Analysis (FTA) (Watson, 1961)
Technique for Human Error Rate (Kirwan, 1983;
Prediction (THERP) Swain, 1964)
Human Error Assessment and (Williams,
Reduction Technique (HEART) 1986) Reliability
Systematic Human Error Reduction Engineering
o (Embrey, 1986)
and Prediction Approach (SHERPA)
Standardized Plant Analysis Risk- (Gertman et al.,
Human Reliability Analysis (SPAR-H) 2005)
Quantitative
Cognitive Reliability and Error (Hollnagel,
Analysis Method (CREAM) 1998) Cognitive
A Technique for Human Error Analysis | (Cooper et al., Engineering
(ATHEANA) 1996)
Successive Likelihood Index Method | (Embrey et al., Safety
(SLIM) 1984) Engineering
Artificial
Bayesian Network (BN) (Pearl, 1985)
Intelligence

To address the systemic focus offered by STAMP, the STPA method was developed, and

included control types and factors not addressed by traditional techniques (Hulme et al., 2021).
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This method is one of the most popular STAMP-based proactive analysis methods. Analyzing
the system can aid in identifying potential causes of accidents, thus enabling the elimination
or control of hazards (Andrews et al., 2018). This qualitative method offers a comprehensive
perspective of the system and facilitates a detailed analysis of the interrelationships among
system components in terms of safety control actions (Mofidi Naeini & Nadeau, 2022c). In
order to avoid or control hazards during development, STPA analyzes the potential causes of
accidents (Leveson & Thomas, 2018).

Despite a component functioning correctly, STPA assumes that failure can occur due to unsafe
interactions among components (Leveson & Thomas, 2018). In addition to accident analysis,
STPA can successfully be used to lead a safety assessment process as well (Kazaras et al.,
2012). STPA assumes that system components may have failed but that accidents can still
occur due to unsafe interactions within them (Leveson & Thomas, 2018).

It is capable of considering various factors that can lead to loss events, including design errors,
software flaws, interactions among components, complex human errors, as well as social,
organizational, and management factors (Hulme et al., 2021). By employing STPA, it becomes
feasible to detect control actions that could be unsafe or insufficient, potentially resulting in
hazards at any point in the system's lifecycle (Mofidi Naeini & Nadeau, 2022c). Several studies
have shown that this method is effective in complex operating environments with multiple
controllers controlling the same process (Rising & Leveson, 2018).

One notable drawback of STAMP-STPA, despite its foundation in system theory and dynamic
analysis capabilities, is that it focuses primarily on qualitative analysis rather than quantitative
analysis (Ceylan et al., 2022). Some researchers have attempted to quantify human error
probability (HEP), but it remains to be seen if more studies can be conducted to improve and
develop more efficient methods (Bahoo Toroody et al., 2017). The reader is invited to consult

the methodology section for more details.

3.2.4 PSO

Metaheuristics algorithms help determine what to do when faced with a problem (Luke, 2013).

Metaheuristics are employed in the fields of science and engineering to effectively tackle
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intricate and complex problems within a reasonable timeframe (Talbi, 2009). A problem can
be solved using two resources: time and space. In algorithmic terms, time complexity refers to
the number of steps required to solve an n-dimensional problem (Talbi, 2009).

Metaheuristic algorithms are instrumental in addressing complex optimization problems by
enhancing calculation accuracy, reducing the computational burden, and generating high-
quality optimal solutions (Nesmachnow, 2014). It may be challenging to find an optimal
solution in a principled manner when the level of knowledge of the solution is insufficient and
heuristic information is limited. A potential solution to the problem can be tested and its
effectiveness determined to decide whether it will work (Luke, 2013).

In addition to ensuring relative accuracy, Al and metaheuristics can be used to observe, test,
or verify the reliability of a theoretical model, thus providing an effective means of assessment
(Zhu, Qi, & Jiang, 2020). However, there are drawbacks associated with the use of Al and
metaheuristics in this context. Firstly, Al models rely heavily on data, and if the data used for
training is biased, incomplete, or unrepresentative, it can lead to inaccurate or biased results.
Additionally, the complexity of Al algorithms and metaheuristic optimization techniques can
make it difficult to interpret and understand the underlying decision-making process, thus
limiting transparency and accountability. Moreover, ethical concerns such as privacy and
security need to be carefully considered and addressed when deploying Al and metaheuristics
in real-world scenarios (Khanzode & Sarode, 2020).

The PSO method was introduced in 1995 by James Kennedy and Russell Eberhart. In modeling
this algorithm, they were inspired by observing the behavior of animals during aggression and
aggregation (Karevan & Vasili, 2018). It is one of the well-known swarm-based optimization
methods (Jain et al., 2022). Instead of producing new samples, PSO saves a significant
statistical population. The members of that population are optimized based on discoveries. Its
functions are similar to differential evolution in terms of multidimensional space and actual
distances (Karevan, Tee, & Vasili, 2020).

As PSO relies on a heuristic approach, it does not guarantee the optimal result, which is
determined by analyzing the movement of the population rather than a single movement. While
particles move randomly, their best positions are taken into account in this algorithm (Wilson

& Mantooth, 2013). Since the PSO algorithm is based on swarms and uses real spaces to solve
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problems, candidate answers are described as swarms of particles. There will never be a death
of any of these particles. In contrast, mutations occur within the surrounding space and involve
the replacement of particles. Each particle begins at a random location with its associated
velocity vector (Karevan & Vasili, 2018).

As a tool for solving complex optimization problems, PSO has demonstrated excellent
flexibility and practicality (Yang et al., 2020). Numerous optimization domains have
successfully used PSO because of its ease of implementation (Lehre & Witt, 2013). Complex
problems can be solved with PSO, which is a population-based metaheuristic algorithm. Since
it is straightforward, capable of finding global optimums, and has a high convergence level, it
is recognized as one of the most effective swarm intelligence algorithms (Jain et al., 2022).
Also, it can be used with other methods to quantify the risk probability (Karevan & Vasili,
2018).

3.2.5 Wearables in manufacturing

IoT finds applications in various fields and products, and wearables are just one example of its
implementation (Mofidi Naeini & Nadeau, 2022a). Wearable devices offer the opportunity to
extend the functionality of mobile operating systems (OS) by running applications specifically
designed for these devices. This integration enables users to access additional features and
services beyond health- and fashion-related applications (D. Kim & Choi, 2021).

Wearable computers should be mobile and provide context-sensitive information (Billinghurst
& Starner, 1999). Using wearables equipped with IoT sensors in manufacturing or healthcare
can trigger automated alerts in the event of hazardous conditions (Riso, 2021). With wearables,
users can now perform tasks such as aircraft maintenance, navigation, and vehicle inspection
much more efficiently (Billinghurst & Starner, 1999). Even though wearable technology holds
great potential in the manufacturing industry, the challenge lies in figuring out how to
seamlessly integrate these devices into the manufacturing system and how they can effectively
enhance productivity (Hao & Helo, 2017).

The connectivity between manufacturing resources and IoT allows the comprehensive

monitoring and optimization of the complete production process. Wearable devices play a
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significant role in augmenting and extending the capabilities of IoT in industrial settings,
unlocking new possibilities for enhancing productivity and efficiency (Hao & Helo, 2017).
The aim of integrating wearable technology in the workplace is to provide employees with
pertinent information based on their context, thereby empowering them to enhance their
performance. Simultaneously, wearable devices gather and transmit data to the company’s IT
systems. These wearables act as interfaces, delivering relevant information to employees while
enabling them to work efficiently with both hands free (Krzywdzinski et al., 2022). Wearable
technologies, a key component of IoTs, have demonstrated their ability to boost employee
productivity by 8.5% and enhance overall life and job satisfaction by 3.5% (Hao & Helo, 2017;
Nadeau et al., 2021).

3.2.5.1 Smart glasses

Wearable devices known as smart glasses allow wearers to connect to computing facilities and
clients to handle complex tasks with ease (N. M. Kumar et al., 2018). As well as displaying
visual information (such as text messages, videos, and pictures), smart glasses can also provide
audio content and positional information in real time and run mobile applications
(Khodammohammadi, Ngo, & Nadeau, 2023; Nadeau et al., 2021).

Smart glasses offer user interaction through touch buttons or natural language command
processing, leveraging voice recognition technology. These devices are equipped with a front-
mounted camera that enables real-time capture of images and videos of the surrounding
environment (D. Kim & Choi, 2021). These devices can pose new risks, which need to be
analyzed and reduced (Khoddammohammadi, 2023), such as user interface challenges,
interaction challenges, calibration challenges, social acceptance challenges, eye fatigue

challenges, and data security challenges (Due, 2014; L.-H. Lee & Hui, 2018).

33 Methodology

This study introduces and evaluates a novel approach for quantifying risks, including human

error risks, associated with the use of [oTs in complex systems. The methodology employed
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in this research involves the application of STPA to identify and assess the associated risks.
By using STPA, it becomes possible to identify potentially unsafe or inadequate control actions
that could give rise to hazards at any stage of the system lifecycle (Mofidi Naeini & Nadeau,
2022c). The STPA analysis has four main steps (Bjerga et al., 2016). Figure 3.1 shows the
proposed methodology of this study. Based on its algorithm, the steps of this methodology are

structured as follows:

Determine the case
study
Identify loss, hazard,
system-level
constraints
]
ity die purpose P Identify losses »  Identify hazards > ity syst'em-level
of the analysis constraints
Calculate the risk of | Identify unsafe . Model the control
each event N control actions | structure
l
A 4 A 4
Assess the impact of Dets.rr'mne i
probability of each
each event
event
I
A4 y A 4
: Dete}'mme the Dete_rmme the Determine the OHS
industrial aspect of financial aspect of
aspect of the event
the event the event
l I |
v v
Assess the impact Az i We‘gh‘ &
level of each event cach aspect with
BWM method
Calculate the risk of
the model using PSO
algorithm
l |
Select top event with _ Analyze loss
highest risk factor " scenarios
End <

Figure 3.1 STPA-PSO methodology
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3.3.1 Consider all losses, system-level hazards, constraints related to safety, and

requirements related to the system’s functionality

Whenever an analysis method is used, the first step is to define its purpose (Leveson & Thomas,
2018). To better understand the concept of loss, system-level hazards, and system-level
constraints, we used Leveson’s (2018) main definition for these basic concepts:

Loss: “A loss involves something of value to stakeholders. Losses may include a loss of human
life or human injury, property damage, environmental pollution, loss of mission, loss of
reputation, loss or leak of sensitive information, or any other loss that is unacceptable to the
stakeholders” (Leveson & Thomas, 2018).

System-level hazard: “A hazard is a system state or set of conditions that, together with a
particular set of worst-case environmental conditions, will lead to a loss” (Leveson & Thomas,
2018).

System-level constraints: “A system-level constraint specifies system conditions or behaviors
that need to be satisfied to prevent hazards (and ultimately prevent losses)” (Leveson &

Thomas, 2018).

3.3.2 Develop a functional control model for the system

The person who analyzes the system must explain the structure of the control system and find
out which variables are involved in the study (Mofidi Naeini & Nadeau, 2022c). Hierarchical
control structures typically encompass five essential components: controllers, control actions,
feedback, other inputs and outputs from components, and processes controlled by the
controllers (Leveson & Thomas, 2018).
In this step, there are several points of misunderstanding (Leveson & Thomas, 2018):

e Control structures are not physical models.

e Control structures are not executable models.

e Control structures do not assume obedience.

e Complexity can be managed by abstraction.
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333 Identification of hazardous (unsafe) control actions

The definition of the unsafe control action provided by Leveson (2018) is: “An Unsafe Control
Action (UCA) is a control action that, in a particular context and worst-case environment, will
lead to a hazard” (Leveson & Thomas, 2018).
The first step is to identify the control actions obtained from the functional model. Then,
explain different scenarios for controlling actions, and finally, identify each control action’s
unsafe behavior based on the scenarios (Mofidi Naeini & Nadeau, 2022c). The following four
scenarios can make control actions unsafe (Leveson & Thomas, 2018):

¢ A hazard results from not providing the control action.

¢ A hazard results from providing the control action.

e Giving an action that may be safe, but it is done too early, too late, or in the wrong

order.
e The control action lasts too long or ends too soon.

e Fach controller’s behavior can be constrained once UCAs have been identified

(Leveson & Thomas, 2018).

3.3.4 Calculate the risk of the model

After determining the UCAs, the risk of the model is calculated based on the research objective.
First, Eq.3.1 shows the standard formula for calculating the risk (Baranoff et al., 2009):
Risk (i) = Impact (i) * Probability (i) (3.1)

3.3.4.1 Impact

In this formula, the risk of event (i) is assessed by the impact of event (i) if it occurs, and the
likelihood of event (i) (Baranoff et al., 2009). Researchers have used various methods to

determine the impact of an event, and almost all of them are based on the judgment of experts
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in each field. For example, (Badri, Nadeau, & Gbodossou, 2011) used a three-scale method
(minor (1,2,3), average (4,5,6), and major (7,8,9)) in their work.
In OHS problems, some injury typologies consider three groups (Canadian Centre for
Occupational Health and Safety, 2017):

e High: Contains broken bones, intoxication, excessive bleeding, an injury to the head,

or an illness that leads to death.
e Medium: Contains sprain, strain, burns, skin conditions, asthma, and injuries requiring
time off from work.

e Low: Contains temporary pain, swelling, or dizziness.
Qureshi (2023) used a comprehensive six-level approach that analyzes different categories,
such as health and safety, environmental impact, financial loss, and reputation. (Qureshi,
2023). La Fata et al. (2023) used five-level incidents: no incidence, low incidence, medium
incidence, high incidence, and very high incidence (La Fata, Adelfio, Micale, & La Scalia,
2023). (Yazdi, Nedjati, Zarei, & Abbassi, 2020) used a seven-point scale method: very low,
low, moderately low, average, moderately high, high, very high. (Kraidi, Shah, Matipa, &
Borthwick, 2021) used a five-scale method: very low (0-1), low (1-2), moderate (2-3), high (3-
4), and very high (4-5).
From the literature, it is demonstrated that each study could have a different impact definition.
Based on a comprehensive analysis of different types of Likert scale points done by Ngo et al.
(2020), the 4-7 point-scale is appropriate in terms of both validity and reliability of results
(Ngo, Nadeau, & Hallé, 2020), and thus, a five scale is used in this study. Using the results of
(Qureshi, 2023), different categories will be investigated based on the OHS, financial, and
industrial aspects to gain a better result.
Each of these aspects is graded on a scale of five levels: "very low impact," "low impact,"
"medium impact," "high impact," and "very high impact.". For the Occupational Health and
Safety (OHS) aspect, the grading aligns with the definitions provided by the Canadian Centre
for Occupational Health and Safety as follows:

e "Very low impact" indicates that the event has no impact related to OHS.

e "Low impact" signifies an injury that requires first aid only, resulting in short-term

pain, irritation, or dizziness.
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e "Medium impact" indicates conditions like sprains, strains, burns, skin conditions,
asthma, and injuries requiring time off from work.
e "High impact" denotes severe conditions such as broken bones or intoxication.
e "Very high impact" represents critical situations involving excessive bleeding, head
injuries, or an illness that leads to death.

Indeed, it is evident that the Industrial and Financial aspects are interconnected and cannot be
considered in isolation (Badri et al., 2011). To address this relationship and its impact on risk
assessment, we have proposed several scenarios in Table 3.2, where we consider the time
impact for the Industrial aspect and the cost impact for the financial aspect.
In this study, a comprehensive approach will be employed to quantify the risks obtained using
the STPA method. Instead of solely analyzing one aspect of impact, a combination of the
industrial, Occupational Health and Safety (OHS), and financial aspects will be considered.
Each of these aspects will be weighted to provide a more accurate estimation of the risk
associated with the event. By integrating multiple dimensions of risk assessment, this
comprehensive approach aims to provide a more holistic and robust evaluation of potential
risks in the analyzed system or process.
Criterion weighting is a crucial element in the decision-making process, accomplished through
the criteria weighting method. Criterion weighting is a critical aspect of decision-making
processes, as it determines the relative importance of different criteria in evaluating
alternatives. This study employs Multi-Criteria Decision Making (MCDM) techniques to
address the complexity of decision-making scenarios. MCDM methods enable the assessment
of multiple alternatives across various criteria, facilitating the identification of the most
suitable option (M. Singh & Pant, 2021).
In the realm of decision-making theory, MCDM plays a pivotal role, offering a range of
methodologies tailored to different decision contexts (Rezaei, 2015). These include the
Analytic Hierarchy Process (AHP), Analytic Network Process (ANP), ELECTRE
(ELimination Et Choix Traduisant la REalit¢), PROMETHEE (Preference Ranking
Organization Method for Enrichment Evaluations), TOPSIS (Technique for Order of
Preference by Similarity to Ideal Solution), SWARA (Step-wise Weight Assessment Ratio
Analysis), BWM (Best Worst Method), and others (Rezaei, 2015). It's important to note the
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distinctions among these methods. For instance, AHP relies on independent expert input to
determine criteria weights, whereas ANP considers interdependency effects among criteria (M.
Singh & Pant, 2021). ELECTRE and PROMETHEE are recognized for their ability to yield
more refined outcomes, especially in complex decision scenarios. On the other hand, BWM

offers computational efficiency and ease of use, making it suitable for scenarios where

extensive comparison data may be lacking (Rezaei, 2015; M. Singh & Pant, 2021).

Table 3.2 Impact level of industrial and financial aspects

Scenario Industrial aspect | Financial aspect
(regarding time) (regarding cost)

No Economic/industrial loss Very Low Very Low

Delay in production (Breakage of some parts, | Low Medium

or material, equipment, not receiving material,

etc.)

Reassembly Medium Low

Major damage to the product, equipment High High

Stop production Very High Very High

In this study, we have opted for the BWM method due to its practical advantages in our specific
context. While more sophisticated methods like ANP may offer comprehensive treatment of
interdependencies, we believe that, for the scope and nature of our study, BWM provides a
pragmatic balance between accuracy and feasibility. By selecting BWM, we aim to streamline
the decision-making process while ensuring robust and reliable results.
BWM was introduced by (Rezaei, 2015). The technique has five steps:

e C(Create a list of criteria for making decisions (c1,c2,...,Cn).

e Determine the best and worst criteria.

e A Best-to-Others (BO) vector is formed by determining the preferred criterion over all
the other criteria by using a number between 1 and 9 (It is possible to use other scaling
methods), as demonstrated in Eq.3.2:

Ap = (a1, apy, -, Apn) (3.2)

where ap; indicates that criterion B is preferred over criterion ;.
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e To calculate the Others-to-Worst (OW) vector, use a number between 1 and 9 to

indicate all criteria' preference over the worst criterion (Eq.3.3):

Ay = (aw, Az, -, anW)T (3.3)

where a, indicates that criterion j is preferred over the worst criterion W.

e C(Calculate the optimal weights (w*;,w*»,...,w*,) by using Eq.3.4 to Eq.3.6:

min max j V—aBj ,|W——ajW}
J w
s.t.
w; =0, forallj (3.6)

3.3.4.2 Probability

To proceed, it is crucial to determine the probability of each event occurring. Table 3.3 shows
some of the ranges of occurrence in different industries. As can be seen in the table, most of
the authors who used 5-point scale systems used 1-5 grading points, with 1 being the lowest
grade, and 5 being the highest one. Thus, in this study, we used a 5-point scale system. Herein,
five categories of probability are considered: very low (1), low (2), medium (3), high (4), and
very high (5). A probability of occurrence is assigned to each UCA.

For analyzing uncertain scenarios and calculating probabilities, the Monte Carlo simulation
(MCS) is an extremely helpful mathematical technique (Raychaudhuri, 2008). Due to its ability
to achieve a closer adherence to reality, MCS represents an effective method of analyzing
complex systems (Zio, 2013), and with it, input variables that are risky can be investigated
methodically (Raychaudhuri, 2008). By employing the Monte Carlo Simulation (MCS)
approach, it becomes possible to realistically account for all possible phenomena that may
occur without requiring any additional complexities in modeling or solution methods (Zio,

2013).
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MCS has been used in different industries and for different purposes, including finance,
reliability analysis and six sigma, mathematics and statistical physics, engineering, etc.
(Raychaudhuri, 2008). Analyzing potential mechanisms of failure and assessing their
probability is essential for complex systems consisting of several components. In many cases,
failure data cannot be collected for identical systems, so a statistical analysis of failures cannot
be conducted. Using Monte Carlo Simulation procedures, occurrences of system failures and
success state transitions can be simulated stochastically using models of process evolution and
operator behavior (Zio, 2013). Monte Carlo simulation uses the repeated random sampling and

statistical analysis method to compute the results (Raychaudhuri, 2008).

3.3.4.3 Risk calculation

Eq.3.7 is used to assess the risk of each UCA:

Ri= P (Winpi* Iinp ) + Wonsi * lons i) + Wiy i * Ipv i) (3.7)
where R; is the risk of event i; P; is the probability of event i; and Winp i, Wonsi» Wriy i are
the weight factors of the industrial aspect, OHS aspect, and financial aspect of event i,
respectively. As mentioned before, BWM will be used to assess these weights. Also, I;yp i,
lousi> Ipiy i are the impact grades of each industrial, OHS, and financial aspect, respectively.
It has been illustrated above that several variables need to be simulated, meaning that solving
the problem is not straightforward and involves a substantial amount of time and effort, as well
as a high risk of calculation errors. Therefore, the PSO algorithm is used to seek a solution.
Since the PSO algorithm is based on swarms and uses real spaces to solve problems, candidate
answers are described as swarms of particles. Mutations, on the other hand, occur in the vicinity
and replace particles. Each particle initiates at a random position with its velocity vector
(Karevan & Vasili, 2018).

The PSO parallel space represents a d-dimensional space, with each candidate solution termed
a “particle” (Marini & Walczak, 2015). In describing a particle, a group of vectors is identified
as (X;, Vi, Py in a d-dimensional search space. Particles modify their positions based on their

current positions, current velocities, distance between the current position and pbest, and the
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distance between the current position and gbest (Lalwani et al., 2013), which are shown in

Eq.3.8 to Eq.3.10.

Table 3.3 Range of occurrence

Reference Industry Range of occurrence
(D. Lietal., Healthcare Low Medium High
2021) [<0.2] [0.2-0.8] [>0.8]
(Sreenath, Aviation Exceptional | Unlikely Possible Likely Certain
Sudhakar, & [1] 2] [3] [4] [5]
Yusop, 2020)

(Cristaldi, Power plant Unlikely Low Moderate High Very high

Khalil, & [1] [2-3] [4-6] [7-8] 9]
Soulatintork,
2017)
(Mostafa, Aviation Extremely | Extremely | Remote | Reasonably Frequent
Aleem, & improbable remote [3] probable [5]
Zobaa, 2016) [1] [2] [4]
(Wirawan & Power plant | Insignificant Minor Moderate Major Catastrophic
Garniwa, 2018) [<0.2] [0.2-0.4] [0.4-0.6] [0.6-0.8] [>0.8]
(Senova, Mining Rare Unlikely Possible Likely Almost
Pavolova, & [1] 2] [3] [4] certain
Skvarekova, [5]
2023)
(Noman, Maintenance Non Very Unlikely Possible Expected
Algahtani, expected unlikely [3] [4] [5]
Alharkan, [1] [2]
Alabdulkarim,

& Alasim,

2023)

(Richert & Supply Very small Small Medium High Catastrophic

Dudek, 2023) Chain [1] [2] [3] [4] [5]
(Virdi & LPG Highly Rare Occasional | Repeated | Unavoidable
Pamnani, 2023) unloading unlikely [1-4] [3-6] [5-8] [7-10]
operation [0-2]
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Xi = (X1, Xi2) oy Xiq)  for i=12,..,N (3.8)
Vi = (W1, Vigy oy Vig)  for i=12,..,N (3.9)
P; = (i1, Piz» - Dia) for i=12,..,N (3.10)

In order to optimize the solution in the search space, this algorithm regulates the velocity of
particles as a major feature. Based on Eq.3.11, particle k’s velocity is updated in the (i+1)"
iteration (Jain et al., 2022):

V(i + 1) =V (D) + ey (Pli(est,i - Xk(i)) + co1y (gbest,i - Xk(i)) (.11)
In the (i+1)™ iteration, the velocity of the A’ particle is updated based on three components
(Jain et al., 2022):
e Momentum part (V} (i)): The inertia component provides a balance between exploring
and exploiting every particle in the search space, using the previous velocity as a

memory.

e Cognitive part (¢c11y (Plfesm- — X (i))): The particle is driven to its best position by this
cognitive part, which equals the particle’s distance from its best position.

e Social part (c,1 (gbest,i — Xk(i)>): By determining the best position based on the

swarm, this social component drives the particle to the best position.
During iteration (i+/), the position of each particle k£ depends on Eq.3.12:
X+ =X,@O)+V(+1) (3.12)

Several control parameters influence the basic PSO, including the swarm size, the acceleration
coefficient, the weight of inertia, the neighborhood size, the number of iterations, and the
velocity clamping (Engelbrecht, 2007). The PSO flowchart is shown in Figure 3.2.

Thus, in this study, the PSO is used to quantify the STPA and calculate the model’s risks,
including human error risks. The PSO algorithm analyzes the model’s risk after determining
the impact of each event (UCA). The simulation of each event’s probability is performed to
produce a reliable prediction with this algorithm. Every time the algorithm runs, the worst
scenarios are selected, and the model’s risk is determined. In the final stage of STPA, loss

scenarios were identified by selecting the top events that posed the highest risk levels.
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Figure 3.2 PSO algorithm

Now at the design stage of the implementation of IoT in this assembly section, we are faced
with a lack of reliable data. To address this challenge, we will be using the Monte Carlo
Simulation to assess the probability of each event and determine the best and worst criteria.
The purpose of this study is to test the effectiveness of this model and the usability of this novel
methodology using simulated data. However, it is important to note that we have a clear plan

to incorporate real data into our work. The simulated data in the algorithm can seamlessly be

replaced with actual data when it becomes available.




3.3.5

An unsafe control action or hazard is the result of the causal factors described in a loss scenario
(Leveson & Thomas, 2018). In this step, the system analyst must examine the potential causes
that might contribute to unsafe control actions or control actions that might cause hazards if

not implemented properly. Then, by applying scenario recommendations, they will minimize

Identify loss scenarios

or eliminate hazards (Mofidi Naeini & Nadeau, 2022c).

3.3.6

For the first level validation of the proposed methodology in this paper, a case study was used.
As the purpose of this study was to investigate the risks associated with using smart glasses in
the assembly operations of a manufacturing plant, a small part of the assembly operations of a

refrigerator manufacturing plant was examined. The refrigerator manufacturing process is

Case study

demonstrated in Figure 3.3.

'

[ [ [ [
. Fruit and vegetable .
Steel sheet forming bere el dhaves Covering plates Packaging
(U-shell) assembly
assembly
m| | T .
Inner cabinet Racking shelves Fle el Door modules
absorption assembly
mi o T ~ T
Other cabinet parts Other control parts Vase holder Door seals
production assembly assembly production
O | T ~ T
Cabinet Compressor Door lining Secondary
preassembly assembly absorption preassembly door
1 J—_ T - T
. g Thermostats Steel sheet forming
Cabinet foaming assembly (door) Door preassembly

Figure 3.3 Refrigerator manufacturing process
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In this study, we focus on “Fruit and vegetable box assembling, Drawers assembly, covering

plates assembly”. The process for producing the refrigerator is demonstrated at How It’s Made

Fridge (How_It's Made Show, 2016). There is one worker who works in this workstation and

must assemble the Fruit box, Vegetable box, and drawers, based on the model of the

refrigerator. There are three big bins located near the worker. Each bin contains numbers of

each part, and the worker must use each of the bins to assemble the product. Figure 3.4 shows

this section of the assembly line.

This work has the following process:

First, sales orders and market demand are checked by the production planning unit.
Next, the production plan is developed based on the parameters available.

A detailed production plan is sent to all units involved (production, quality control,
warehouse, sales, maintenance, etc.).

The warehouse department provides the necessary materials and parts according to the
production plan.

Production personnel receive workshop planning from the supervisor with product
maps, technical specifications, and required instructions for each station.

Assembly is performed according to the supervisor’s orders and the production
schedule and requirements.

According to the type of product, it may be necessary to assemble a certain number of
each part in the refrigerator, which is specified in the product map.

The assembler must correctly place the required parts of the “Fruit and vegetable box,
drawer, and covering plates” in the correct places.

Consequently, the worker must take each part from different bins next to him/her.

In addition, the warehouse department is responsible for completing these parts to
prevent interruptions at the assembly line.

Upon assembly of all the items in the refrigerator, the product is sent to the next

workstation, and another product from the previous station is replaced.

In this assembly section, the worker assembles the parts manually and does not use smart

glasses. This study aims to investigate the introduction of smart glasses in this section. The

STPA can be used during the design and development stage (Leveson & Thomas, 2018). We
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intend to analyze the risks associated with the introduction of the IoT (smart glasses) in this

assembly area.

Refn'geratingv Fruit and vegetable box,
modules assembling and drawers assembling

Assembly line

Refrigerator

-
Vegetable
box.

Covering plates
assembling

Figure 3.4 Assembly of fruit box, vegetable box, and drawers

34 Results

The results of introducing smart glasses to the assembly section are presented below:

34.1 Consider all losses, system-level hazards, constraints related to safety, and

requirements related to the system’s functionality

3.4.1.1 Identify the purpose of the analysis

This analysis aims to identify the risks connected to introducing a pair of smart glasses to the

assembly section.
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3.4.1.2 Identify losses

In this case study, different types of loss may occur:

L1: Injury to the worker

L2: Unacceptable damage to the product

L3: Unacceptable damage to the component and equipment

L4: Financial loss resulting from delayed operations

3.4.1.3 Identify hazards

The study categorizes hazards and provides descriptions along with their respective codes,

along with the associated losses:

H1: This hazard encompasses harmful activities such as ergonomic issues, limited field
of view, distraction, and fatigue, which may lead to injuries among workers. It is
associated with Losses L1, L2, L3, and L4.

H2: The hazard is related to insufficient training of workers, posing potential risks and
resulting in Losses L1, L2, L3, and L4.

H3: This hazard occurs when materials (parts) are not received on time, potentially
causing delays and resulting in Loss L4.

H4: The hazard relates to the absence of timely feedback, potentially leading to
operational inefficiencies and Losses L2, L3, and L4.

HS: This hazard concerns the transmission or reception of wrong data, which could

lead to various issues and Losses L2, L3, and L4.

3.4.1.4 Identify system-level constraints

System-level constraints are shown in Table 3.4.



Table 3.4 System-level constraints
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Code System-level Constraint Hazard
SC1 Workers must be trained before starting their jobs to prevent harmful HI
activities in the workplace
SC2 Supervisor must check the workers to ensure that they do not do harmful H1
activities

SC3 Workers must be cautious to avoid doing harmful activities H1

SC4 Supervisor must prepare safety instructions for workers H1

SC5 Workers must be trained to use smart glasses properly H2

SCé6 Supervisor must check the workers work periodically to ensure that they H1, H2

know how to do their tasks
SC7 Consider sensor positioning and glasses fit based on the workers during HI
design phase

SC8 Calibrate the smart glasses based on the manufacturer’s instructions H1, H2, H4,
H5

SC9 Program the smart glasses to transfer reliable data H3, H4, HS

SC10 Ensure effective and reliable communication channels between the H3, H4, H5

supervisor and production planning department to ensure the reliability of
the data
SCI11 | Ensure effective and reliable communication channels between the logistic | H3, H4, HS
and warehouse department and production planning department to ensure
the reliability of the data
SC12 | Ensure effective and reliable communication channels between the logistic | H3, H4, HS
and warehouse department and assembly line to ensure the reliability of the
data
SC13 Ensure effective and reliable communication channels between the H3, H4, H5
supervisor and assembly line to ensure the reliability of the data
SC14 IT department must apply proper instructions to ensure the proper and H3, H4, HS
reliable feedback of the smart glasses
SC15 Check connection between receiver and processor and smart glasses H3, H4, H5
SC16 Workers should know to report any errors or late feedback from smart H3, H4, H5

glasses
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34.2 Develop a functional control model for the system

A hierarchical control structure consists of control loops. Control actions may be provided by
controllers to enforce constraints on the behavior of a process (Leveson & Thomas, 2018).

Figure 3.5 shows the smart glasses control structure model.

> roduction N . . Providing production plan based on the feasibility—pw]
Production duction repor ”| Production Planning Sales
< Plan of the prod |&————Order to plan the required products: |
A f A
Training needs Production needs Inventory report
) ) Assembly report
1
Trajning reports Assembly speed report Material used
Training Warehouse IT [
T f A
Feadback about Worker perfomance 1, v entory level .
report Calibration report
Material usage repprt
Calibration rules

Production map

Assembly report
Worker performance report
Instant display of the assembly

Feedback abdjut the functior— Calibrating <
of the smprt glasses

I—Cah rated smart glasscs—,

. . Training notes
Assembly instructions

Sending data the position
of product and material

roduct quality i
Assembly report
Light command ancerepor
Determine the position
of the assembly
,_ | De(ermln'e the material to use
> Assembler Report of the product N Quality Control
Instant display of the assembly v
Providing material——
Figure 3.5 Control structure model of smart glasses
343 Identification of hazardous (unsafe) control actions

UCAs are control actions that could lead to a hazard in particular contexts and worst-case
environments (Leveson & Thomas, 2018). By demonstrating where safety constraints may be
violated or insufficiently enforced, the STPA aims to eliminate unsafe conditions (Mofidi
Naeini & Nadeau, 2022c¢).

A UCA contains five parts:
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e The controller, which can provide the control action.
e A definition of the type of unsafe control action (provided, not provided, too early or
too late, stopped too soon, or applied too long).
e The command itself, which comes from the control structure.
e UCA construction often incorporates words such as “when”, “while”, or “during” to
develop context.
e Finally, linking each UCA to hazards (Leveson & Thomas, 2018).
Table 3.5 shows the unsafe control actions for the present case study. Once all the unsafe
control actions (UCAs) have been identified, it is essential to illustrate the consequences that
may arise from their occurrence. This step involves assessing and describing the potential
impacts and outcomes associated with each UCA.
Table 3.6 shows the result of each UCA in terms of their OHS, industrial, and financial impact.
From the table above, it can be seen that L4 (Financial losses from delayed operation) is the
most connected to each UCA, with all 20 scenarios, while L1 (Injury to the worker) is the least
connected, with only 10 scenarios. L2 (Unacceptable damage to the product) and L3
(Unacceptable damage to the component and equipment) have the same number of

connections, with 17 scenarios.

344 Calculate the risk of the model

Initially, the BWM solver, as developed by its founder (Rezaei, 2015), was employed to
ascertain the weight of each impact. Priority was given to the Occupational Health and Safety
(OHS) aspect, followed by the financial and industrial aspects, resulting in respective weights
of 0.65, 0.25, and 0.10. Due to the unavailability of real-world data for risk probability
evaluation, simulation techniques were employed. Subsequently, with these parameters in
hand, we implemented PSO-STPA in MATLAB. A key objective of this study was to evaluate
and quantify the risk associated with each UCA (Unsafe Control Action) and the entire model.
The PSO parameters used in the study are detailed in Table 3.7. As the primary aim was to test
the model's effectiveness and the usability of this innovative methodology with simulated data,

a sensitivity analysis for the PSO parameters was not conducted.
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After the STPA-PSO code is run using the stated parameters, the risk of each UCA is
determined and is shown in Figure 3.6. It is obvious that UCA 20, 11, 10, and 17 have the
highest risk, while UCA 2, 12, 6, and 5 have the lowest risk. Also, the risk of the model is

14.8513, which is considered a medium risk factor.

Table 3.5 Unsafe control actions (UCAs)

provide the production

plan

wrong production plan

plan too late

Control action Not providing Providing causes Providing too early, Stopped too soon,
causes hazard hazard too late, or out of applied too long
sequence
Plan of the UCA-1: The UCA-2: The UCA-3: The UCA-4: The
product production planning production planning production planning production planning
department does not department provides a department provides a | department stopped

the previous plan

too soon

Training notes

UCA-5: The training
department does not
provide training for

workers

UCA-6: The training
department provides
insufficient training for

workers

UCA-7: The training
department provides
training late for

workers

UCA-8: The
training department
stopped the training

sessions too soon

Feedback about
the place of the

assembly

UCA-9: The smart

glasses not provide

feedback about the
place of assembly to

the worker

UCA-10: Smart glasses
provide wrong

feedback to the worker

UCA-11: Smart glasses
provide feedback to the

worker too late

N/A

Calibrated smart

glasses

UCA-12: Smart glasses
not calibrated before

use

UCA-13: Smart glasses
calibrated incorrectly

before use

N/A

N/A

Turn off/on the

light command

UCA-14: The receiver

and processor do not

UCA-15: The receiver

and processor provide

UCA-16: The receiver

and processor provide

UCA-17: The

receiver and

Programming

provide light wrong light commands light commands too processor provide
commands late light commands
very quickly
UCA-18: The IT UCA-19: The IT UCA-20: The IT N/A

department does not
provide programming
for the receiver and

processor

department provides
wrong programming
for the receiver and

processor

department provides
programming for the
receiver and processor

too late




Table 3.6 Consequences of unsafe control actions
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#UCA Consequence of UCA Consequence of UCA (OHS impact) #Loss
(Industrial and Financial L1 |L2|L3|L4
impact)

UCA1 Delay in production The event has no impact related to OHS *

UCA2 Reassembly The event has no impact related to OHS * *

UCA3 Stop production The event has no impact related to OHS *

UCA4 Stop production The event has no impact related to OHS O

UCAS | Major damage to product Broken bones, intoxication * Ol *

UCA6 Delay in production Sprain, strain, burns, skin conditions, asthma, * * * *

and injuries requiring time off from work
UCA7 Reassembly Sprain, strain, burns, skin conditions, asthma, * * * *
and injuries requiring time off from work

UCAS8 | Major damage to product | An injury that requires first aid only, short-term | * O *
pain, irritation, or dizziness

UCA9 Stop production An injury that requires first aid only, short-term Ol B *
pain, irritation, or dizziness

UCA10 | Major damage to product The event has no impact related to OHS * Ok *

UCALII Delay in production An injury that requires first aid only, short-term | * Ol *
pain, irritation, or dizziness

UCAI12 | Major damage to product | An injury that requires first aid only, short-term | * ¥ ¥ *
pain, irritation, or dizziness

UCAI13 | Major damage to product | An injury that requires first aid only, short-term | * Ol *
pain, irritation, or dizziness

UCA14 Stop production An injury that requires first aid only, short-term | * k¥ *
pain, irritation, or dizziness

UCAL1S5 | Major damage to product | An injury that requires first aid only, short-term | * * ¥ *
pain, irritation, or dizziness

UCA16 Delay in production An injury that requires first aid only, short-term | * | * | * | *
pain, irritation, or dizziness

UCA17 Reassembly The event has no impact related to OHS O *

UCA18 | Major damage to product The event has no impact related to OHS O *

UCA19 | Major damage to product The event has no impact related to OHS O *

UCA20 | Major damage to product The event has no impact related to OHS O B *
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Figure 3.6 Risk of each scenario

Table 3.7 PSO parameters

Parameters Value

Number of particles 50
Number of iterations 1,000

Inertia weight 0.5

Cognitive weight 0.9

Social weight 1.5

Number of links 3
3.4.5 Identify loss scenarios

In this section, in order to better concentrate on the identified risks, it divided the risk values
into five categories, given that a 5-scale method was used (Table 3.8): Very low [1-5), Low:

[5-10), Medium: [10-15), High: [15-20), Very high: [20-25]. The Pareto chart of the risk of



107

each scenario is demonstrated in Figure 3.7. Herein, we focused on the scenarios with ‘high’

and ‘very high’ risk values (higher than 15). These scenarios are shown in Table 3.9.

25.000 100%
90%

20.000 80%
70%
15.000 60%
50%
40%
30%
20%

10%

10.000

5.000

0.000 1 0%
Q@P%c?%c?%c ‘.)cb\ chcb\ 0 CP%CL’%C% P:D I’%CP’QP» ‘301’3‘
Figure 3.7 UCA Pareto chart
Table 3.8 Risk matrix
Risk Probability
Very Low Low Medium High Very High
) ) A3) 4) ®)
Very Low (1)
Impact Low (2)
Medium (3)
High (4)

Very High (5)
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Table 3.9 Scenarios with ‘high” and ‘very high’ risks

#UCA Description Risk
UCA20 The IT department provides programming for the receiver and 22.699
processor too late
UCA11 Smart glasses provide feedback to the worker too late 21.226
UCAI10 Smart glasses provide wrong feedback to the worker 20.278
UCA17 The receiver and processor provide light commands very quickly 20.066
UCA14 The receiver and processor do not provide light commands 19.534
UCAI1S The receiver and processor provide wrong light commands 18.454
UCA4 The production planning department stopped the previous plan too 18.003
soon
UCA19 | The IT department provides wrong programming for the receiver and | 17.781
processor
UCA13 Smart glasses calibrated incorrectly before use 17.397
UCAI18 | The IT department does not provide programming for the receiver and | 16.608
processor
UCA9 | The smart glasses not provide feedback about the place of assembly to | 15.549
the worker

35 Discussion

While STPA falls under the model-based engineering concept (which is enhanced as design

adjustments are made), its model is different from the model-based engineering approach

normally recommended for today’s systems (Leveson & Thomas, 2018). Several studies have

shown that this method is effective in complex operating environments with multiple

controllers controlling the same process (Rising & Leveson, 2018). STPA, based on the

STAMP technology that attributes accidents to inadequate control, exhibits the following
characteristics (Mofidi Naeini & Nadeau, 2022c):

e The model utilizes a functional control diagram.
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e "Guide words" are primarily derived from the absence of complete assurance of
analysis due to insufficient control in most cases.
e Apart from aiding in guiding design proofs, it proves beneficial even before the actual
design phase.
e Its applicability extends throughout the entire life cycle of any system.
A safety problem in STPA is viewed as more of a control issue than a reliability issue. Unlike
reliability-based tools, the STPA can be used at all stages of a system’s standard engineering
process (Rising & Leveson, 2018). As compared to traditional risk analysis techniques, STPA
has the following advantages (Leveson & Thomas, 2018):

It allows the possibility of analyzing very complex systems.

It is an effective method for identifying safety requirements and constraints in early
concept analysis. Consequently, design flaws can be detected early in development or
operation, preventing costly rework.
e By incorporating human and software operators into the hazard analysis, STPA ensures
that all potential losses can be considered.
e Often, in large and complex systems, when there is no documentation for system
functionality, STPA steps in and fills the gap.
e Model-based and system engineering can easily be integrated with STPA.
One notable advantage of STPA is its ability to track decisions and designs throughout the
development process, eliminating the need for redundant analyses (Leveson & Thomas, 2018).
By considering all aspects of the system, including humans, technology, and organizations,
STPA enables the identification of hazards (Mofidi Naeini & Nadeau, 2022c). During the
concept development phase, STPA can generate high-level safety requirements that inform
architectural decisions, which can later be refined as development progresses and more
information is obtained (Rising & Leveson, 2018). The STAMP-STPA approach plays a
crucial role in enhancing systemic safety (Allison et al., 2017).
However, a major drawback of STPA is its qualitative nature (Karevan & Nadeau, 2023). In
light of the advantages and this limitation, this study presents a novel approach that quantifies

STPA using a metaheuristic algorithm called PSO. The STPA-PSO methodology introduced
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assesses and reduces risks, including human error risks, associated with using smart glasses in
a complex system such as refrigerator assembly.

While the use of IoTs and wearables in complex systems has increased, there is a lack of studies
quantifying their risks (Karevan & Nadeau, 2023). The methodology presented in this study is
straightforward and applicable to real cases, as demonstrated above. It assesses the risk of
unsafe control actions (UCAs) and uses a metaheuristic algorithm. The results indicate the
effectiveness of the proposed methodology in identifying worst-case scenarios and
determining their associated risks, including human error risks.

However, there are limitations to this study, including the assessment of probability using the
Monte-Carlo Simulation (MCS) due to the absence of real data. Also, effective risk
management decisions cannot solely rely on ordered categorical ratings of frequency and
severity, as other quantitative factors like costs of risk reduction measures, budget constraints,
legal imperatives, scientific consensus, and interactions among risks are crucial. Additionally,
if consequence severities vary widely, higher ratings in a risk matrix may not always indicate
greater risks. Therefore, risk matrices may not consistently support optimal risk management
decisions or efficient resource allocation (Cox, 2008). On the other hand, as BWM is based on
the decision-makers and their judgment, in order to avoid motivational and cognitive biases, it
is recommended to use debiasing techniques, which are provided by (Montibeller & Von
Winterfeldt, 2015).

Additionally, only one wearable device was utilized, and the study focused on three impact
factors (Industrial, OHS, and Financial), while the inclusion of other relevant impact factors
based on particular situations could be interesting to explore. Furthermore, it is worth
mentioning that the model could be further enhanced by exploring and testing other PSO
parameters. Conducting such tests would allow a deeper understanding of how these

parameters influence the performance and outcomes of the model.

3.6 Conclusion

In conclusion, as Industry 5.0 is being ushered in, there is a pressing need to enhance the

collaboration between humans and machines. Equipping humans with new technologies, such
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as wearables in complex systems, is crucial to improving their efficiency and effectiveness.
However, this increased interaction introduces the potential for new forms of human error
risks. Hence, it becomes imperative to define, assess, and mitigate these risks. Despite an
extensive literature analysis, no existing studies were found that quantified these specific risks.
To bridge this research gap, we have proposed a novel methodology called STPA-PSO,
designed to quantify and mitigate the risks associated with using smart glasses in complex
systems, including human error risks.

In this study, we first identified a suitable case study, focusing on a particular assembly part of
a refrigerator assembly. Employing the STPA approach, we proceeded to identify all potential
losses, hazards, and system-level constraints within the given context. Subsequently, a
functional control model was constructed to represent the system. By analyzing the functional
control model, we identified all the unsafe control actions that could occur. The risk associated
with each UCA was then calculated using the proposed PSO algorithm. To determine the
probability of each UCA, we employed the Monte-Carlo Simulation, while considering three
impact aspects: Industrial, Financial, and OHS. The weighting of each aspect was assessed
using BWM (Best Worst Method). Through this comprehensive analysis, the overall risk of
the model was identified and subsequently quantified. Ultimately, this approach facilitated the
identification of loss scenarios.

The results obtained from this methodology clearly demonstrate its effectiveness in
identifying, assessing, and quantifying the risks associated with each unsafe control action at
the design stage. The findings underscore the model’s potential to enhance safety and assess

the occurrence of human errors in complex systems.
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Abstract

With the rise of Industry 5.0, wearables have become increasingly common in manufacturing,
making effective risk management more critical than ever. Despite this trend, there remains a
gap in research regarding the risks associated with the simultaneous use of multiple wearables,
particularly in complex hybrid systems involving human operators. This study addresses this
gap by using an improved Systems-Theoretic Process Analysis combined with Particle Swarm
Optimization (STPA-PSO) methodology. Moreover, it introduces a circular, semi-automated
methodology (incorporating mitigation measures) that can systematically identify, analyze,
quantify, and mitigate risks, including those arising from human error, in the integration of
multiple wearables. Three case studies, two assembly lines and one disassembly line, were
tested to check the effectiveness of this method. The findings indicate that increased
interactions among system components can lead to elevated risk levels. It demonstrates that
highlighting the hazardous areas, calibration regulations, and training of workers are high-risk
control action scenarios that need to be reduced. This methodology can provide a safer and
more efficient integration of wearable technologies in human-centered manufacturing

environments.
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4.1 Introduction

As we transition from Industry 4.0 to Industry 5.0, modern manufacturing increasingly
integrates advanced technologies such as the Internet of Things (IoT) and Artificial
Intelligence (Al) to create smarter manufacturing environments (T. Wang, Liu, Wang, Li, &
Wang, 2024). These technologies aim to enhance operational efficiency while supporting
human workers in reducing errors and mitigating risks (Karevan & Nadeau, 2023).
Understanding and addressing workplace risks is crucial, especially since human error often
contributes significantly to operational safety (Sezer, Akyuz, & Gardoni, 2023) and quality
(Torres et al., 2021b). For example, Al robots, and real-time data can improve product quality,
robustness (X. V. Wang, Xu, Cui, Yu, & Wang, 2024), cycle time (Y. Zhang et al., 2024), as
well as sustainability and energy efficiency (Billey & Wuest, 2024). Among the significant
applications of [oT are wearable technologies, which are being adopted across diverse sectors
(Mofidi Naeini & Nadeau, 2022a). Aligned with the principles of Industry 5.0, production and
assembly processes must prioritize human-centric design (Xu et al., 2021). This paradigm
reinforces the concept of 'human-in-the-loop' smart manufacturing, which explores the
significant opportunities and addresses the inherent challenges at the interface between human
operators and intelligent technologies (Jwo, Lin, & Lee, 2021). By working alongside
machines and technology, human workers can achieve greater productivity across various
manufacturing tasks (e.g., inspections, diagnostics, assembly, disassembly, maintenance, and
logistics), yielding better results than relying solely on manual labor or automation (B. Wang
et al., 2024). Recent work explores interactive frameworks for human-robot collaboration to
increase sustainability, resilience, and human-centeredness (Makris, Michalos, Dimitropoulos,
Krueger, & Haninger, 2024) and specific AR-based assistance systems that can support
workers in assembly lines (Aivaliotis et al., 2024).

As we explore the intersection of human-centric design and technology in Industry 5.0,

wearable technology emerges as a pivotal element that can further enhance this collaboration.



115

Wearable technology is designed to provide employees with context-specific information,
enhancing their performance while also collecting and transmitting company data
(Krzywdzinski et al., 2022). These smart devices (e.g., smart glasses, smart gloves,
smartwatches) are capable of processing, storing, and communicating data, facilitating their
integration into existing systems (Pavon et al., 2018). They have emerged as tools for
improving worker health, safety, and motivation within cyber-physical production systems
(Romero et al., 2018). However, despite their potential to boost productivity and decrease
errors, the importance of sociotechnical interactions is often overlooked (Ulmer, Braun, Cheng,
Dowey, & Wollert, 2023). Moreover, there is a significant gap in comprehensive strategies to
address potential risks during implementation (Karevan & Nadeau, 2023; Mutual, 2017; Yuen,
Choy, Lam, & Tsang, 2019), particularly when multiple wearables are used concurrently
within complex systems (Marino, Barbieri, Bruno, & Muzzupappa, 2024). This is especially
important as Industry 5.0 and the reliance on wearable devices continue to grow, making
effective risk management essential. To minimize human-system error risks, work system
designers and managers must carefully identify and quantify these risks (Setayesh, Di
Pasquale, & Neumann, 2022). Additionally, industrial workers and occupational health and
safety (OHS) professionals have expressed concerns about wearables, citing issues like
discomfort, distraction, and the extra burden these devices may impose (Xuanxuan Zhang et
al., 2022). For instance, while smart glasses in logistics and assembly lines are recognized for
improving productivity and safety (Tenholt et al., 2023), worries regarding the potential
hazards linked to this emerging technology persist (Khoddammohammadi, 2023; Sedighi,
Rashedi, & Nussbaum, 2020).

In this context, there are two primary avenues for advancement. The initial option involves
improving wearable devices themselves, while the alternative focuses on integrating wearable
devices into various systems and assessing their performance. This study concentrates on the
latter path and addresses the specific challenge of managing risks associated with the
simultaneous integration of multiple wearable devices (smart glasses and smart gloves) into
complex hybrid assembly/disassembly systems. Notably, to the best of our knowledge, no
studies have explored the risks associated with the simultaneous use of two wearables within

a complex system (e.g., assembly or disassembly), including potential human error risks,
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underscoring the significance and originality of this study. In the other hand, the increasing
prevalence of such multi-wearable setups in Industry 5.0 introduces novel complexities
(Karevan & Nadeau, 2024a). Existing risk assessment methods often struggle to capture these
systemic interactions holistically or provide the quantitative prioritization needed for effective
decision-making in the design and operational phases (Read, Shorrock, Walker, & Salmon,
2021).

To tackle this challenge, we propose an improved STPA-PSO methodology. STPA (Leveson,
2004) is chosen for its strength in analyzing complex socio-technical systems by focusing on
unsafe control actions and systemic flaws, rather than just component failures. It effectively
models interactions between technical components, humans, and organizational factors (Ab
Rahim, Reniers, Yang, & Bajpai, 2024; Hulme et al., 2021). However, STPA in its original
form has limitations: it can be time-consuming, requires detailed system knowledge, and does
not inherently provide risk quantification or prioritization (Carniel, Bezerra, & Hirata, 2023;
Karevan & Nadeau, 2024a). This makes it difficult for decision-makers to focus resources on
the most critical risks, especially when many potential unsafe scenarios are identified.

To overcome these limitations, we integrate PSO as a robust metaheuristic algorithm capable
of solving complex optimization problems (Yang et al., 2020) and can be adapted for risk
quantification (Karevan & Vasili, 2018). By combining STPA with PSO, we leverage STPA's
systemic hazard identification capabilities with PSO's power to quantify and prioritize the
identified unsafe control actions based on multiple criteria (e.g., OHS, industrial, financial
impacts) and estimated probabilities, even with limited empirical data. This addresses the need
for a structured, quantitative risk assessment tool tailored to the complexities of multi-wearable
integration. Furthermore, this work extends the original STPA-PSO framework (Karevan &
Nadeau, 2024a) by introducing a mitigation step, creating a circular, semi-automated risk
management tool.

The remainder of the paper is structured as follows: Section two outlines the methodology,
covering the literature on STPA, PSO, and the introduction of the improved STPA-PSO.
Section three presents the three case studies. Section four discusses the study's findings, while
section five includes a discussion that compares the results along with relevant literature.

Finally, the last section provides the conclusions.



117

4.2 Methodology

4.2.1 STPA (System-Theoretic Process Analysis)

The STAMP (Systems Theoretic Accident Model and Processes) methodology was introduced
by Nancy Leveson (Leveson, 2004) as a method of handling complex systems (H. Sun, Wang,
Yang, & Reniers, 2022). Generally speaking, STAMP is known as STPA when used in hazard
analysis and CAST (Causal Analysis based on STAMP) when used for accident and incident
analysis (Patriarca, Chatzimichailidou, Karanikas, & Di Gravio, 2022; Pricop et al., 2020).
STPA was created to tackle the systemic perspective offered by STAMP, integrating control
types and factors not typically covered by conventional techniques (Hulme et al., 2021; L. Sun,
Li, & Zio, 2022). Moreover, it is one of the most widely used methods in proactive analysis
(Karevan & Nadeau, 2024a) that could help to eliminate or control hazards by analyzing the
system (Andrews et al., 2018).
Wearables introduce new complexities and potential points of failure in manufacturing
processes (Karevan & Nadeau, 2023), and STPA is particularly well-suited to assess the
potential risks of these workstations. Additionally, by analyzing the interactions between
human operators and wearable devices, a thorough assessment of potential risks and human
errors associated with the use of wearables can be conducted (Karevan & Nadeau, 2024a,
2024c). The original STPA analysis is structured as follows (Leveson & Thomas, 2018):

e “Define the Purpose of the Analysis”: Consider all losses, hazards, safety limitations,

and system-level constraints

e “Model the control structure”: Create a functional control model for the system

e “Identify unsafe control actions (UCAs)”

e “Identify loss scenarios”: Identify each potential safety control action from step 3
The structured analysis process facilitates a systematic exploration of accidents, system-level
hazards, safety constraints, and functional requirements related to the use of wearables (Bjerga
etal., 2016). This approach ensures a holistic view of the potential risks associated with human-
technology interactions, identifying not only technical failures but also human-related factors

contributing to errors (Karevan & Nadeau, 2024a). An important benefit of STPA is its ability
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to track decisions and designs across the development process, reducing the necessity for
repeating earlier analyses (Leveson & Thomas, 2018). Furthermore, STPA's proactive
approach is well-suited to the objective of identifying potential risks before they lead to
accidents. This capability is particularly valuable in the fast-paced environments of
manufacturing and assembly/disassembly processes, where early detection of safety issues can
prevent expensive disruptions and promote a safer workplace (Rising & Leveson, 2018).

This method offers a complementary approach to traditional techniques by identifying causes
of workplace incidents and accidents (Carniel et al., 2023; Karevan & Nadeau, 2024d). It can
be applied both retrospectively and prospectively, effectively maps structural complexity, and
incorporates qualitative data (Hulme et al., 2021). Its validation across various sectors
highlights its versatility and effectiveness (Hulme et al., 2021; Karevan & Nadeau, 2024a;
Leveson & Thomas, 2018; Mofidi Naeini & Nadeau, 2022a). Recent developments have
further enhanced its capabilities, including the creation of an ontology (Carniel et al., 2023),
quantification techniques (Karevan & Nadeau, 2024a), and considerations for the dynamic
aspects of digital systems (Karevan & Nadeau, 2024a; Mofidi Naeini & Nadeau, 2022a).
Additionally, a new validation framework has been introduced (Sadeghi & Goerlandt, 2023).

4.2.2 PSO (Particle Swarm Optimization)

PSO has proven highly flexible and practical as a tool for tackling complex optimization
problems (Yang et al., 2020). As a population-based metaheuristic algorithm, PSO excels in
solving intricate problems by its ability to straightforwardly navigate towards global optima
with high convergence rates (Jain et al., 2022). Additionally, PSO can be combined with other
methods to assess risk probability (Karevan et al., 2020). The PSO algorithm operates with a
population (swarm) of candidate solutions (particles) moving through the problem space. Each
particle's movement is influenced by its own best-known position and the best-known position
of the entire swarm (or a local neighborhood). Key control parameters govern this behavior
(Engelbrecht, 2007):

e Swarm size: The number of particles in the population.



119

e Acceleration coefficients (cognitive and social): Weights influencing the pull
towards the particle's personal best position and the global/neighborhood best
position, respectively.

e Inertia weight: Controls the influence of the particle's previous velocity on its
current velocity, balancing global exploration and local exploitation.

e Neighborhood size: Defines the subset of the swarm influencing a particle's
movement in local best PSO variants.

e Number of iterations: The maximum number of cycles the algorithm runs.

e Velocity clamping: Limits the maximum step size a particle can take in one
iteration to prevent divergence.

In the context of this study, PSO facilitates the STPA analysis by providing an optimization
engine to quantify and prioritize the numerous UCAs. Given the UCAs and the multi-faceted
impact assessment (Industrial, OHS, Financial), PSO simulates potential risk scenarios. It
searches the solution space (defined by potential probabilities and impact levels for each UCA)

to identify the combinations representing the highest overall risk scores.

4.2.3 Improved STPA-PSO

Karevan and Nadeau (2024) introduced and applied the STPA-PSO method for the
identification and quantification of the risks of using smart glasses in an assembly process
(Karevan & Nadeau, 2024a). However, this model needs to be further validated as it only
analyzed one case study, and more studies are needed to validate this method (Gustafsson,
2017; Yin, 2018). Meanwhile, industries face the challenge of integrating multiple wearables
simultaneously. They need a systemic risk management decision-making tool for these
complex systems. Therefore, the model needs to be improved and extended with a mitigation
decision-making capability. The initial STPA-PSO comprises five primary stages (Karevan &
Nadeau, 2024a).

e Define Losses, Hazards, and Constraints (STPA Step 1).

e Develop the Functional Control Model (STPA Step 2).
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e Identify Unsafe Control Actions (UCAs) (STPA Step 3).

e C(Calculate Risk for each UCA

e Identify High-Risk Loss Scenarios (Prioritization based on calculated risk, STPA

Step 4).

However, this paper introduces an additional step focusing on identifying mitigation strategies.
This step transforms the methodology from analytical to include proactive risk reduction
guidance during the design phase. It should be noted that this is a semi-automated mitigation
tool where Al helps humans to make better decisions by providing the prioritization of risks
for each scenario, which respects the European guidelines (Schneider & Weber, 2024). The
novelty lies in formalizing this mitigation feedback loop within the STPA-PSO framework,
making it a more actionable tool for risk management. The entire procedure is outlined below

and illustrated in Figure 4.1.
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Figure 4.1 Methodology process
This figure shows that the first three steps are completed through human analysis, while the

next two steps are performed by the meta-heuristic algorithm (PSO). Step six involves
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collaboration between humans, who prepare the strategies, and the algorithm, which selects
the strategy, as well as recalculating the model from step four, as demonstrated by the thick

green arrow.

4.2.3.1 Consider all losses, hazards, and system-level constraints

In the first step, after determining the problem and the case studies, all the losses, hazards, and

system-level constraints must be determined.

4.2.3.2 Develop a system’s functional control model

Then, a functional control model of the system should be developed. Hierarchical control
structures generally consist of five crucial elements: controllers, control actions, feedback
loops, additional inputs and outputs from components, and the processes controlled by the

controllers (Leveson & Thomas, 2018).

4.2.3.3 UCA identification

In the third step, based on the functional model, all the unsafe and hazardous control actions
in different scenarios will be identified. According to Leveson and Thomas (2018), four
scenarios make a control action unsafe (Leveson & Thomas, 2018; H. Sun, Wang, Yang, &
Reniers, 2024), as follows:

e Not providing control action.

e Providing the wrong control action.

e Providing a potentially safe control action at the wrong time or in the wrong order.

e Providing a control action for too long or stopping it too soon.
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4.2.3.4 Risk calculation

Step four contains the calculation of the risk of each control action. With equation 4.1, the risk
of each CA will be determined.

Ri= Pi* (Winpi * Iinp i) + Wonsi * lons i) + Wein i * Ipin 1)) (4.1)
In this equation, the impact of each UCA is assessed across three dimensions (Industrial, OHS,
Financial) using a five-point scale (1=Very Low, 2=Low, 3=Medium, 4=High, 5=Very High).

Table 4.2 provides qualitative descriptions for these levels.

Table 4.1 Symbol definition

Symbol Definition Symbol Definition
R; Risk of event i P; Probability of event i
Weight factor of industrial aspect of Impact of industrial aspect of
Winp i , Iinp i ,
event [ event i
Weight factor of OHS aspect of Impact of OHS aspect of event
Wons i , Ions i ,
event [ 1
Weight factor of financial aspect of Impact of financial aspect of
Wrein i , Iein i ,
event [ event i

The weighting factors reflect the relative importance of each impact dimension. For weighing
each of the aspects, BWM (Rezaei, 2015) is used as one of the most robust methods, which is
justified in different papers (Karevan & Nadeau, 2024a; H. Sharma, Sohani, & Yadav, 2022).
For this study, focusing on methodological demonstration in a design phase context without
an available expert panel, equal weights (Wnp = Wons = Wriv=1/3) were assigned arbitrarily;
however, a sensitivity analysis is performed to show how different weights can affect the risk
of each identified UCA.

As we are analyzing the integration of two smart wearables in hybrid assembly/disassembly
systems, and the empirical data is unavailable, the probability (P;) for each UCA was estimated
using the PSO simulation by random numbers. This study aims to establish a dependable

framework and evaluate it with random data to ensure functionality.
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Industrial Financial
Scenario aspect aspect Scenario OHS aspect
(regarding (regarding
time) cost)
No Economic/Industrial Very Low Very Low No OHS Very Low
loss (VL) (VL) impact (VL)
Delay in production Injuries that
(Breakage of some ) )
parts, or material, Low (L) Medium (M) require first Low (L)
equipment, not aid only
receiving material, etc.)
Injuries _
‘ o Medium
Redoing the process Medium (M) Low (L) requiring time
M)
off from work
Broken bones
Major damage to the High (H) High (H) or High (H)
product, equipment ] o
intoxication
Very High Very High Critical Very High
Stop production (VH) (VH) situations (VH)

The final risk score combines probability and weighted impact. Based on the 1-5 impact scale

and potential probabilities, the resulting risk scores are categorized into qualitative tiers for
easier interpretation: Ver Low Risk (R; <5), Low Risk (5 < R; < 10), Medium Risk (10 < R; <
15), High Risk (15< R; < 20), Very High Risk (R; > 20).

4.2.3.5 Identify loss scenarios

During this stage, the UCAs are ranked based on their calculated risk scores. The top-ranked

scenarios (e.g., those falling into 'High' and 'Very High' risk tiers) are identified for focused

mitigation efforts in the next step.
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4.2.3.6 Identify mitigation strategies

In the final stage, improvement recommendations are generated for the high-risk loss scenarios
identified in Step 5. This step operationalizes the semi-automated, human-Al collaboration.
Implementing these suggestions helps to reduce the likelihood of unsafe control actions,
ultimately increasing the reliability of the STPA-PSO model. This step completes the circular
process of the model. Following the implementation of these improvements, the risk associated
with each control action should be recalculated, as outlined in step 4.
As mentioned earlier, this is a semi-automated mitigation tool. To elaborate, the initial steps
(1, 2, and 3) are conducted through human analysis, while steps 4 and 5 are performed by the
intelligent PSO algorithm. The last step represents a collaboration between human expertise
and Al capabilities (as demonstrated in Figure 4.1). Here, the intelligent algorithm is not a
learning-based Al but rather a knowledge-based matching system. Its function is to query a
predefined knowledge base—represented by the improvement recommendations in Table
4.7—which links known unsafe control actions to mitigation strategies.
Humans are responsible for decision-making and actions (Rick et al., 2024), with Al assisting
by providing risk assessments, classification, and quantification. This collaboration ensures a
comprehensive and effective evaluation process.
The process involves:
e The PSO algorithm first provides a prioritization by identifying and ranking the UCAs
based on their calculated risk scores.
e The human decision-maker (e.g., a safety engineer or manager) proposes the mitigation
strategies list.
e The knowledge-based algorithm then assists the human by parsing the description of
the selected UCA, and uses the best relevant mitigation strategies from the knowledge
base (Table 4.7).
e Implementing these suggestions aims to reduce the risk of the targeted UCAs.
e The model encourages recalculating the risk to assess the effectiveness of the
implemented mitigations, completing the circular process. Figure 4.2 shows this

process.
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Figure 4.2 The process of step 6 (identify mitigation strategies)

4.3 Case studies

Case studies are invaluable when delving into subjects with limited existing knowledge. They
facilitate qualitative exploration of intricate systems, especially in cases where real-world
analysis is unfeasible (Rashid et al., 2019). By employing case studies, one establishes a sturdy
groundwork, particularly during the initial phases of the research, setting the stage for future
development (Harrison et al., 2017). Furthermore, multiple case studies enable comparisons
between different settings. By analyzing processes (e.g., assembly or disassembly) in varied
environments, one can draw comparisons and identify patterns, trends, and nuances that may
not be apparent from a single case. This approach supports the exploration of similarities and
differences, enhancing theoretical generalization (Eisenhardt, 1989). Also, triangulating results

across multiple cases contributes to the robustness and validity of the findings (Stake, 1995).
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In this paper, three case studies are employed to validate the proposed methodology. To have
a more comprehensive perspective, the first one is an assembly line, the second one is a job
shop assembly, and the third one is a disassembly line. In the next paragraphs, these case
studies will be presented.

The first case study is an assembly section named “Fruit and vegetable box, and drawers
assembling” in a refrigerator manufacturing plant, which was studied by Karevan and Nadeau
(2024), integrating only smart glasses. Here, the refrigerator moves along an assembly line
(conveyor), and the required assembly tasks are completed at each section. In the 'Fruit and
Vegetable Box and Drawers Assembling' section, the assembler must assemble three parts
from three bins following the assembly instructions and the product map with the use of smart
glasses (Karevan & Nadeau, 2024a). However, in this paper, we have retained the use of smart
glasses while introducing an additional wearable, smart gloves, into the same operational
context.

The second case study is from a fieldwork presented by Torres et al (2021). Unlike the first
case study, this one focuses on a job shop assembly process that does not use wearable devices.
In this workstation, the assembler has a tool cabinet that contains the required tools for the
assembly operation. Also, 7 bins of required parts to assemble are placed in front of the
assembler. The assembly structure is transferred by a dolly (Torres et al., 2021b). In the original
case study, as mentioned, the assembler is not equipped with any wearables and has access to
a computer to read the work instructions. However, based on the results and findings of that
paper, the authors discussed the errors that can arise from the work conditions. By using
wearables, many of the identified errors could be reduced and mitigated. Figure 4.3 shows the
layout of the workstation with the assembler equipped with smart glasses and smart gloves for
our modelling purposes.

The third case study involves a refrigerator disassembly operation, presented by Zeng et al.
(2023). In this case, the manufacturing company operates a disassembly line for three different
refrigerator models. Based on the optimal disassembly sequence provided by the authors, the
process is divided into five workstations. Each station is responsible for removing specific
parts according to disassembly instructions (Zeng et al., 2023). For this study, we focus on the

second workstation from the fourth sequence, which has been identified as the most
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economically profitable sequence by the authors (Zeng et al., 2023). At this station, the worker
disassembles the refrigerant for recycling, the freezer door, the process pipe, and the dry filter.
The worker is equipped with a tool cabinet and storage bins for sorting the disassembled
components. In the original study, the worker is not equipped with any wearables. However,
herein, we introduce smart glasses and smart gloves to enhance the worker’s efficiency. The
smart glasses display real-time disassembly instructions and highlight the exact parts to be
removed, while the smart gloves guide the worker with precise pressure requirements.
Additionally, the wearables help the worker identify potentially hazardous components,
allowing for safer handling. Also, the worker can communicate with supervisors and manage
the disassembled parts more effectively, sorting them based on their material properties. The

basic layout of this workstation is illustrated in Figure 4.4.

- T < Y < R < T 3

Figure 4.3 Layout of the job shop workstation

Assembly operation
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Figure 4.4 Layout of a refrigerator disassembly workstation

4.4 Results

44.1 Consider all losses, hazards, and system-level constraints

The primary step is to identify the purpose of the analysis. For this study, the main objective
is to investigate the risks associated with the integration of smart glasses and smart gloves into
complex systems (assembly/disassembly). Six losses were identified for these case studies, and
they are presented in Figure 4.5. Ten identified hazards are shown in Table 4.3. Also, system-

level constraints are shown in Table 4.4.
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Figure 4.5 System-level losses

4.4.2 Develop a system’s functional control model

Controllers provide control actions to regulate a process's behavior within a hierarchical
control structure (Leveson & Thomas, 2018). In this context, we first present the macro-level
control structure of an assembly/disassembly company (Figure 4.6) to provide a holistic view
of the system. This figure is designed to illustrate the inherent hierarchical levels within the
STPA model, progressing from higher-level organizational control and decision-making at the
top, down through various management and supervisory functions, to the physical processes
and equipment at the lowest level. This hierarchical representation is crucial for a
comprehensive STPA analysis, as it enables the identification of unsafe control actions and
feedback loops across various levels of abstraction within the system. Additionally, Figure 4.6
illustrates the interconnections between various departments, workstations, and the integration
of smart wearables. By comparing this model to the one with a single wearable (Karevan &

Nadeau, 2024a), it becomes clear that the current model involves more interactions and
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communications, potentially leading to increased control complexity and unsafe control
actions if not properly managed.

For a more in-depth analysis of specific operational contexts, we then derive and focus on
detailed control structure models for the individual workstations involved in the three case
studies. Figure 4.7 provides a work-system level control structure focused specifically on
assembly operations, relevant to Case 1 and Case 2. This model details the interactions and
control loops pertinent to the assembly process, highlighting the direct control exercised by the
Supervisor over the Assembler, the crucial role of Maintenance & Calibration in ensuring
equipment readiness, and the operational interplay between the Assembler, Smart Glasses,
Smart Gloves, and the Conveyer/Dolly system.

Similarly, Figure 4.8 presents another work-system level control structure, this time focused
on disassembly operations, which is central to Case 3. This model outlines the specific
interactions involved in the disassembling process, mirroring the level of detail provided for
assembly. Key elements include the Supervisor's oversight of the Disassembler, the continued
importance of Maintenance & Calibration, and the specialized functions of the Smart Glasses
and Smart Gloves in guiding disassembly tasks, detecting components, and monitoring
environmental factors. The inclusion of Disassembled Parts Bins emphasizes the different

material flow and handling requirements compared to assembly.

4.4.3 UCA identification

Through the STPA, unsafe conditions are identified and eliminated (Mofidi Naeini & Nadeau,
2022a). After developing the system's functional model and identifying the control actions,
this step determines the unsafe control actions for each and presents them in Table 4.5. A total
of thirteen control actions were identified, resulting in the determination of thirty-four unsafe
control actions. Each control action corresponds to one or more system-level hazards, as
presented in the Table 4.5. The last column indicates which control actions correspond to each

of the case studies.
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Code Description Associated losses
Harmful activities that may lead to a worker’s injury or
H1 (L1,L2,L3,L4)
death
H2 Insufficient training of workers to work with wearables (L1, L2, L3, L4, L5)
H3 Not providing the required materials and structure on time (L4)
H4 Not providing precise and real-time data (L2, L3,L4)
H5 Connection problem between wearables (L2, L3,L4,L5)
H6 Communication problem between departments (L3, L4, L5)
H7 Data security problem (L3, L))
HS8 Damage to the product during the process (L2)
Release of harmful refrigerants due to improper
H9 _ (L6, L1)
disassembly
Incorrect sorting of hazardous and non-hazardous
HI0 (L6)

components, leading to environmental or safety risks
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Table 4.4 System-level constraints

Associated
Code System-level constraints
hazards
SC1 Workers must comply with OHS rules (H1)
Workers must not be exposed to hazardous materials (e.g., refrigerants or sharp
SC2 ) (H1, H9)
components) without adequate safety measures.

SC3 Supervisors must train workers on OHS rules and regularly check them (H1)
SC4 The workstation must be inspected for safety compliance before the start of work (H1)
SCS Supervisors must regularly check the safety of both the workers and the workstation (H1, H9, H10)
SC6 Workers should be careful to avoid engaging in activities that could be harmful (H1)
SC7 Workers need to be trained and evaluated before using smart wearables (H1, H2)
SC8 Workers need to be trained and evaluated regularly for using smart wearables (H1, H2)
SC9 Supervisors must assess the efficiency of workers (H1, H2)

Consider the positioning of sensors and ensure that the smart glasses are comfortable for
SC10 (H1, H4, HS)

workers to wear

Consider the positioning of sensors and ensure that the smart gloves are comfortable for

SC11 (H1, H4, HS)
workers to wear

Establish effective and reliable communication channels between departments to ensure

SC12 o (H3, H4, H6, H7)
data accuracy and reliability

SC13 Implement procedures to ensure that feedback from the smart glasses is accurate (H4, H6, H7)
SC14 | Implement procedures to ensure that feedback from the smart gloves is accurate and reliable (H4, H6, H7)
SC15 Configure and program the smart glasses to transmit reliable data (H4, H5, H6, H7)
SC16 Configure and program the smart gloves to transmit reliable data (H4, HS, H6, H7)
SC17 Verify the communication between departments and wearable devices (H4, H6, H7)
SC18 Regularly verify the reliability of the information (H4, H6, H7)
SC19 Smart glasses must be calibrated according to the manufacturer's instructions (H4, HS, H6, H7)
SC20 Smart gloves must be calibrated according to the manufacturer's instructions (H4, H5, H6, H7)
SC21 Verify the connectivity between the receiver, processor, and smart glasses (H4, HS, H6, H7)
SC22 Verify the connectivity between the receiver, processor, and smart gloves (H4, HS, H6, H7)
SC23 The connection between smart glasses and smart gloves must be tested regularly (H4, HS)
SC24 The structure must be delivered on time by the dolly (Case study 2) (H3, H7)
SC25 The structure must be delivered on time by the conveyor (Case study 1 & 3) (H3, H7)
SC26 Smart glasses must provide accurate, real-time instructions (H4, HS)
SC27 Establish rules to address data security issues (H7)
SC28 | Smart gloves must provide accurate feedback on the force/pressure needed for disassembly (H4, H5, HS)

Hazardous components must be disassembled with specific safety protocols, and must be
SC29 (H1, H8, H9)

detected by smart wearables

SC30 Disassembled components must be stored in appropriate bins without damage (H10)
SC31 The disassembly process must not release harmful refrigerant gases into the environment (H9)




133

Aiquasse 1oj dn payod
TPIA S[ULIS e Jo Blp FupUa
nisod s{eL1E J0 BIYp Sty

vodat s

yiodar paads ToRPNPOAT-

ad 30 310

Bnpox

O S[1Iap YK

L ds 1y odar
d: Aedsip ymysup “podar pasds uoipHpoId
2610} [BURIEN 3T TP o
S[ELRIEN 3O ENp Fup “regpad) 1451 peqpaa) snder “nodai ouemnopiad =y Modar AguRssy
! Alsp yewtt pum yrodan fypgy—————————————— | Sumopssod sjegent
il ananb wswoppord_ § 1o eyep upuag
e 30 up Bupus P o Aquasse 2y 1o nonsod
StoiERIE i , rE) = ) 21 ammIRla PRPR3 WETT
an ypa =
o1 SEEAY —— Lysodar Gommaug
i b : ¥ sodas &
+
7 LISl 0
u
i
piodas
po:
._. euarem 1o podar ApEnd) 1t pue det HORIIPO L.
——iodas sxgeTrOpag—
: ]
G L P sodar & o 51.
4 u_za.i podat Aty
AnpEndy
STONERIED pUE
L 1 PRI, o 1 Apquiass

odal nonea

———smopunsa nofe

Jiodar DT

A 1210

TIEIT

yodar asuenuopad 1o,

pad 13pA0-

Figure 4.6 Macro-level control structure model
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Figure 4.7 Assembly control structure model (work-system level)

4.4.4 Risk

After identifying the control actions and evaluating their potential impact, in this step, the risk
associated with each control action was calculated using Equation 1. In this analysis, as noted
previously, we have assigned, arbitrarily, equal weight to each factor; however, these weights
can be adjusted according to the decision-maker’s priorities. Given that this research focuses
on the design phase and actual data is unavailable, simulated data will be used to estimate the
probability of each event. For this study, arbitrarily, the PSO algorithm was configured with

50 particles, 500 iterations, a cognitive weight of 0.9, a social weight of 1.5, and an inertia

weight of 0.9.

calculation
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Figure 4.8 Disassembly control structure model (work-system level)

The algorithm begins by determining random probabilities and impacts, as illustrated in Figure
4.9, to test the algorithm’s performance. This figure represents a line plot where four distinct
factors are tracked across multiple control action scenarios: Financial Impact (red line),
Industrial Impact (black dashed line), OHS Impact (blue dashed line), and Probabilities (green
line). The plot highlights the variation of each factor across 13 different control action
scenarios.

Following this, the risk for each scenario is calculated as shown in Figure 4.10. This figure
shows the risk values for control action scenarios (CAl to CA13). The bubble color
corresponds to the predefined risk tiers: Green (Low Risk, 5 < R; < 10), Yellow (Medium Risk,
10< R; < 15), Orange (High Risk, 15 < R; < 20), Dark Red (Very High Risk, R; > 20). When
comparing the two figures, it is evident that control action scenarios with higher impact factors
tend to correspond to higher risk values. For instance, control action scenarios like CA1 and
CA13 show a high correlation between the elevated probability and impact factors and their

high-risk values.
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Table 4.5 Unsafe control actions

Case
Unsafe Control Action (UCA)
study
Control Action (CA) Related
Providing too early,
scenarios Not providing Providing causes hazards
too late, or out of 2
causes hazard hazard
sequence
CA1: Calibration UCAI1: The wearables are UCAZ2: Incorrect N/A H4, H5, .
regulations not calibrated prior to use calibration settings H7, H8
CA2: Data of materials ) UCAA4: Sending UCAS: Sending data H4, HS,
o UCA3: Not sending data . *
positioning incorrect data too late/too soon H10
. . o UCAS: Providing H1, H4,
CA3: Haptic feedback / UCAG6: Not providing UCAT7: Providing
. ) feedback too early or H8, *
light feedback feedback incorrect feedback
too late H10
) ) ) UCA11: Moving
CA4: Moving products UCA9: Not moving UCA10: Moving H2, H4,
. . products out of *
(with conveyor/dolly) products when needed products incorrectly H5
sequence
CAS: Production UCA12: Not providing UCAI13: Providing
(disassembly) map and production maps and unclear or incorrect N/A H3. H6 *
] ) instructions by the ) ) ’
nstructions supervisor nstructions or maps
UCA1S: Providing =
o . o . . . UCA16: Providing HI, H2,
CA6: Worker training UCAI14: Not providing inefficient training for training late for H7, H, *
training for workers
workers workers H10
heck UCA18: Wearables are 4
CAT: Check the UCAL17: Wearables do not connected but not Ha, 15,
. N/A H7, H9, *
connections connect to each other )
performing well HI10
CA8: (Wearable’s) UCA19: Not providing UCA20: Providing NA H4, HS, .
Programming necessary programming incorrect programming H7
CA9: Smart glasses ) UCAZ22: Smart glasses .
) UCA21: Smart glasses fail . . UCA23: Instructions H4, H8,
provide assembly/ to display correct display incorrect parts are delayed or not H9, *
disassembly instructions | disassembly instructions for removal or assemble updated in real-time H10
CA10: Smart gloves UCA25: Smart gloves .
. ) UCA24: Smart gloves do o UC226. Smart %il oves HA 1
guide to applied not provide guide pressure provide inaccurate _ do not provide 13, *
K inaccurate pressure HS8, H9
pressure feedbac pressure feedback feedback in real-time
UCA28: The worker
CA11: Place and sort UCAZ27: The worker does incorrectly sorts
parts in storage bins not pl_ace or sort t_he parts disassembled N/A HI0
in storage bins
components
CA12: Sequence (plan) UCA30: Providing the »
. L UCA31: Not providing
of disassembly/ UCA29: Not providing the wrong plan of the the plan of the product | H3, H6 *
plan of the product : ’
assembly product on time
o UCA33: Providing the o
CA13: Highlight UCA32: Not highlighting UCA34: Not providing | HI, HS,
the hazardous parts for wrong hazardous parts the hazardous parts for H9,
hazardous parts : ;
removal for the worker for removal removal in real-time H10
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4.4.5 Identify loss scenarios

Considering the risk associated with each scenario, we focus on factors categorized as high
and very high risk on a five-point scale (dark red and orange bubbles). Based on the results
from the previous step (risk calculations), where risks were ordered and classified by the
algorithm, the high-risk scenarios selected (by the algorithm) for in-depth investigation are

shown in Table 4.6.

Table 4.6 High-risk scenarios

Case study
#Control Action Scenario Risk Tier
1 (2|3
CAIl3 Highlight hazardous parts 23.00 *
Very High
CAl Calibration regulations 21.50 Koo oo
CA6 Worker training 19.54 ool
CAll Place and sort parts in storage bins | 17.93 N *
Hi
CA7 Check the connections 17.91 s O RO
CAS8 (Wearable’s) programming 16.23 R O

Through the identification of potential loss scenarios, particularly by comprehending the risk
factors associated with each control action, decision-makers can formulate more effective
preventive and mitigation measures. This proactive approach contributes to mitigating the risk

associated with each scenario, thereby reducing overall STPA-PSO model risk.

4.4.6 Identify mitigation strategies

Following the identification of high-risk scenarios, this step focuses on suggesting mitigation
strategies using the semi-automated approach. Table 4.7 provides the potential improvement
recommendations derived from both the literature and industrial experiences relevant to this
study. Whenever a control action is identified as high-risk, any of these recommendations can

be applied to decrease the probability of that event. Reducing the probability of each event
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minimizes the overall risk of the model. As shown in Figure 4.1, this step involves
collaboration between humans and the meta-heuristic algorithm. Humans prepare the initial
list, and the intelligent algorithm then associates appropriate mitigation strategies based on the
previously identified loss scenarios. After applying the identified strategies, the model should
be recalculated to analyze the risk of the model.

For example, for CA1 (Calibration regulations), identified as very high risk (Ri=21.50) due to
UCA1 (The wearables are not calibrated prior to use) and UCA2 (Incorrect calibration
settings): The algorithm might propose: "Set an automatic alert system for calibration
reminders," "Install sensors that detect when equipment is out of calibration," and "Implement
automatic shutdown if calibration thresholds are exceeded." Then, it should assess these
options and apply the option. This decision leads back to risk recalculation to quantify the

model and assess the improvement.

4.5 Discussion

The collaboration between humans and machines, coupled with an emphasis on human-
centered smart manufacturing, represents critical components of Industry 5.0. This evolving
paradigm underscores the vital roles that humans play within these systems. Integrating
humans into the operational loop has become a widely adopted strategy aimed at enhancing
collaboration (K. Huang et al., 2024). A particularly noteworthy advance in this area is the use
of wearables. These devices, equipped with advanced sensors, hold the potential to
significantly mitigate workplace injuries and hazards, thereby contributing to a safer and
healthier work environment (Riso, 2021). Furthermore, wearables can improve management
strategies, ultimately boosting workplace efficiency (Krzywdzinski et al., 2022).

However, the effective integration of wearables into manufacturing systems and their
optimization for both efficacy and effectiveness remain critical challenges (Hao & Helo, 2017).
The findings of this study indicate that integrating two wearables concurrently in a complex
hybrid system, if not thoughtfully designed, can indeed lead to an increased number of
potential unsafe control actions and, consequently, a higher overall system risk compared to

single-wearable scenarios (Karevan & Nadeau, 2024a). This underscores the necessity of
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defining robust control measures specifically to address the interactions between multiple
wearable devices and the human operator.

The successful application of the proposed improved STPA-PSO methodology highlights its
value in equipping decision-makers with critical, quantitative information about the risk factors
inherent in such advanced wearable integration. While some of the identified high-risk control
action types—such as implementing calibration regulations, ensuring adequate worker
training, and highlighting hazardous areas during disassembly—are indeed well-established
principles in operational safety, the challenge and novelty of this research lie not in merely
identifying these broad categories, but in their systematic identification, quantification, and
prioritization within the specific and complex context of integrating smart glasses and smart
gloves simultaneously into hybrid assembly/disassembly systems. The concurrent use of these
devices introduces novel interaction points, potential for conflicting information, new human
error, and systemic complexities that are not fully addressed by generic safety guidelines or
single-wearable risk analyses.

The STPA component of our methodology facilitated a rigorous, top-down decomposition of
the system, systematically identifying all relevant control actions and their potential failure
modes (UCAs) related to the dual-wearable setup. This ensures a comprehensive sweep beyond
just obvious hazards, capturing subtle interaction risks. Crucially, the integration of PSO
enabled the quantitative assessment and prioritization of these UCAs based on a multi-criteria
risk score. For instance, while 'worker training' is a known control, our STPA-PSO framework
identified the specific scenarios where inadequate training for dual-wearable use posed the
highest quantifiable risk compared to other UCAs. This data-driven prioritization is essential
for resource-constrained environments, allowing decision-makers to focus on the most
impactful interventions. This study specifically addresses the gap concerning the simultaneous
use of multiple wearables, demonstrating how interactions between devices and with the

human operator contribute to overall system risk.
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Table 4.7 Improvement recommendations

Control action

Improvement recommendations

Calibration

regulations

Set an automatic alert system for calibration reminders

Install sensors that detect when equipment is out of calibration
Implement automatic shutdown if calibration thresholds are
exceeded

Data of materials

Periodical maintenance
Adding an alarm sensor to stop the worker when the performance

positioning is not good
Adding a sensor to check the wearable’s condition
Customize haptic feedback or light feedback based on specific tasks
Haptic feedback / to enhance safety
light feedback Adq warning .1nd.1(.:ators when an 1ncorrecj[ procedure is detecte?d
Verify the reliability of feedback mechanisms by running routine
checks
Moving products Adding a sensor to control the speed of conveyor/dolly based one

(with conveyor/

dolly)

the assembly/disassembly speed
Set up an alert system to warn if products are incorrectly placed
on the conveyor

Production
(disassembly) map

and instructions

Use smart devices for direct updates and changes to instructions
Use digital platforms to display maps and instructions with real-
time updates

Worker training

Evaluate workers’ skills through assessments and training based on
results

Ensure workers regularly update their skills with periodic training
sessions

Check the

connections

Implement alarms that notify workers if a connection is lost during
critical operations

Use software to check for any inconsistencies in data transmission
from wearables

Add an automatic check at the start of each shift to ensure
connections are active

(Wearable’s)

Programming

Simplify programming interfaces to reduce potential errors
Use software to diagnose any issues with wearable devices and
suggest immediate fixes

Smart glasses
provide assembly/
disassembly

instructions

Provide visual step-by-step
assembly/disassembly procedures
Integrate voice commands to allow workers to request specific
instructions

Implement a system that automatically updates instructions based
on assembly progress

guides for  complex
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Control action Improvement recommendations

e Use pressure sensors to prevent overexertion or improper
Smart gloves application of force
guide to applied e Incorporate data analytics to track pressure trends and offer real-

time feedback
e Integrate warning signals that alert workers if they are exceeding
or under-applying the required pressure

pressure

Place and sort ) ) ) ) o
e Organize parts in bins with distinct color codes for easy

parts in storage identification
bins e Add visual or sound alerts when incorrect parts are sorted
Sequence (plan) of

e Use digital systems that update the plan in real-time based on
disassembly/ changes in production
assembly e Add reminders for key steps in the plan to prevent sequence errors

e Use color-coded labels or LED lighting to mark hazardous parts

Highlight e Implement AR systems that highlight hazards in workers' smart
glasses displays

e Equip workstations with alarms that sound when hazardous parts
are detected in an unsafe context

hazardous parts

Furthermore, the extension of the STPA-PSO framework with a semi-automated, circular
mitigation step offers a practical tool. While the types of mitigation strategies (Table 4.7) might
be familiar, the methodology assists in linking specific, prioritized UCAs to relevant mitigation
options and, importantly, allows for a recalculation of risk, demonstrating an iterative,
improvement-focused approach to risk management. This moves beyond identification to
active, guided risk reduction. The comparisons between the case studies also yielded valuable
insights, indicating, for example, that disassembly processes inherently require more complex
control actions than assembly, and that environmental factors can significantly influence the
risk profile of such operations, suggesting areas for future focused research. The value for
industry, therefore, lies not just in confirming that 'training is important,' but in understanding
which specific training-related unsafe control actions in a dual-wearable system pose the
highest quantifiable risk and therefore warrant immediate attention.

While this study focused on assembly and disassembly operations in manufacturing, the
proposed STPA-PSO methodology can be used in other sectors. Its core logic of modeling

control structures could be adapted to manage risks in diverse fields, such as healthcare, for
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remote surgical assistance. In logistics and warehousing, it could assess risks associated with
smart gloves for picking and sorting. In civil maintenance, where human-robot collaboration
presents known safety challenges (Bavelos, Anastasiou, Dimitropoulos, Oikonomou, &
Makris, 2024). The core components (modeling the control structure, identifying unsafe
control actions, and quantifying risk) remain robust across these varied applications.
It is also important to acknowledge the limitations of this study. The risk quantification relied
on simulated probabilities due to the novelty of dual-wearable systems and the consequent lack
of extensive real-world incident data. Similarly, impact weights were assigned equally for
methodological demonstration. Therefore, to enhance the model's validity and test its
reliability against this assumption, a sensitivity analysis was conducted, examining six
different cases with varying weight factors (Table 4.8, Figure 4.11).
Despite this analysis, a full industrial application would still require formal expert elicitation
to tailor risk prioritization to organizational values, a process that can be resource-intensive
and requires clear organizational involvement. It must be noted that conducting a thorough
STPA also requires deep system knowledge and training in the methodology itself.
The study also focused on systemic operational and safety risks, without delving into detailed
ergonomic usability assessments of the wearables, which remains an important area for
consideration. Finally, the generalizability of findings from three specific case studies is
inherently limited, and results might vary with different industrial contexts, tasks, or wearable
types.
Despite these limitations, this research makes several key contributions:
e Determine the integration of smart wearables in a complex hybrid
assembly/disassembly process and their interactions.
e Systematically identify potential unsafe control actions arising from complex
interactions.
e Quantitatively prioritize these risks using STPA-PSO.
e Provide a semi-automated, structured approach to suggesting targeted mitigation
strategies, closing the risk management loop.
The results, therefore, validate the methodology's applicability in pinpointing and prioritizing

critical control requirements within this specific, complex dual-wearable integration context,
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providing a valuable tool for engineers and safety managers aiming for safer and more efficient

human-centered manufacturing.

Table 4.8 Different cases for each impact

# Weight Case Industrial impact Financial impact OHS impact
Case 1 0.22 0.12 0.66
Case 2 0.50 0.25 0.25
Case 3 0.25 0.25 0.50
Case 4 0.25 0.50 0.25
Case 5 0.66 0.22 0.12
Case 6 0.12 0.66 0.22

2 I ——Case |
23

21

19 |

17

% 15

o

2 - Medium

11
9
7 Low
5

Scenario

Figure 4.11 Sensitivity analysis of the risk of each control action scenario testing with
different weight factors
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4.6 Conclusions

In conclusion, this study underscores the increasing importance of human-machine
collaboration and the integration of wearables within the framework of Industry 5.0,
particularly in assembly and disassembly operations. By leveraging the improved STPA-PSO
methodology, we have assessed the risks associated with the integration of smart glasses and
smart gloves across three complex case studies. This research highlights the complexities in
human-machine interactions and the challenges posed by the simultaneous use of multiple
wearables.

Although the findings reveal increased risks associated with the use of two wearables, they
also introduce a valuable mitigation decision-making tool. The core contribution of this work
lies not just in identifying general risk categories like calibration or training, which are
foundational to safety, but in the methodological rigor applied to their identification and
quantitative prioritization within the novel and intricate context of dual-wearable human-
system interaction.

This circular approach allows for the active identification, assessment, analysis, and mitigation
of risks, providing a comprehensive strategy for decision-makers. It equips decision-makers
with essential knowledge to navigate the complexities of integrating wearables into complex
and hybrid industrial systems safely and effectively. Ultimately, this work not only advances
the understanding of risk management in this emerging field but also lays the groundwork for
future exploration and innovation in human-centered manufacturing practices.

Future work should focus on several key areas to enhance the robustness and applicability of
the proposed methodology:

Firstly, validating the approach with real-world operational datais crucial to refining
probability estimations and confirming risk rankings. Secondly, applying formal expert
elicitation methods for determining impact weights would provide more contextually relevant
risk prioritization. Thirdly, expanding the scope of case studies to different industries, task
complexities, human-robot collaboration scenarios, and additional types or combinations of

wearables would test the methodology's generalizability. And finally, integrating detailed
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ergonomic usability testing related to wearable use could provide a more holistic view of

worker well-being.
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Abstract

The increasing complexity of modern industrial systems, particularly those integrating smart
wearables, makes it harder for traditional risk analysis methods to keep up. Systemic
approaches such as the Functional Resonance Analysis Method (FRAM) help to understand
how systems behave; however, there is an opportunity to develop more reliable quantification
methods and integrate sustainability criteria, which current methods often do not emphasize.
To address these gaps, this paper introduces a novel semi-quantitative framework that
integrates FRAM with the Particle Swarm Optimization (PSO). This hybrid approach provides
a structured methodology to systematically identify system functions, quantify performance
variability, and model risk propagation. A key contribution is the explicit integration of multi-
dimensional sustainability criteria (environmental, economic, and social) into the risk
management process. This allows for the selection of optimized mitigation strategies. Three
case studies involving smart wearables in assembly and disassembly systems were used to
demonstrate the effectiveness of the proposed methodology. The results showcase the model's
ability to identify high-risk pathways and prioritize mitigation efforts. This confirms its
potential as a decision-support tool. This study contributes a novel methodological structure

for embedding sustainability and optimization into systemic risk management.
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5.1 Introduction

The increasing complexity of Industry 4.0 systems challenges (Aniceski, Miranda, Junior, &
Benitez, 2024; Zheng & Liu, 2025) the efficacy of traditional risk assessment methods (Berx,
Decré, Morag, Chemweno, & Pintelon, 2022), driving the adoption of systemic approaches
that analyze how entire systems function rather than focusing solely on component failures
(Karevan & Nadeau, 2024c; Read et al., 2021). Among prominent systemic methods like
STAMP (System Theoretic Accident Model and Process) and AcciMap (Accident Causation,
Consequence, and Investigation Mapping Process), FRAM has gained significant popularity
for its ability to model non-linear interactions and performance variability in complex
sociotechnical systems (Bellini et al., 2019; Hollnagel, 2012; Karevan & Nadeau, 2024d;
Patriarca et al., 2020). In systemic models, STAMP, FRAM, and AcciMap are some of the
most commonly referenced (Moslem et al., 2025; Yousefi et al., 2019).

FRAM is widely applied in aviation, healthcare, and industrial processes and accounts for over
half of the published studies on the method (Patriarca et al., 2020). Beyond these fields, FRAM
has also been popular and used in maritime operations (Salihoglu & Besikgi, 2021), offshore
drilling (Franca et al., 2021), coal mine accidents (Wanguan Qiao et al., 2019), and software
engineering (E. A. de Carvalho et al., 2021). While FRAM is typically used in high-risk
industries, it has also been found to be relevant in manufacturing (Melanson & Nadeau, 2019).
It provides valuable qualitative insights into system resilience and potential hazards.
However, FRAM's inherently qualitative nature presents limitations when precise risk
quantification is needed. Recognizing this, researchers have explored various quantitative
extensions (Patriarca et al., 2020). Monte Carlo Simulation (MCS) is the most common,
particularly in oil and gas (Yu et al., 2025), healthcare (Kaya & Hocaoglu, 2020; Zhou et al.,
2023), transportation (Kaya et al., 2021), aviation (Patriarca, Di Gravio, & Costantino, 2017),
manufacturing (Costantino et al., 2018), offshore wind farms (Kdpke et al., 2020), marine
industry (Peng et al., 2022), due to its ability to model uncertainty. As demonstrated by
Patriarca, Di Gravio, and Costantino (2017), the primary strength of the FRAM-MCS approach
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is diagnostic risk analysis. It uses simulation to generate a probability distribution of risk (the
VPN) to identify which parts of a system are most likely to become critical.

Beyond simulation, other prominent quantitative extensions have focused on probabilistic
modeling and structured decision-making. Bayesian Networks (BN) and Dynamic Bayesian
Networks (DBN) are also widely applied in the construction (Q. Wang et al., 2023), marine
(Guo et al., 2022), gas pipeline industry (Xinqi Zhang et al., 2022), oil and gas industry (Bahoo
Toroody et al., 2017), and chemical industries (Zinetullina et al., 2021) for predictive risk
assessment. Their strength lies in dynamic resilience assessment and tracking system
performance over time. The Analytic Hierarchy Process (AHP) is frequently used in
construction (Haddad & Rosa, 2015; Lucio Villarinho Rosa et al., 2020; Lucio V Rosa et al.,
2017), the oil and gas industry (Franga et al., 2020), and socio-technical systems (P. de
Carvalho et al., 2016) for structured decision-making. Additionally, newer approaches like
fuzzy logic rough sets (Slim & Nadeau, 2019), reinforcement learning (Salehi et al., 2022),
and genetic algorithms (Patriarca et al., 2025) are emerging, signaling a shift toward Al-driven
risk analysis in complex systems from diverse industries.

While these methods provide powerful tools for risk analysis, they are primarily diagnostic.
Techniques like MCS and DBN allow the identification of the parts of a system that are most
at risk, but they do not inherently guide the selection of optimal interventions. This challenge
is particularly relevant in modern industrial environments where processes like assembly and
disassembly involve intricate interactions between humans, machines, advanced robotic
systems (Torres, Nadeau, & Landau, 2022), and smart wearable technologies (Karevan &
Nadeau, 2024a). While wearables, such as smart gloves and glasses, have benefits for
maximizing efficiency and safety, a systematic understanding and quantification of the risks
associated with their deployment is lacking in the literature (Karevan & Nadeau, 2023). Prior
work has initiated qualitative analysis using FRAM/STPA (Mofidi Naeini & Nadeau, 2023)
and quantitative assessment via STPA-PSO for specific wearables (Karevan & Nadeau, 2024a,
2025c¢), highlighting the need for more integrated and comprehensive systemic approaches.
This paper addresses this gap by proposing a hybrid methodology that moves beyond risk
analysis to prescriptive risk optimization. Our contribution is a novel framework that integrates

three distinct elements:
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e Systemic Modeling (FRAM): Capturing the non-linear interactions and functional
resonance of complex systems.

e Automated Optimization (PSO): Moving beyond simulation to actively search for and
identify the most effective mitigation strategies from a predefined set of options.

o Integrated Sustainability Criteria: Explicitly embedding environmental, economic, and
social factors as core objectives within the optimization process, a dimension largely
absent from prior quantitative FRAM literature.

The FRAM-PSO method is designed to systematically identify, quantify, and guide the
mitigation of risks within complex industrial processes that incorporate smart wearables. To
clarify its unique contribution, a comparative analysis of this method against other quantitative
FRAM methodologies is summarized in Table 5.1. This work, therefore, contributes a novel
framework specifically designed for sustainability-driven, multi-objective risk optimization,
filling a gap between purely diagnostic risk analysis models and single-objective optimization
approaches. By applying this integrated framework, we anticipate the establishment of a
feedback loop that continuously enhances sustainability and reduces system risk over time. We
believe this work establishes a foundation for future research aimed at promoting more
sustainable and resilient industrial practices.

The remainder of this paper is organized as follows: Section 2 details the FRAM-PSO
methodology. Section 3 presents the case studies. Section 4 outlines the results. Section 5

discusses the findings and limitations. Section 6 provides conclusions and future studies.

5.2 Methodology

This study uses FRAM to identify and analyze the system’s risks, and PSO is added to

effectively quantify, mitigate, and improve the identified risks.
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Table 5.1 Comparative analysis of quantitative FRAM methodologies

FRAM-MCS
FRAM-
(Patriarca, Di FRAM-
DBN (Xinqi FRAM-PSO (This
Feature Gravio, GA (Patriarc
. Zhang et al., study)
Costantino, & | a et al., 2025)
2022)
Tronci, 2017)
Cost
Resilience Risk optimization &
‘ Risk analysis | optimization ‘ o ‘
Primary goal . . . modeling (dy | decision support (multi-
(diagnostic) (single- ) o
o namic) objective)
objective)
Dynamic
‘ Monte Carlo Genetic _ Particle Swarm
Core engine . . . Bayesian o
Simulation Algorithm Optimization
Network
Cost- System An optimal sequence of
‘ Probability ‘ o ‘
Primary o effective performance mitigation strategies
distribution of ‘ o
output maintenance | profile over balancing risk and
risk (VPN) _ o
plan time sustainability
Automatically selected
‘ o Modeled as
Handling of | Manual, post- | Optimized _ and sequenced based on
events 1n a
mitigations analysis task | based on cost both risk reduction and
timeline
sustainability scores
Explicitly integrated as
Sustainability ‘ ‘ ‘ a core, multi-pillar
_ . Not included | Notincluded | Not included
integration component of the
optimization objective.
) What is the How will ‘
Which parts What is the best
] cheapest way system's )
Key question | of my system sequence of actions to
to schedule | performance
answered are most at _ ' reduce overall risk in a
maintenance | evolve during
risk? sustainable way?
? an incident?




152

The FRAM analysis process typically includes four key steps: defining the functions within
the system, analyzing the variations in how each function performs, exploring the relationships
and interactions among functions, and developing methods to observe and regulate these
variations (Sujan, Slater, & Crumpton, 2025). However, before proceeding, it is essential to
define the primary objective of the study, whether it is an accident investigation or a system
risk assessment, commonly referred to as Step 0 (Patriarca, Di Gravio, & Costantino, 2017).
In this case, the analysis focuses on assessing the system's risk. The next steps are outlined

below and illustrated in Figure 5.1.

FRAM-PSO

Decision-makingJ Intelligent
team analysis \algorithm analysis

1. Define
system
functions

2.2.Set
variabilities'
probabilities

7" 2.1. Define
performance
variability

4. Variability
Management /

Previous
studies

5.1. Calculate
initial VPN

3. Define
aggregation of o’
variability 7 .-~

.2. Calculate
initial path
VPN

5.3. Identify
highest path
VPN

6.1. Define
mitigation

strategies ! 6.3. / |Contributions
7'6.2. Select best Recalculate 4 | of this paper
strategy the model

6.5. Apply
strategies

6.4. Repeat
—{ until stopping |+
2\ criteria met /-

Improve the system
performance and
sustainability

Figure 5.1 Methodology process
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The figure presents the FRAM-PSO framework, illustrating the sequence of steps involved. It
distinguishes between steps requiring human input from the decision-making team and steps
processed by the intelligent algorithm (PSO). The diagram also highlights which elements
build upon previous studies and pinpoints the specific contributions introduced in this paper.
The entire framework is encompassed by a green border, visually emphasizing the ultimate

objective: to improve system performance and sustainability.

5.2.1 Identification and description of the system’s functions

Each function can be described through six key attributes: Input (function trigger), Output
(function results), Precondition (actions to be considered or prepared), Resource (consumable
resources), Control (any instruction that controls the function), and Time (time requirements)
(Kaya & Hocaoglu, 2020; Weiliang Qiao et al., 2022). Also, these functions can be categorized
into foreground functions and background functions. Foreground functions are central to the
analysis and require a definition of all six aspects whenever feasible. In contrast, background
functions are outside the scope of the analysis and only require a definition of either one input
or one output (Patriarca, Di Gravio, & Costantino, 2017). Identifying background functions
helps clarify how different parts of the system interact and affect overall performance and
reliability. This distinction allows analysts to focus on key functions while still considering the
broader system. The specifications of FRAM functions can be visually represented using a
Functional Model Visualizer (FMV) (Mofidi Naeini & Nadeau, 2022a). This step is also the
first (1) step demonstrated in Figure 5.1.

5.2.2 Identification of performance variability

This step involves analyzing function variability specific to each risk scenario by creating
instances of the FRAM model. This includes identifying potential variability under different
conditions and examining actual variability in each instance (Y. C. Kim & Yoon, 2021).

Variability in a function can arise due to its connection with upstream functions, where changes



154

or fluctuations in upstream outputs can directly impact the performance and behaviour of
downstream functions (Lucio Villarinho Rosa, Haddad, & de Carvalho, 2015). Function
variability arises from three main sources: internal (changes within the function), external
(influences from the work environment), and coupling (effects from upstream functions).
Understanding these factors helps explain why function outputs differ (Y. C. Kim & Yoon,
2021). Variability can be categorized into several types based on characteristics such as timing,
precision, speed, distance, sequence, object, force, duration, and direction (Zinetullina et al.,
2021). However, most researchers simplify the approach by focusing primarily on timing and
precision (A. Kumar et al., 2024), such as those by (Kaya & Hocaoglu, 2020; Kaya et al., 2021;
Mofidi Naeini & Nadeau, 2023; Patriarca, Di Gravio, & Costantino, 2017; Slim & Nadeau,
2019; Yu et al., 2025; Zinetullina et al., 2021).

In this work, we focus on assembly and disassembly operations, where time, precision, force
(exerted by the worker), and sequence are key factors. These were selected as they directly
map to the primary failure modes and performance enhancements associated with the use of
smart wearables in manual tasks. For instance, smart glasses provide visual cues that directly
influence the sequence of operations, while smart gloves provide haptic feedback affecting the
force and precision of handling components. Time is a critical overarching factor in production
line efficiency. Given their interdependence and impact on overall performance, we consider
them for further analysis. Table 5.2 shows the variability values for each characteristic
considered in this study.

OVj is the variability of the upstream output j, which is calculated by equation 5.1.

— T w P w VF o /S

OV, = Vi =V =V *V; (5.1)
Where VjT, VjP , and VjF represent the variability in timing, precision, and force, respectively,
while VjS accounts for sequence variability. This equation provides a systematic approach to

quantifying how these variations collectively influence system outputs. To improve the
reliability of the results, an occurrence probability vector is introduced for each output,

considering its timing, precision, force, and sequence.
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Table 5.2 Proposed variability values

Characteristic Variability Value

Too early
On-time
Too late
Not at all
Precise

Acceptable
Imprecise
Wrong
Too low

On Target
Too high
Not at all

Correct order
Wrong order

[u—

Time (V,)

Precision (V},)

Force (Vr)

N |—= R WIN =R WIN =W

Sequence (V)

Since simulated data are used in this study, MCS will be used to estimate the probability
distribution of the outputs, which can be used in the design phase analysis; however, in the
running cases, the past behavior of these variabilities should be considered. Table 5.3 provides

an example of a probability distribution for a randomly selected function.

Table 5.3 Example of the probability distribution for the variability output of a function

Too Early / On-Time / Precise Too Late / Not at All
Characteristic | Acceptable / Too / On-Target/ Imprecise / Too / Wrong
Low Correct Order High
Time (V) 0.08 0.80 0.09 0.03
Precision (V},) 0.15 0.75 0.08 0.02
Force (Vf) 0.20 0.65 0.14 0.01
Sequence (V) - 0.90 - 0.1

5.2.3 Aggregation of variability

The aggregation of variability is a crucial aspect of analyzing the functional relationships
within a system. By using FRAM, the interplay among system functions is graphically
modelled to reveal how the variability of upstream functions propagates downstream (Kaya &

Hocaoglu, 2020). This variability arises from a combination of a function’s inherent
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characteristics and the input it receives from upstream functions (Patriarca, Di Gravio, &
Costantino, 2017). When the variability from upstream functions amplifies, it can create
resonant effects within the system, potentially leading to critical paths or cascading failures
(Zinetullina et al., 2021).

Examining these couplings highlights the dual nature of variability’s impact. On one hand,
negative variability can resonate across interconnected functions, magnifying system risks and
identifying critical areas of concern, such as accident precursors or key contributors to hazards.
On the other hand, positive variability can serve as a stabilizing force, mitigating downstream
variability and enhancing system resilience (Zinetullina et al., 2021). A comprehensive
understanding of these dynamics is essential for identifying critical couplings and assessing
how variability propagates through the system, ultimately improving risk management and
system performance (Yu et al., 2025).

The values for these factors, presented in Table 5.4, were chosen based on their proven
reliability in previous studies (Kaya & Hocaoglu, 2020; Kaya et al., 2021; Mofidi Naeini &
Nadeau, 2023; Patriarca, Di Gravio, & Costantino, 2017; Slim & Nadeau, 2019; Yu et al.,
2025; Zinetullina et al., 2021). Using established values ensures consistency and enables

meaningful comparisons with other studies. These parameters could be varied according to

T P F

S
ijn> Xijn> Aijno j

each system and industry. The parameters « and a;j,

represent the effect of
output n from upstream function j on downstream function , in terms of time, precision, force,
and sequence, respectively. These factors are incorporated to assess their impact on the overall
system performance. To quantify the overall impact of timing, precision, force, and sequence
on system performance, we define the cumulative interaction effect (CI;;), as demonstrated in
equation 5.2.

Clijn = Qi * A * iy * 4} (5.2)

ijn ¥ Aijn * Ajjn * Ajin

Table 5.4 Damping and amplifying factor values

Effect type Value
Damping effect 0.5
No effect 1
Amplifying effect 2
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5.2.4 Management of variability

Managing variability focuses on amplifying positive outcomes and minimizing negative ones
by addressing critical couplings identified through functional resonance analysis (Patriarca et
al., 2025). Improvement measures aim to prevent accidents or restore the system to optimal
functionality in case of disruptions (Zinetullina et al., 2021).

After analyzing the core performance characteristics, the next step is to integrate the influence
of external operating conditions on the system's performance. This involves defining a set of
Scenario Performance Conditions (SPCs) that capture various internal and external factors,
such as environmental influences (e.g., temperature, lighting), equipment reliability, workload
variations, etc., that may affect overall performance.

For each function within the system, the impact of each SPC is evaluated by assigning an
impact rating, where a value of 1 indicates a high impact, a value less than 1 indicates a
moderate impact, and 0 indicates no impact. This method creates a clear relationship between
external conditions and the system’s functions. These values should be assessed by the
decision-making team based on the past system behavior. In a practical application, ensuring
the reliability of these subjective inputs would be critical. In a practical application, these
values would be established through structured workshops with domain experts, leveraging
techniques like pairwise comparison or direct rating scales to ensure consistency and
justification for the assigned weights (Afnor, 2024; O'Hagan et al., 2006). Furthermore, prior
to integrating assigned impact ratings into the model, calculating inter-rater reliability scores
among experts, such as Cohen’s kappa or intraclass correlation, is essential to validate the
consistency and robustness of their judgments to ensure alignment with structured elicitation
protocols (O'Hagan et al., 2006).

Once the influence of the SPCs on the functions is established, distinct operating scenarios are
defined by assigning specific ratings to each SPC. Each scenario is characterized by a particular
combination of performance condition effects. Decision makers must identify the most critical
scenarios which can influence the system. The overall effect of a scenario on a given function
is determined by summing the weighted contributions of each SPC, as shown in Equation 5.3.

ef = Yit, SPCK + bf (5.3)
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Here, e]-z is the conditional variability of function j under scenario z, SPCY denotes the rating

of the k™ condition in scenario z, and b}‘ represents the impact of the 4" condition on function
Jj. Ifa function is not influenced by any external condition (i.e., all b}‘ equal zero), the variability

is considered a baseline value of 1 (Patriarca, Di Gravio, & Costantino, 2017).

5.2.5 Quantifying the risks

The index for each coupling, Variability Propagation Number (VPN) can be derived from
equation 5.4. This index combines the inherent variability of the upstream function j (OV}), the
cumulative interaction effect between upstream and downstream functions (CI;;), and the
conditional variability e?, which represents how external factors in scenario z influence the
system’s performance. By incorporating these elements, this equation provides a detailed and
dynamic measure of the coupling’s variability, capturing internal performance fluctuations and
the effects of external operating conditions.
VPN{; = OV} = Cl;j x ef (5.4)

In the next step, the data collected through FRAM will be used to apply the PSO algorithm,
providing a structured and systematic way to quantify the model. PSO is inspired by the
movement of swarms in nature, where candidate solutions are represented as particles
navigating a multi-dimensional search space. Each particle has a position X; =
(X1, Xiy o) Xiq), a velocity V; = (vjq,Vig, ..., Vig), and a personal best position P; =
(pi1, Pizs > Pia)- The algorithm continuously updates each particle’s velocity and position to
move toward an optimal solution. The velocity update follows equation 5.5 (Karevan & Vasili,

2018; Marini & Walczak, 2015).

Vie(i+1) =V, () + ey (Pz’fest,i - Xk(i)) tcar (gbeSt'i - Xk(i)) ©-3)

This update consists of three components: momentum, which helps maintain previous velocity
for smoother movement; cognitive influence, which pulls the particle toward its own best-

known position; and social influence, which directs the particle toward the global best solution
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found by the swarm. Once the velocity is adjusted, the particle's new position is calculated as

equation 5.6 (Karevan et al., 2020; Lalwani et al., 2013).

X (i+1D) =X, +V(i+1) (5.6)

To initialize the algorithm, the variability values of each output (VjT, VjP ,VjF , Vjs ) are first
defined. Then, the relationships between outputs, including upstream and downstream
dependencies, are mapped, creating function paths. A Monte Carlo Simulation is employed to
estimate the occurrence probability of each output under four different variabilities. Based on
these probabilities, the OV of each output is calculated (Eq.5.1).

Next, damping and amplifying factors are assigned, applying specific weighting factors to
variability aspects such as timing, precision, force, and sequence based on predefined
conditions (Eq.5.2). In real-world applications, these weighting factors can be determined
through empirical data analysis, expert elicitation, or human factors and ergonomics (HF/E)
assessments. Decision-makers identify the most influential factors by conducting task
analyses, observational studies, and data-driven risk assessments. Since this approach relies on
measurable inputs and systematic evaluation, it can be readily applied in real-world cases,
allowing decision-makers to adjust the factors dynamically to reflect actual operational
conditions.

Following this, various SPCs and external influence factors e/ are considered. Using these

inputs, the VPN is calculated for each function, followed by the computation of the path VPN
based on the summation of downstream functions for each function. Then, the initial high path
VPN is determined, leading to the identification of the critical path. The objective function is

to minimize the path VPN, which results in minimizing the VPN for each function.

5.2.6 PSO implementation and parameters

For the results presented in this paper, the PSO algorithm was implemented with the following
parameters, chosen based on common practices in the literature to ensure stable convergence.
The swarm size was set to 50 particles for 500 iterations. An inertia weight (w) was used,

linearly decreasing from 0.9 to 0.4 over the course of the iterations, to balance global and local
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search. The cognitive and social coefficients (cl and c2) were set to 0.9 and 1.5, respectively.

The decision vector for each particle represented a potential set of mitigation strategies to

apply.

5.2.7 Sustainable mitigation strategies

After identifying the highest path VPN, the next step is to systematically mitigate it by selecting
sustainable strategies (alternatives). Depending on each case study and industry, decision-
makers may identify various sustainable mitigation strategies. These strategies must consider
three main pillars of sustainability. Economically, manufacturers can improve cost efficiency
through automation and lean practices (Hasanain, 2024), reduce operational costs via process
innovation (Martin-Gomez, Agote-Garrido, & Lama-Ruiz, 2024), and simplify assembly
processes to minimize downtime while recovering valuable components for cost savings
(Machado, Winroth, & Ribeiro da Silva, 2020). Environmentally, initiatives include boosting
energy efficiency with energy-efficient machinery and smart systems (Jovanovi¢ & Filipovi¢,
2016), utilizing renewable energy at facilities (Machado et al., 2020), optimizing waste
reduction (Martin-Gomez et al., 2024), and lowering carbon emissions through process
optimization (Foo & Tan, 2016). Socially, efforts focus on investing in employee training
(Ciccarelli, Papetti, & Germani, 2023), enhancing employee satisfaction through better work
environments (Hasanain, 2024), and ensuring safe working conditions (Gualtieri, Rauch, &
Vidoni, 2021).

Decision-making teams need to determine the associated functions and SPCs for each strategy,
assess the level of difficulty in implementing each strategy (feasibility), evaluate the impact of
each strategy on the system, and assess its contribution to the three sustainability pillars
(environmental, economic, and social). The algorithm then selects the best strategy in each
iteration, applies it to the model, and recalculates the overall risk profile from the beginning.
Over successive rounds, this iterative process not only reduces high-risk outputs but also
progressively transforms the entire model into a sustainable one, balancing risk reduction with
long-term environmental, economic, and social benefits. The process involves:

e Identifying the function with the maximum Path VPN.
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o Selecting the most effective available sustainable mitigation strategy from Table 5.9
relevant to that function's associated SPCs (with a constraint preventing the immediate
re-selection of the same strategy for the same path if alternatives exist).

e Applying the chosen strategy's impact weight within the model.

o Recalculating all function VPNs and path VPNss.

o Repeating the process for a predetermined number of steps (four in this study).

5.3 Case studies

Case studies serve as a crucial research approach, particularly when investigating complex
subjects with limited prior knowledge (Rashid et al., 2019). Also, using multiple case studies
allows for comparative analysis across different contexts, facilitating the identification of
patterns, trends, and underlying factors that may remain undetected in a single case study.
Examining operations such as assembly and disassembly across various settings enhances
theoretical generalization. The case studies presented in this research were originally examined
in another paper (Karevan & Nadeau, 2025c) and are being reused to validate the proposed
methodology. To ensure an extensive perspective, these cases represent different operational
environments: an assembly line, a job shop assembly process, and a disassembly line. Each
case is briefly summarized below. However, for a deeper understanding of the cases and their
details, the authors recommend referring to the paper mentioned.

The first case study looks at an assembly section in a refrigerator manufacturing plant. In this
setup, refrigerators move along a conveyor line, and workers perform specific tasks at each
station along the way. In this particular assembly section, the worker's role involves selecting
and assembling various components from bins. To assist with the task, they wear smart gloves
that help with handling the parts more precisely. Additionally, smart glasses are used to display
assembly instructions, guiding the worker step-by-step through the process.

In the second case study, the focus is on a job shop assembly process where the assembler is
equipped with smart glasses and smart gloves to assist with the work. The workstation is
organized with a tool cabinet containing the necessary tools for the task and seven bins of

required parts positioned in front of the assembler. A dolly is used to transport the assembly
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structure, allowing the worker to move the parts and components easily. Work instructions are
accessed through a computer, guiding the assembly process.

In the third case study, the focus is on a refrigerator disassembly process, where the worker’s
main job is to remove parts like the refrigerant for recycling, along with the freezer door,
process pipe, and dry filter. The workstation is equipped with a tool cabinet and storage bins
to sort the disassembled components. The smart glasses provide step-by-step instructions,
visually guiding the worker on what needs to be removed. The smart gloves help the worker
apply the right amount of force and even detect hazardous components.

This combination of wearables simplifies the workflow, ensuring that workers can follow
instructions accurately and efficiently while minimizing the chances of errors. The use of these
technologies enhances both the speed and accuracy of the assembly and disassembly processes

and also improves sorting efficiency and enables real-time communication with supervisors.

54 Results

This section details the application of the proposed FRAM-PSO methodology to assembly and
disassembly processes case studies, focusing on function identification, risk assessment via
VPN calculation, and the impact of targeted mitigation strategies. The initial step involved
identifying and characterizing the core functions essential to the system. These functions,
derived from analysis of the case study operations, are listed and described in Table 5.5. This
table also indicates the specific case studies where each function is relevant. Each function was
examined based on six key attributes. Additionally, the FVM software was used to visually
map these functions in Figure 5.2 for the first case study, Figure 5.3 for the second case study,
and Figure 5.4 for the third case study. Table 5.6 presents a mapping of these outputs and their

related downstream functions, illustrating the system's interconnected nature.
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Table 5.5 Identified functions

Related
Code | Function Description case study
1 (2 |3
Workers must be trained to use the wearables effectively,
F-1 To train workers ensuring that they understand how to interact with the wopoR oK
smart devices during assembly.
Restock bins and ensure components/tools/wearables are I I
F-2 To manage resources .
available to prevent stoppages.
F3 To calibrate and Calibration and maintenance of the wearables and devices | , | , |
maintain to avoid any inaccuracy and stoppage.
Programming ensures that the smart gloves and smart
F-4 To program wearables glasses provide accurate feedback and guidance to the O O
worker.
Workers use smart glasses to check stock levels to ensure
F-5 To verify stock levels that sufficient parts are available to avoid assembly O O
stoppage.
. Before assembly, the worker verifies the correct
To verify the product . . | % | %
F-6 ma components using the product map to ensure the right
P parts are being used.
F7 To select and handle The worker uses smart gloves to select and handle | % | %
components components with precision and correct pressure.
F-8 To assemble the product | The worker assembles the product. ¥k
F-9 To supervise workers The supervisor remotely mf)nltors the asse.mbly process, w | % | %
ensuring adherence to quality and production standards.
To monitor and report The production process is continuously monitored online.
F-10 . . Data is collected in real time to track assembly O O
production in real time .
performance and to ensure quality.
rq | Tomove the product The product transfers between the stations using a I I
using a conveyor/dolly conveyor or a dolly.
F-12 | Next station The assembled product moves to the next station. o
F-13 Humap resource Hiring new workers. L L
planning
F-14 Prodqctlon and resource Providing the plan of the production and resources. L L
planning
T i 1
F-15 d;)t;ecelve and analyze Collect and analyze data from wearables. L L
TO aceess wor1.< The worker retrieves and views procedural guidance for %
F-16 | instructions (via . . .
the task using a workstation computer interface.
computer)
To manage the tool Ensure necessary tools are available, organized, and T
F-17 . o . .
cabinet accounted for within the designated tool cabinet.
F-18 To disassemble the The worker takes apart the product, removing specific %
product components according to the process requirements
To detect hazardous Use smart gloves. and smart glas§es to 1dept1fy potentially .
F-19 dangerous materials or parts during handling or
components .
disassembly.
F-20 To sort disassembled Place removed parts into designated storage bins based on "
components material type, destination, or other criteria.
Ensure storage bins are available, correctly labelled, and
F-21 | To manage storage bins | emptied or replaced as needed to facilitate sorting and *
storage.
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Function Output Downstream functions
Code
F-1 Trained worker F-8
Inventory data F-5
F-2 Wearables F-3, F-4, F-5, F-6, F-7, F-8, F-10, F-15
Components F-7
Devices F-3, F-11
F-3 Calibrated wearables F-5, F-6, F-7, F-10, F-11, F-15
Functional devices F-11
F-4 Programmed wearables F-5, F-6, F-7, F-10, F-15
F-5 Verified stock levels F-8
Stock level monitoring F-2
F-6 Verified instructions F-8
F-7 Precisely selected components | F-8
F-8 Assembled product F-11
Assembly data F-9, F-10, F-15
Product map F-6
£ Work instructions F-8
Training needs F-1
Supervisor feedback F-8
Calibration instructions F-3
F-10 Real-time production report F-9
System monitoring F-9
F-11 Transferred product F-12
F-13 Hiring a new worker F-1
F-14 Production schedule F-2, F-9
Inventory level F-2
Wearable feedback F-6, F-7, F-8
Analyzing the wearable F-3, F-4, F-10
F-15 accuracy
Worker performance data F-1, F-9
Performance reports F-9
F-16 Work instructions F-8
F-17 Available/organized tools F-2, F-7, F-8, F-18
Tool status F-2
F-18 Disassembled product F-11, F-12, F-20
Disassembly data F-9, F-10, F-15
F-19 Hazard alert/notification F-7, F-9, F-20
Hazard data F-9, F-15
F-20 Sorted components F-21
F-21 Bin storage information F-2, F-20
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To evaluate system variability and potential vulnerabilities, we identified three key SPCs
critical to the case studies:

e Wearable Performance (WP): Evaluates the effectiveness of smart wearables like
gloves and glasses in terms of calibration, functionality, and accuracy.

e Worker Condition (WC): Encompasses the worker's physical, physiological, and
cognitive state in response to task demands, drawing upon the Stress-Strain Model
(Rohmert, 1973). This model distinguishes between stress (external demands such as
task complexity, workload, and shift duration) and strain (the worker’s response,
influenced by factors like skill, fatigue, cognitive load, posture, and training).
Maintaining a balance between these factors is crucial for efficiency, efficacy, safety,
and well-being in assembly tasks (Djefour et al., 2024).

e Resource Availability (RA): Refers to the availability of essential components, tools,

wearables, and devices required for the assembly process.

Table 5.7 SPC impact definition

Th
im eac tof | Value Wearable Worker Condition Resource
splés Performance (WP) | (WC) Availability (RA)
The work-e.r s physical Resource availability
. Wearables do not affect | and cognitive state does .
No impact | 0 . Lo, does not significantly
the function not significantly affect .
. affect the function
the function
Wearables are useful The worker's physical Limited resources
Moderate 0.5 but have limitations or | and cognitive state may cause some
impact ' occasional affects performance, but | delays or
malfunctions not critically inefficiencies
The worker's physical
. . . . Lack of resources
High Wearables are critical and cognitive state is ..
. 1 . . causes significant
impact for functional success | crucial for successful
delays or stoppages
performance

The potential impact of suboptimal performance in each SPC on system functions was
categorized using a standardized scale (Table 5.7), ranging from no impact (0) to high impact
(1). These values are used based on the literature to have a more robust framework (Patriarca,
Di Gravio, & Costantino, 2017). Applying this scale, we assessed the specific impact of each

SPC on every identified function, based on the operational context of the case studies. The
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results of this assessment are presented in Table 5.8. For instance, "To Assemble the Product'
(F-8) and ‘F-18: To disassemble the product’ (F-18) are highly impacted by all three SPCs,
while 'To Move the Product' (F-11) is unaffected under the defined conditions. Herein, the
authors used arbitrary values based on their perspective; however, in real case studies, they

should be determined by the decision-making team.

F-13

Y
F-1

-
F-8 F-14

o _ = \'\\\;m

F-5 —\

o’ High VPN

F-12 7 10

Low VPN

Figure 5.5 Path graph with VPN-weighted connections (first case study)

To simulate varying operational contexts and assess system resilience, four distinct scenarios
were defined, modulating the impact level of the SPCs:

1- Normal conditions: Assumes moderate variability across all SPCs.

2- Wearable malfunction: Represents high variability in Wearable Performance (WP).

3- High fatigue: Simulates high variability in Worker Condition (WC).

4- Resource shortage: Introduces high variability in Resource Availability (RA).
By using the established function network, SPC impacts (Table 5.8), and scenario definitions,
we employed the PSO algorithm integrated within the FRAM framework (FRAM-PSO) to
calculate the VPN for each function. The VPN quantifies the potential variability or risk

associated with each function under the defined scenarios.
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Table 5.8 SPC impact on the process

z
Z
z
@
z

Function
F-1: To train workers
F-2: To manage resources

9]
9]

F-3: To calibrate and maintain

F-4: To program wearables

F-5: To verify stock levels

F-6: To verify the product map

F-7: To select and handle components

F-8: To assemble the product

F-9: To supervise workers

F-10: To monitor and report production in real-time
F-11: To move the product using a conveyor/dolly
F-12: Next station

F-13: Human resource planning

F-14: Production and resource planning

F-15: To receive and analyze data

F-16: To access work instructions (via computer)
F-17: To manage the tool cabinet

F-18: To disassemble the product

F-19: To detect hazardous components

F-20: To sort disassembled components

F-21: To manage storage bins

9]

(9]

(9]

[V, MRV,

[V V)]

(9]

9]

From the individual function VPNs (Eq.4), the Path VPN is calculated for each function,
representing the cumulative variability propagated through its downstream dependencies. The
initial state of the system, depicting the calculated Path VPNs before any mitigation, is
visualized in Figure 5.5. In this graph, the intensity or thickness of the connections can
represent the magnitude of the Path VPN, emphasizing critical pathways.

For this study, the algorithm's objective is to reduce the path VPNs, which results in the
reduction of the function VPNs and improvement of the overall model. We defined a set of
potential sustainable mitigation actions (Table 5.9), each linked to specific SPCs and
associated functions.

For each strategy, we assigned illustrative values for implementation feasibility (from easy to
difficult), impact weight (from low to high improvement), and contribution to sustainability

pillars (environmental, economic, social — rated from low to high impact). To provide a clear
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perspective on how to use this methodology, the authors base these values on their assessment
when assigning values to these variables. In a practical application, these values would be
established through structured workshops with domain experts, leveraging techniques like
pairwise comparison or direct rating scales to ensure consistency and justification for the
assigned weights (Afnor, 2024; O'Hagan et al., 2006). Additionally, based on the level of
importance for each industry, the sustainable aspects can be weighted to demonstrate their
significance for each specific industry (Karevan & Vasili, 2018). However, this study assumes
equal weight for each aspect.

The FRAM-PSO algorithm was used in an iterative mitigation process. In the interest of
conciseness, the main body of this paper includes graphs and figures pertaining only to the first
case study. The results derived from the other case studies can be found in the Appendix. The
initial assessment performed showed that the sum of all path functions was 8736. The
algorithm then starts by identifying the highest path VPN. The function with the highest initial
path VPN was F-2 (to manage resources), which had a value of 1726.

Then, the four-step mitigation process unfolds as follows:

e Step 1: F-2 (to manage resources) was targeted as the highest path VPN. Then the
algorithm selected and applied the most suitable mitigation strategy across all the
options, “Digital inventory management”.

e Step 2: F-15 (to receive and analyze data) was identified as the next highest path
VPN. The "Wearable maintenance program" strategy was selected and applied.

e Step 3: F-3 (to calibrate and maintain) emerged as the next target, and the
"Worker-centric wearable design" strategy was implemented.

e Step 4: In the last step, F-8 (to assemble the product) was selected, and the

"Wellness monitoring and breaks" strategy was applied.
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Table 5.9 Sustainable mitigation strategies

8 . Sustainability aspects
@ | =2 =
Strategy Description Rela.t ed = | 2 g & . —_
functions £ | z2 § s g g
— :
S | = = = A
Worker- Use wearables with F-1, F-3, F- = 5 }:3
centric ergonomic features (e.g., 7, F-8. F- é E = g, § 9 g
. . . P = = S e =
wearable lightweight, easily 10. F-13. F- U | & = S & =
design adjustable) ’ ' z | A 3 = = =
18 — an
Use wearables with -
Low-power | energy-efficient sensors F-2, F-3, F- é é § < g % S| 28
sensors powered by kinetic 19, F-21 e | E 3 = g* b g 3 g
energy or solar cells = | A = =N -
F-3, F-4, F- = _
Wearable Regular calibration and 6, F-9, F- = 3 .| 8
maintenance | repair usi led 11, F-15, F- é = 5 £ 58| §
pair using recycle , s - | | .20 R= ESER =Y §
program parts 16, F-18, F- g S T S S £ z
19 T 3
Equip wearables with = -
. . 1 5Y Q
Weune.ss real tlme health tracking F-8, F-9, F- . . g § - =)
monitoring to trigger mandatory 13. F-18 (s 2 = g 5 & g
and breaks breaks and reduce ’ = T g é" £ 5
physical strain — es
. Use wearables to track -
Tool sharing . 3] . 2
and optimize tool- F-2, F-9, F- o i3t o
optimization P éﬁ 5 -@ £ 5 é g
sharing across workers 14, F-17 & |l @3 o < S g 2
’ ’ = = 20 = =1 3
reducing idle resources T —
Shift to modular, - N =
. 3 S 2
Reusable reusable tools with F-2, F-14, g g g S, o, Q.
|5 |5 | E g £
tool systems wearables for F-17 é % % .@) @) %
maintenance tracking e T =
Disital Use wearables to F-2, F-5, F- -
1gita Q
£ monitor and optimize 11, F-14, F- g - £ 5 g g 5
; = 2 3 g 2 3
inventory ) o é 5 &g | E ESER-Y
material stock digitally, 17, F-20, F- ] T O E| < O g
management _ ) = = = =
reducing over-ordering 21 T
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Figure 5.6 Mitigation progress: risk reduction over steps (first case study)

While the Path VPN provides a robust internal metric for quantifying systemic risk within the
model, its direct managerial relevance can be enhanced by linking it to tangible Key
Performance Indicators (KPIs). The mitigation strategies selected by the FRAM-PSO
algorithm can be directly mapped to expected improvements in operational metrics that
decision-makers track.

Table 5.10 provides an illustrative mapping for the four mitigation strategies applied in the
first case study. This demonstrates how the concept of "risk reduction" can be translated into
a practical performance monitoring plan. For example, the "Worker-centric wearable design"
strategy, which reduced the Path VPNs, would be expected to yield measurable improvements
in KPIs such as a lower human error rate and a reduction in reported musculoskeletal
discomfort (Alenjareghi, Sekkay, Dadouchi, & Keivanpour, 2025). This translation is a critical
step in bridging the gap between systemic modeling and practical, data-driven management.
After these four mitigation steps, for the first case study, the total sum of path VPNs decreased
significantly to 6207, representing an overall risk reduction of approximately 28.9%. The
maximum path VPN observed in the system was reduced to 1241. The progression of risk
reduction (both maximum and sum path VPN) across the mitigation steps is illustrated in

Figure 5.6. It clearly shows how much each strategy has influenced the path of VPN value.
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This figure demonstrates that the third strategy (Worker-centric wearable design) has a greater

impact on reducing the VPNs compared to others. The second and third case studies were also

improved by 22.4% and 26.6%, respectively (see Appendix).

Table 5.10 Illustrative mapping of selected mitigation strategies to managerial KPIs

product)

Primary Path | Gelected
Mitigation cpe e . . .
St VPN Mitigation Ilustrative Managerial KPIs to Monitor
ep
Reduction Strategy
Digital e Reduction in line stoppages due to part
F-2 (to manage
Step 1 ( & Inventory shortages
resources) Management | ® Improvement in inventory turnover rate
e Decrease in ordering errors
F-15 (to receive | Wearable e Reduction in wearable failure rate
Step 2 and analyze Maintenance | ® Decrease in maintenance costs
Program e Improvement in data accuracy from
data)
wearables
F-3 (to Worker- e Reduction in human error rate
Step 3 calibrate and Centric e Decrease in reported musculoskeletal
o Wearable discomfort
maintain) Design e Reduction in task completion time
e Decrease in fatigue-related incidents
F-8 (to Wellness e Improvement in employee satisfaction
Step 4 assemble the Monitoring scores
and Breaks

e Increase in adherence to mandatory
break protocols

Figure 5.7 provides insight into the systemic impact of each applied strategy, mapping which

functions were affected by each strategy. For example, implementing "Worker-centric

wearable design" influenced the VPNs of six distinct functions (F-1, F-3, F-7, F-8, F-10, F-

13). This occurs because an ergonomic and intuitive wearable (the mitigation strategy) directly

improves the physical and cognitive aspects of tasks like handling components (F-7) and
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assembling the product (F-8). It also reduces the training burden (F-1) and makes it easier for
supervisors to monitor work (F-10).

A direct comparison of the initial and final Path VPNs for each function is presented in Figure
5.8. This figure highlights the percentage reduction achieved for each pathway. Notably, while
mitigation efforts directly targeted only F-2, F-15, F-3, and F-8 in these steps, the
interconnected nature of the system led to significant indirect improvements in other functions.
For instance, the path VPN for F-1 (to train workers) decreased by 37.3%, demonstrating the
cascading benefits of the applied strategies. This significant indirect improvement is because
the implementation of more ergonomic and easier-to-use wearables (a mitigation for F-8)
reduces the complexity and duration of the required training. Conversely, some functions like
F-11 (To move the product), which had low initial VPN and weak connections to the targeted
areas, only improved by 14.9%.

These results demonstrate the effectiveness of the FRAM-PSO approach in identifying critical
risk paths and quantifying the system-wide impact of targeted, sustainable mitigation
strategies. The significant reduction in overall path VPN, achieved through just four strategic
interventions, underscores the value of this methodology for enhancing system resilience and

sustainability.

S1:Digital invento

LLLLL

I Affected
- II I I

S3:Worker-centric

Applied Strategy

Not Affected

S4:Wellness monito

Figure 5.7 Functions affected by each applied strategy (first case study)
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5.5 Discussion

Resilience is gaining growing importance in modern manufacturing environments (Chari et al.,
2023). The resilience engineering community has successfully applied FRAM as both a
retrospective and prospective method, explaining that system outcomes are shaped by how
different functions vary and interact, often leading to unexpected results known as functional
resonance (Lundblad et al., 2008; Yousefi et al., 2019; Zheng, Liu, Yang, Wang, & Adriaensen,
2024). However, FRAM is inherently qualitative, prompting numerous efforts to enhance its
objectivity and quantification capabilities (Patriarca, Di Gravio, & Costantino, 2017). This
study directly engages with this challenge within the context of modern industrial systems
incorporating smart wearables.

The successful application of this novel FRAM-PSO framework resulted in a substantial 28.9%
reduction in the overall system risk through four targeted sustainable mitigation steps (first
case study). This highlights the methodology's effectiveness in not only modelling variability
but also guiding practical interventions. Furthermore, the findings illustrate the systemic
effects central to FRAM. While mitigation directly targeted functions F-2, F-15, F-3, and F-8,
significant improvements propagated to interconnected functions, such as the 34.1% risk
reduction observed in F-5 (to verify stock levels) (Figure 5.8). This demonstrates how targeted
interventions can yield broader system resilience benefits.

Addressing the known challenge of FRAM quantification (Patriarca, Di Gravio, & Costantino,
2017), the integration of PSO offers a distinct contribution. Unlike other quantification
methods (e.g., MCS, BN), PSO actively optimizes, allowing the framework not only to
quantify variability (VPN) but also to search for and select optimal sustainable mitigation
strategies to maximize risk reduction. To the best of our knowledge, this combination of
FRAM and PSO for risk quantification and optimized mitigation represents a novel
contribution to the field.

This study also tackles the specific gap concerning systematic risk assessment for smart
wearables (Karevan & Nadeau, 2023). Moving beyond prior qualitative (Mofidi Naeini &
Nadeau, 2023) or STPA-based analyses (Karevan & Nadeau, 2024a, 2025c), the FRAM-PSO

approach provides a quantitative, systemic, and mitigation-oriented framework for these
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technologies. Another contribution is the explicit integration of sustainability (environmental,
economic, and social factors) into the risk mitigation process. This integration addresses the
critical need, highlighted by Karwowski et al. (2025) in their grand challenges, for human
factors and ergonomics to contribute towards sustainability, including enhancing system
resilience and developing ethical principles for sustainable futures (Karwowski et al., 2025;
Valette, El-Haouzi, & Demesure, 2023). Also, achieving sustainable production is a key
objective in today’s manufacturing industry (Ma et al., 2024; S. Zhang et al., 2024). By
adopting Industry 5.0 principles, this work introduces an integrated approach to understanding
risk that fills a gap we identified in existing systemic risk frameworks through a literature

review.
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Figure 5.8 Path VPN comparison: initial vs. final mitigated (first case study)
An additional contribution is the framework's alignment with emerging regulatory and
reporting standards for sustainability. Global frameworks, such as the International
Sustainability Standards Board (ISSB) standards, the European Sustainability Reporting
Standards (ESRS), and the Global Reporting Initiative (GRI) standards, increasingly require
organizations to implement robust processes for identifying, assessing, and mitigating
sustainability-related risks (Elidrisy, 2024; Krivogorsky, 2024). Our FRAM-PSO model
provides a tangible, operational-level methodology to meet these requirements. By

systematically linking system functions to environmental, social, and economic impacts, the
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model makes sustainability risks traceable and mitigation efforts transparent. This strengthens

its utility for decision-makers who must navigate evolving regulatory landscapes while

managing operational risk.

While the results are promising, limitations must be acknowledged.

The findings are based on three specific case studies, necessitating further
applications for broader generalizability. While the methodology is designed to be
adaptable, its performance and the specific critical functions identified might differ
in other industrial contexts or systems with different structures and technologies.
The methodology can be generalized to other complex socio-technical domains
such as aerospace, healthcare, and logistics by redefining the system functions,
performance variabilities, and SPCs to match the specific operational context.
The initial assessment of SPC impacts and the characterization of mitigation
strategies (feasibility, weight, and sustainability impacts) relied on illustrative
values. This approach was intentionally chosen to demonstrate the mechanics and
viability of the FRAM-PSO framework as a methodological prototype. As is
common in foundational studies that propose new models, the primary goal is to
establish the framework's internal logic and potential before undertaking
extensive, context-specific empirical validation. We fully acknowledge that for a
real-world application, gathering these data and inputs from domain experts and
empirical assessments is crucial for ensuring the practical reliability and robustness
of the results.

Furthermore, the assessment of sustainability contributions remains at a semi-
quantitative level. To increase its practical utility, the framework would need to be
enhanced to operationalize these dimensions with fully quantitative metrics, such
as measured energy savings, specific cost reductions, or validated changes in

worker satisfaction surveys.
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5.6 Conclusions

This paper addresses the need for semi-quantitative, systemic risk assessment in complex
industrial systems, particularly those utilizing smart wearables, while simultaneously
integrating sustainability considerations. We developed and demonstrated a novel
methodology integrating the FRAM with PSO. The FRAM-PSO model was applied in three
case studies of the assembly and disassembly systems, which use smart gloves and smart
glasses. We demonstrated that this is a powerful model to systematically identify, quantify,
analyze, and mitigate the risks with sustainable strategies. The results demonstrate that
applying this model can improve the system by reducing the risk of the model by more than
22% after four steps of mitigation for all three case studies.

The core contributions of this research are the synergistic integration of FRAM and PSO for
quantitative risk analysis and optimized mitigation, and the pioneering incorporation of multi-
dimensional sustainability criteria (environmental, economic, social) directly within this
systemic risk management process. This work represents a valuable advancement towards
building more resilient, efficient, and responsible industrial operations, in line with the goals
of Industry 5.0. This method equips practitioners with a structured tool to identify
vulnerabilities, quantify risks, and prioritize sustainable mitigation investments in complex,
wearable-integrated systems. Theoretically, it advances quantitative FRAM approaches and
pioneers the integration of sustainability within systemic operational risk management

Future research should prioritize broader application and validation across diverse industrial
contexts, along with refining methods for robust input elicitation. Specific directions for future
work include:

o Validating the model using real-time operational data from industrial partners to
confirm its predictive accuracy and practical utility. This would also involve refining
input elicitation methods through structured expert judgment or fuzzy logic techniques.

e Exploring the integration of alternative optimization algorithms to compare their

effectiveness and computational efficiency in identifying optimal mitigation strategies.
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o Developing a software-based decision-support tool to facilitate the practical application
of the FRAM-PSO framework, enabling industry practitioners to conduct systemic risk

assessments more easily and effectively.

5.7 Appendix

5.7.1 Case study 2 results
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Figure 5.9 Path graph with VPN-weighted connections (second case study)
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Abstract

The integration of smart wearables into manufacturing promises enhanced worker support but
introduces poorly understood systemic risks. Traditional methods often fail to capture the
uncertainty and interdependencies of these sociotechnical systems, particularly during the
design and early integration phases, where data is scarce. To address this, this study develops
a hybrid STPA-BN-PSO framework to resolve the parameterization gap. The BN structure is
derived from Systems-Theoretic Process Analysis (STPA) to capture hierarchical control
logic, while PSO is used to calibrate weighted conditional probability tables. The framework
is applied to three case studies: assembly line, job-shop, and disassembly line. Quantitative
results demonstrate that baseline unacceptable risk is context-dependent, reaching 31.5% in
the job-shop compared to 28.0% in sequential assembly. Criticality analysis identifies that risk
is driven by planning quality in sequential assembly (CA12, ARisk=0.181) and digital
information quality in flexible job shops (H4, ARisk=0.286). Furthermore, multi-faceted
sensitivity analyses reveal how risk-propagation pathways reorganize in response to
operational layout. The performance of this framework is compared with recently developed
STPA-PSO and FRAM-PSO methodologies, demonstrating its unique capability for path-
based probabilistic quantification. The findings confirm that STPA-BN-PSO provides a
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quantitatively rigorous, safety-centric tool for the proactive assessment of emergent risks in
Industry 5.0 settings.
Keywords: BN, PSO, Systemic risk, STPA, Industry 5.0, Wearables-enabled manufacturing

6.1 Introduction

The manufacturing world is evolving, increasingly shaped by Industry 4.0 technologies and
the push towards a more human-centric vision of Industry 5.0 (Wang, Liu, Wang, Li, & Wang,
2024; Xu, Lu, Vogel-Heuser, & Wang, 2021). A key part of this evolution involves integrating
smart wearables, like smart glasses and gloves, directly into workflows. These devices hold
significant promises: providing workers with real-time data, enhancing safety awareness, and
potentially streamlining complex tasks such as hybrid assembly and disassembly (Karevan &
Nadeau, 2024a; Romero et al., 2018). However, the introduction of these devices comes with
different types of risks and challenges (Karevan & Nadeau, 2023; Tenholt et al., 2023).
Potential human-system interaction errors, data security vulnerabilities, device reliability
issues, and unforeseen consequences arising from the interplay between multiple wearables
and existing systems are some of these sociotechnical risks that directly impact system
reliability (X. Zhang et al., 2022). Thus, developing effective methods for assessing and
managing these risks is becoming critical for the safe and successful adoption of wearable
technology in manufacturing (Karevan & Nadeau, 2024b).

Traditional risk techniques struggle to capture the dynamic, interconnected, and uncertain
nature of modern sociotechnical risks (Hulme et al., 2021). As a result, there is a growing
demand for systemic and quantitative models that navigate this complexity and support risk-
informed decisions (Karevan & Nadeau, 2026). BNs have emerged as a particularly well-suited
approach for such scenarios, but doesn’t provide a systemic view. BN is a powerful
probabilistic framework that can model complex causal relationships and dependencies under
uncertainty (Aghabegloo, Rezaie, Torabi, & Yazdani, 2023; Micu, Asgari, Khouadjia,
Connolly, & Zavitsas, 2024; J. Sun, Fang, Wu, Sun, & Liu, 2019; Zhao & Xu, 2025). BNs
allow for the integration of diverse information sources, including historical data, sensor

readings, and expert knowledge. They are particularly strong to analyze multifaceted risk
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factors in areas ranging from infrastructure management and supply chains to healthcare
predictions and fault diagnosis (Baglietto, Consilvio, Di Febbraro, Papa, & Sacco, 2018; Chien
& Peng, 2025; Mukherjee, Patra, Samantaray, Barik, & Barik, 2022; Rathnakumar, Huang,
Yan, & Liu, 2025). The ability to revise probabilities with new evidence enhances BNs for
dynamic risk assessment in changing environments (Cao, Ren, Wang, & Sun, 2025; J. Sun et
al., 2019).

While BNs provide a strong foundation for modeling risk probabilities, their effectiveness in
sociotechnical systems is heavily dependent on the structural validity of the network (Chang,
2024; Sui et al., 2025). In this context, STPA provides a critical systemic view, allowing for
the identification of causal relationships based on hierarchical control loops and feedback
failures rather than purely statistical correlations (Karevan & Nadeau, 2026). By anchoring the
BN architecture in the systemic outputs of STPA, the model captures a top-down perspective
of safety boundaries. Once this foundational structure is established, optimizing the analysis
benefits from complementary techniques like PSO. PSO, a population-based metaheuristic
algorithm inspired by social behaviors, has proven highly effective in navigating complex,
high-dimensional search spaces to find near-optimal solutions (Engelbrecht, 2007; Karevan,
Tee, & Vasili, 2020). Its flexibility and practicality have led to its successful application across
various domains, often in conjunction with other modeling techniques (including BNs) for
tasks such as parameter optimization, calibration of CPTs, network structure learning, and
efficient resource allocation (Aghabegloo et al., 2023; Du, Liang, Ouyang, & Wang, 2021;
Sui et al., 2025; Wu & Jiang, 2025).

However, despite the capabilities of BN and PSO, a notable gap exists in the analysis of
systemic risks introduced by modern digital tools, such as smart wearables, within complex
operational contexts. Specifically, a critical challenge lies in the proactive assessment of
systemic risks during the design and early integration phases, where empirical failure data for
new wearable technologies is often non-existent. It remains unclear how to objectively
calibrate probabilistic models under these conditions or how risk propagation pathways will
reorganize across different Industry 5.0 layouts. To address this, this study proposes a hybrid
STPA-BN—PSO method designed to systemically manage and predict the risks of integrating
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smart glasses and gloves in assembly/disassembly processes from the earliest design stages
through to operation. This research aims to answer:

1. How can systemic human-wearable risks be structured into a hierarchical probabilistic

model?

2. How can PSO reduce subjectivity in BN calibration under data uncertainty?

3. How do critical risk drivers differ across diverse manufacturing contexts?
The primary contribution of this work is a novel STPA-BN-PSO framework that anchors the
BN structure to validate STPA outputs, calibrate all hazard/loss CPTs with PSO, and deliver
multi-level analyses across three distinct wearables-integrated case studies. The performance
of this STPA-BN-PSO approach will be explored and compared with alternative
methodologies developed recently: STPA-PSO (Karevan & Nadeau, 2026) and FRAM-PSO
(Karevan & Nadeau, 2025).
The rest of the paper is organized as follows. Section 6.2 reviews related work; Section 6.3
details the STPA-BN-PSO methodology; Section 6.4 presents results; Section 6.5 discusses

implications and limitations; Section 6.6 concludes.

6.2 Literature review and research context

Modeling complex systems with inherent uncertainty is a persistent challenge in fields ranging
from engineering to finance. To address this, researchers have increasingly turned to
probabilistic graphical models. Among these, Bayesian Networks, which are founded on
Bayes' theorem as shown in Equation 6.1, are considered one of the most effective theoretical
models for illustrating relationships between system variables amidst uncertainty (Afenyo,
Khan, Veitch, & Yang, 2017; G. Zhang & Thai, 2016):

UlE) = P(Ell;é(ll);)’(A) (6.1)
As a combination of probability, graph, and decision theory, BNs offer a powerful graphical
framework for probabilistic reasoning (Guo et al., 2022; X. Sun, Hu, Qin, & Zhang, 2024).
Their distinct advantages include a high tolerance for incomplete data and the ability to

represent complex interdependencies, including those with common causal factors (Castillo et
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al., 2016; Li, Ren, & Yang, 2023). However, in the context of Industry 5.0, the risks associated
with smart wearables are predominantly sociotechnical, involving cognitive load, human-
machine interface (HMI) distractions, and data privacy concerns (Tenholt et al., 2023; X.
Zhang et al., 2022). While traditional BNs have been used for mechanical reliability (based on
component-level breakdowns), their application to these emerging systemic wearable-driven
risks requires a structure that can account for systemic control failures.

A significant challenge in BN modeling lies in constructing the network itself. While domain
experts can define some dependencies, learning the BN structure from large datasets is often
preferred. Modern research has proposed various approaches, including constraint-based
methods (e.g., PC or IC algorithms), score-based methods, and more recently, Deep Bayesian
Networks that utilize neural architectures to capture higher-order dependencies (Huang et al.,
2024; Song, Zhang, & Xu, 2019). However, such data-driven methods are inherently
inapplicable during the design and early integration phases of emergent technologies—such as
Industry 5.0 smart wearables—where historical failure data is non-existent or extremely scarce.
Relying on historical data for proactive safety is a fundamental limitation; therefore, this study
addresses this "data-gap" by using STPA to define the causal structure based on hierarchical
control logic rather than statistical history. By anchoring the BN in STPA, the model moves
beyond purely statistical correlations to reflect the actual functional architecture of the
manufacturing system. Crucially, this enables the framework to predict how risk propagation
pathways reorganize when system layouts or control strategies are modified during the design
phase. This provides a proactive, safety-guided assessment tool that identifies systemic
vulnerabilities before the manufacturing process becomes operational, filling a gap that purely
data-driven models cannot address.

Once the structure is defined, the secondary challenge is the calibration of CPTs. Finding the
optimal parameters for a BN is an NP-hard problem. While Genetic Algorithms (GA) and
Simulated Annealing (SA) have been used, they are often prone to becoming trapped in local
optima and can lack the efficiency required for complex datasets (Song et al., 2019). Therefore,
PSO has gained significant attention as a heuristic search method for parameter learning. Its
appeal lies in its effectiveness at locating global optima and its relatively straightforward

implementation, leading numerous researchers to combine PSO with BN to solve diverse
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problems (Aghabegloo et al., 2023; Cao et al., 2025; MacAllister, Kohl, & Winer, 2020; Song
etal., 2019; B. Sun, Zhou, Wang, & Zhang, 2021).

While the combination of BN and PSO has been explored in other domains, such as healthcare
and supply chain optimization (Aghabegloo et al., 2023; Sui et al., 2025), a notable gap exists
in its application to systemic, path-based risk assessment. Most existing BN-PSO models use
PSO for structure learning; in contrast, this study utilizes PSO to solve the “parameterization
gap” specifically during the design and early integration phases, where low-level empirical
data is naturally unavailable. By calibrating CPTs against high-level systemic risk profiles, the
framework can quantify how a localized wearable failure propagates into a system-wide loss
before the system is physically operational. By positioning the BN-PSO framework as a
calibration engine for STPA-derived structures, this research provides a novel solution for
predicting how risk pathways reorganize as different design configurations or manufacturing
layouts are considered. This enables the management of emergent risks in Industry 5.0 through

a proactive, logic-based approach rather than relying on retrospective historical data.

6.3 Methodology

This study introduces a hybrid STPA-BN-PSO framework designed to quantify and manage
systemic risks in wearables-enabled manufacturing. The methodology is organized into four
distinct stages:

e (Qualitative hazard identification: Utilizing STPA to define the causal structure and
control loops. While Fault tree analysis (FTA) is a common starting point for this task
in the literature (Meng et al., 2024), it struggles to adequately model the complex
interdependencies and feedback loops characteristic of modern sociotechnical systems
(Karevan & Nadeau, 2024c).

e Probabilistic mapping: Translating STPA outputs into a three-tiered hierarchical
Bayesian Network.

e Parameter calibration: Applying PSO to optimize CPTs against expert-derived

reference profiles to mitigate the parameterization gap.
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e Multi-level analysis: Executing baseline risk quantification, path-level criticality
analysis, and multi-faceted sensitivity testing.

This integrated approach ensures that the resulting systemic risk model is not only

mathematically robust but also grounded in systems theory. The overall process is illustrated

in Figure 6.1.
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6.3.1 Hierarchical BN model formulation

The foundation of the methodology is a three-tiered BN that models the causal chain from root
control failures to unacceptable system-level losses. This structure is built directly from the
validated outputs of prior work (Karevan & Nadeau, 2026) to ensure that the model is grounded
in a systemic understanding. STPA is a systemic safety analysis method introduced by Leveson
(2004) that frames accidents not as single-point failures, but as inadequate control of complex

socio-technical systems. Rather than focusing on component reliability, STPA identifies
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unsafe control actions, the hazards they may trigger, and the losses they can lead to (Lu et al.,
2025; Riccardi, Compare, Mascherona, & Zio, 2025). The tiers are constructed from the
bottom up and the directed arcs follow the STPA adjacency CA—H—L—Risk. This
architecture ensures that the BN captures the propagation pathways of risk, rather than just
isolated failure probabilities. To maintain mathematical consistency, the network is enforced
as a Directed Acyclic Graph (DAG). This hierarchical structure is designed to reflect the
Industry 5.0 focus on sociotechnical resilience, specifically capturing how human-centric
control actions (Tier 3) influence technical hazards (Tier 2) and subsequent system-level losses

(Tier 1).

6.3.1.1 Tier 3 - Control Actions (CA)

The root nodes of the model represent specific, observable control action scenarios through
which control over the manufacturing system may be lost. These nodes serve as the initiating
events in the risk pathways. Because they are root nodes, they are defined by prior probability
distributions. In this framework, these priors are derived from expert elicitation and STPA-

defined control flaws.

6.3.1.2 Tier 2 - Hazards (H)

The intermediate nodes represent system-level hazards. Each hazard node is connected to its
contributing CAs according to the STPA-defined control structure. These nodes represent
states of the system that, under specific environmental conditions, will lead to a loss. The
strength of the relationship between control failures and hazard activation is captured

probabilistically in the node’s CPT, which is optimized during the calibration phase.
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6.3.1.3 Tier 1 - Losses (L)

The top-level nodes represent system-level losses. As with the hazards, each loss node is
connected to the specific hazards that may trigger it. These links are fixed by the STPA results
to preserve the causal logic of the system. The corresponding CPTs quantify the likelihood that

a hazard manifests as a tangible loss (e.g., worker injury, financial stoppage, or data breach).

6.3.1.4 Tier 0- Risk (R)

The terminal node provides an aggregate measure of system risk. To ensure the model remains
fully probabilistic (addressing limitations of deterministic counts), the Risk node utilizes a
weighted CPT. This probabilistic approach allows the model to account for differential severity
among loss types, ensuring that safety-critical outcomes (e.g., worker injury) have a higher
mathematical influence on the "High" and "Very High" risk states than lower-priority technical

or equipment losses.

6.3.2 Bayesian Network optimization via PSO

After fixing the BN structure from STPA adjacency (CA—H—L—Risk), the unknown
parameters @ within the CPTs for all Hazard and Loss nodes are estimated using PSO. This
framework utilizes a systematic simulation protocol designed for the design and early
integration phases, where historical failure data is unavailable. The protocol initializes CA
priors using a tiered mapping of control degradation and defines a synthetic target risk
distribution P (R):reer as the optimization objective.

The PSO algorithm maintains a swarm of 50 particles, where each particle represents a
candidate set of CPT entries. To satisfy the probability simplex constraint, every CPT column
is renormalized following velocity updates such that > pi=1. The calibration is driven by a
multi-objective fitness function F(@), defined as the inverse of the weighted Mean Squared

Error (MSE).
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Loss = a * MSE;, + (1 — @) * MSEg;s (6.2)
—_1 6.2
F(G)) - Loss+e¢ ( )

Where:
e MSE., measures the deviation of the model's sampled root nodes from the STPA-

derived priors.
o MSER; s, measures the L2 norm between the model’s 5-level risk distribution and the
synthetic target profile.
e o is a weighting coefficient set to 0.6, prioritizing the causal anchoring of root control
actions.
e ¢is asmall constant to prevent division by zero.
To ensure statistical significance and suppress noise in the fitness landscape, marginal
probabilities are estimated via Monte Carlo sampling with 20,000 iterations per evaluation.
The algorithm employs an early-stopping criterion, where optimization terminates if the global
best fitness fails to improve for a predefined threshold of 50 consecutive iterations. By
iteratively calibrating the CPTs to reconcile local control failures with global outcomes, the
model captures how risk propagation pathways reorganize across diverse manufacturing
layouts. This structured approach provides a proactive, logic-based assessment tool that
identifies emergent vulnerabilities before the system is operational, filling the critical gap left

by purely data-driven models that rely on retrospective history.

6.3.3 Model parameterization and quantification

After the BN is constructed and calibrated, a single terminal ‘Risk’ node provides an aggregate
measure of system risk with five discrete states: Very Low, Low, Medium, High, and Very
High (Karevan & Nadeau, 2024a). To ensure theoretical consistency and account for
differential loss severity, the CPT of the Risk node is modeled probabilistically rather than as
a simple deterministic count.

This probabilistic parameterization allows for the weighting of losses; specifically, safety-
critical outcomes are assigned a higher conditional influence on the "High" and "Very High"

risk states than lower-priority technical losses. For decision-making, these five states are
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categorized into Acceptable Risk (Very Low, Low, Medium) and Unacceptable Risk (High,
Very High). This threshold can be adjusted based on the specific risk tolerance of an industrial

application.

6.3.4 Risk analysis

Once the BN model is calibrated, a multi-faceted risk analysis is conducted to extract
actionable insights. This framework moves from high-level systemic assessment to the

identification of specific critical components and propagation pathways.

6.3.4.1 Baseline risk quantification

The baseline risk profile is established through Monte Carlo inference using 20,000 iterations,
ensuring statistical significance and a stable probability distribution for the terminal ‘Risk’
node. This initial assessment is conducted without external evidence to characterize the
inherent systemic risk during the design phase. By establishing this baseline, the framework
provides a benchmark to evaluate how risk propagation pathways reorganize when control
actions are modified. Within this model, "Unacceptable Risk" is quantified as the cumulative
probability of the 'High' and 'Very High' states, serving as the primary metric for identifying

systemic vulnerabilities before the system is operational.

6.3.4.2 Criticality and impact analysis

To identify the most significant contributors to risk, two forms of criticality are assessed. First,
the Node-Level Systemic Impact (ARisk) is calculated by forcing a node (CA, Hazard, or Loss)
to its True state and measuring the absolute increase in baseline risk. This identifies "risk
amplifiers" within the system. Second, a Path-Based CA Impact analysis quantifies the total
risk propagated through all downstream pathways originating from each specific control

failure, providing a metric for prioritizing managerial interventions.
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6.3.5 Sensitivity analysis

To test the model's robustness and simulate the impact of real-world operational changes, three
distinct sensitivity analyses are performed:

e CA evidence sensitivity: This analysis simulates targeted management interventions.
By perturbing CA priors by £10%, we evaluate how a marginal improvement (or
degradation) in a control action—such as worker training or device calibration—shifts
the overall systemic risk.

e CPT sensitivity: This gauges the local brittleness of the model. By scaling the
conditional probabilities of Hazard/Loss relationships by +10%, we identify which
causal links have the most profound influence on risk propagation.

Structural sensitivity: This evaluates the importance of the system's logic itself. Each edge in
the STPA-derived structure is removed in turn (while preserving acyclicity) to quantify the

leverage of specific parent-child dependencies on the final risk outcome.

6.3.6 Framework validation via case studies

To evaluate the diagnostic power and adaptability of the STPA-BN-PSO framework, a
validation strategy is implemented using three distinct manufacturing contexts. These
scenarios include: (1) sequential assembly, (2) flexible job-shop, and (3) disassembly for
recycling, are specifically selected to represent the human-centric sociotechnical systems
central to Industry 5.0. Unlike traditional models focused on machine failure, this validation
demonstrates the framework’s ability to model the complex interplay between human operators
and smart wearables during the design and early integration phases.

By applying the same 4-stage methodology to these diverse layouts, the study identifies how
risk propagation pathways reorganize when the role of the human worker shifts from a fixed
sequence to a flexible, decentralized task. This comparative approach validates the
framework’s capability to prioritize human safety and operational resilience, directly reflecting
the pillars of Industry 5.0. Detailed descriptions of the case parameters and structural

interdependencies, building on the foundational qualitative analysis from prior work (Karevan
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& Nadeau, 2026) are provided in Section 4 to maintain a clear distinction between the proposed

methodology and its practical application.

6.4 Results

The results are reported across three case studies representing distinct operational contexts:
sequential assembly (Case 1), job-shop assembly (Case 2), and disassembly for recycling (Case
3). A common, hierarchical network structure, derived from an STPA, provides the
foundational model for all three analyses. Table 6.1 provides an overview of these contexts.

Table 6.1 Overview of three wearable integrated manufacturing contexts used for STPA-BN-
PSO evaluation

Feature Case study 1 Case study 2 Case study 3
Operational . . _
Assembly line Job shop assembly | Disassembly line
context
Sequential assembly ] Sequential disassembly
‘ Multi-step assembly ‘
Primary task | of components from and sorting of components
of a custom structure
bins for recycling

Smart glasses | Display step-by-step assembly/disassembly instructions, and provide

usage visual guidance

Smart glove Enhance precision in handling parts, apply correct force, and detect

usage components
. ) Tool cabinet, ‘ '
Supporting Conveyor line, ) Tool cabinet, storage bins,
. ) component bins, '
equipment component bins conveyor line
dolly, computer

To ensure the replicability of the calibration process and address the query regarding variable
identification, the standardized lists of Control Actions (CA), Hazards (H), and Losses (L)
derived from the foundational STPA phase are presented in Table 6.2, Table 6.3 and Table 6.4.
These tables represent the qualitative input variables that define the structural

interdependencies for all three models.
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Table 6.2 List of Control Actions (CA)

Code Description Code Description
CAl Calibration regulations CAS Wearable’s programming
CA2 | Data of materials and positioning | CA9 Smart glasses provide assembly/
disassembly instructions
CA3 | Haptic feedback / light feedback | CA10 | Smart gloves guide pressure feedback
CA4 Moving products with CA11 | Place and sort parts in storage bins
conveyor/dolly
CAS Provide maps and instructions CA12 Plan of product/ sequence
from the supervisor
CA6 Worker training CA13 Highlight the hazardous parts
CA7 Wearable’s connections
Table 6.3 List of Hazards (H)

Code | Description Code | Description

Harmful activities that may

Communication problem between

H1 lead to a worker’s injury or | H6

death departments

Insufficient training of
H2 workers to work with H7 Data security problem

wearables

Not providing the required
H3 materials and structure on HS8 Damage to the product during the process

time
Ha Not providing precise and 1o Release of harmful refrigerants due to

real-time data improper disassembly

. Incorrect sorting of hazardous and non-

H5 Connection problem H10 | hazardous components, leading to

between wearables

environmental or safety risks
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Table 6.4 List of Losses (L)

Code | Description Code | Description
o Financial losses due to the line
L1 Loss or injury to the worker L4
stoppage

Loss or unacceptable damage to the o '
L2 L5 Loss of sensitive information

product
L3 Loss or unacceptable damage to wearables | L6 Environmental loss

6.4.1 BN model calibration and baseline assessment

The first stage of the quantitative analysis involved calibrating the Bayesian Network for each
case study. As defined in the methodology, the model’s structure was fixed by the STPA
results, while the unknown CPTs were estimated using the PSO algorithm. To ensure
transparency and statistical stability, the PSO parameters used for the calibration are

summarized in Table 6.5.

Table 6.5 PSO calibration parameters

Parameter Value | Description

Swarm size (N) 50 Number of particles

Max iterations 200 Maximum optimization steps

Inertia weight (w) 0.9 Controls the impact of previous velocity
Cognitive constants (c/) | 0.9 Weight of particle's personal best

Social constants (c¢2) 1.5 Weight of swarm's global best

Early stopping 50 Iterations with no improvement before termination
MC samples 20,000 | Samples per inference for baseline stability
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6.4.1.1 PSO convergence and stability analysis

The PSO was configured with a population of 50 particles and an early-stopping criterion
applied whenever the global best fitness failed to improve for 50 consecutive iterations. To
evaluate the stability of the heuristic optimization, the calibration was validated through
multiple independent runs. Figure 6.2 illustrates the convergence of the optimization process
across the three case studies. In practice, the algorithm successfully converged in all three
operational contexts, but with notably different convergence dynamics that reveal the
probabilistic character of each system.

In Case 1, the optimizer began from a modest initial fitness of 336.6, quickly climbed to 3406.4
by iteration 2, and then plateaued for more than 20 iterations before reaching 3946.9 at iteration
41. Several incremental improvements followed, but a decisive phase of rapid gains began at
iteration 81, where the fitness jumped to 9267.2, then to 12,850.1 at iteration 83, and finally
stabilized at 22,876.8 by iteration 103.

In Case 2, the optimization trajectory displayed a similar stair-step character but with even
more pronounced plateaus. Starting from 313.0, the global best fitness leapt to 2,304.2 by
iteration 3, then it reached 21,841.3 at iteration 22, and finally stabilized at 28,130.0 by
iteration 70. Case 3 revealed a different pattern, with gradual improvement punctuated by a
late-stage surge. Beginning from 341.2, the fitness rose through stable intervals—15,713.6 at
iteration 45 and 23,541.4 at iteration 85—before a surge at iteration 178 increased the fitness
to 31,073.2.

The observed stair-step character with pronounced plateaus and sudden surges in fitness across
all cases can be attributed to the nature of the PSO algorithm interacting with a complex, multi-
modal fitness landscape inherent in BN parameter learning. Specifically, particles may
converge rapidly on local optima (explaining the plateaus) and only escape these through a
global best update (explaining the sudden surges) that re-invigorates the swarm's exploration
capabilities. The high consistency of these final fitness levels across multiple runs confirms
the statistical stability of the framework.

The robustness of these convergence results is confirmed by the early-stopping criterion, where

the optimization was only terminated after the global best fitness failed to improve for 50
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consecutive iterations. This ensures that the final set of CPTs represents a state of mathematical
equilibrium. Furthermore, the fact that the algorithm reached high fitness levels across three
structurally different models demonstrates its reliability in reconciling the STPA control logic
with the target systemic risk profiles. This internal consistency is vital during the design phase,
as it confirms that the identified reorganization of risk pathways is not a mathematical artifact
but a direct result of the framework successfully parameterizing the unique sociotechnical

interdependencies of each operational layout
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Figure 6.2 PSO convergence

6.4.1.2 Baseline risk quantification

Once calibrated, the CPTs were used to simulate baseline systemic risk distributions via Monte
Carlo sampling (20,000 iterations). By utilizing a probabilistic terminal Risk node, the model
reflects a safety-centric severity hierarchy where critical outcomes, such as worker injury (L1)
and environmental loss (L6), are assigned higher conditional weights than other technical
losses. In a practical industrial application, these weights should be determined through a
formal expert elicitation protocol or aligned with specific corporate risk-tolerance policies.

However, for the purpose of this study, representative arbitrary weights were utilized to
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demonstrate the framework’s robustness and its adaptive capability in prioritizing human-
centric safety over purely technical or equipment-related failures.

Unacceptable risk is defined as the cumulative probability of 'High' and 'Very High' risk states.
The baseline results, summarized in Table 6.6, show that the Job-Shop (Case 2) has the highest
baseline level of unacceptable risk at 31.5%. This is followed closely by Disassembly Line
(Case 3) at 30.7%, and the Assembly Line (Case 1) at 28.0%. A primary factor driving this
increased risk is the significantly higher number of interconnections and dependencies within
job-shop and disassembly processes; as these connections become more complex, the risk of
systemic propagation grows substantially, which aligns with findings regarding the risk

profiles of flexible manufacturing systems (Vidal, Coronado-Hernandez, & Minnaard, 2023).

Table 6.6 Baseline risk profiles

Case Very Low | Medium | High Very Unacceptable Risk (High +
study Low High Very High)
Case 1 11.4% |20.1% | 40.5% |193% | 8.7% 28.0%
Case 2 10.4% | 203% | 37.8% | 21% 10.5% 31.5%
Case 3 8.8% | 19.9% | 40.6% |20.0% | 10.7% 30.7%

6.4.2 Risk analysis

Following calibration, a multi-faceted risk analysis was performed on the three case study
models to identify critical nodes and propagation pathways. Figure 6.3 illustrates the final
criticality rankings (ARisk) of all nodes, showing how the marginal contribution of each
control action (CA), hazard (H), and loss (L) changes the expected systemic risk when
perturbed. The results reveal a strong context-dependence in risk drivers, reflecting the

structural differences between sequential, flexible, and disassembly operations.
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6.4.2.1 Node criticality

The implementation of the probabilistic weighted Risk node (as detailed in Section 3.3) allows
the framework to prioritize safety-critical outcomes. In the sequential assembly case (Case 1),
the most influential nodes are not limited to losses but include both control and hazard layers.
Here, L1 (Worker injury, 0.196) and L6 (Environmental loss, 0.189) dominate the ranking.
Their high scores are a direct result of the severity-weighting scheme, confirming that the
model effectively prioritizes human safety. These are followed closely by H10 (Incorrect
sorting, 0.187) and CA12 (Plan of product/sequence, 0.181). This indicates that risks in
sequential operations are tightly coupled to planning quality, where even minor sequencing
errors can cascade into immediate consequences for worker safety.

Conversely, the job-shop case (Case 2) shifts the concentration of systemic risk toward the
hazard layer, specifically those involving information flow and connectivity. The three most
critical nodes are H4 (Lack of real-time data, 0.286), HS (Wearable connection problems,
0.270), and H1 (Harmful activities, 0.269). This demonstrates that in flexible production
contexts—central to Industry 5.0—unstable connectivity and poor data quality are the primary
"risk amplifiers." In these decentralized layouts, the reliability of the Human-Machine
Interface (HMI) is the most significant factor in maintaining system resilience.

The disassembly case (Case 3) reveals yet another shift: losses take precedence as the primary
drivers of systemic vulnerability. L6 (Environmental loss, 0.196), L5 (Information loss, 0.186),
and L1 (Worker injury, 0.186) top the ranking. The appearance of CA12 (Planning, 0.111) and
H6 (Communication problems, 0.116) among the highest-ranked non-loss factors indicates that
the inherent uncertainty of disassembly requires superior coordination to prevent the escalation

of risk toward irreversible environmental or safety outcomes.
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6.4.2.2 High-risk pathway tracing

While Figure 6.3 reports node-level systemic impact, Figure 6.4 and Figure 6.5 move to a path-
level view. Specifically, Figure 6.4 depicts the top control-to-loss routes (CA—H—L—Risk)
as a risk-weighted network: edge thickness and color encode each route’s contribution to
expected severity. Figure 6.5 lists the same top routes as a horizontal bar chart, giving their
exact expected-severity values.

In sequential assembly, the dominant pathways originate from CAI12 (Plan of
product/sequence) and CAS (Supervisor instructions), which channel risk through H6
(Communication problems) toward L5 (Information loss) and L4 (Financial losses). Figure 6.5
confirms this pattern, with the highest bars corresponding to CA12- and CAS5-driven routes,
showing that even modest disruptions in planning and communication can cascade directly
into significant financial and informational consequences.

In the job-shop system, the dominant pathways originate from CA7 (Wearables’ connections)
and CA4 (Moving products with conveyor/dolly), which channel risk through H5 (Connection
problem between wearables) toward L2 (Loss or unacceptable damage to the product) and L4
(Financial losses). This confirms that vulnerabilities in digital guidance and connection
reliability create disproportionate impacts in flexible, decentralized production contexts.

In disassembly, the network maps and bar charts demonstrate that CA4 (Moving products with
conveyor/dolly), CA7 (Wearable’s connections), and CA3 (Haptic/light feedback) feed into
HS (Connection problem between wearables), H10 (Incorrect sorting of hazardous and non-
hazardous components, leading to environmental or safety risks), and H1 (Harmful activities
that may lead to a worker’s injury or death), ultimately culminating in L2 (Loss or unacceptable
damage to the product), L3 (Loss or unacceptable damage to wearables), L6 (Environmental
loss), and L1 (Worker injury). Taken together, these figures highlight the context-sensitive
nature of systemic risk and demonstrate the ability of the BN—PSO framework to uncover not
only which nodes are critical but also how risks propagate through pathways to generate

systemic vulnerabilities.
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6.4.3 Sensitivity analysis

Building on the node and pathway-level findings, the final step examines how the network
responds to perturbations in evidence, probability tables, and structural connections. This
provides a comprehensive view of model robustness and systemic sensitivity, serving as a

"what-if" simulation tool for managerial decision-support.

6.4.3.1 CA evidence sensitivity

The CA evidence sensitivity analysis is presented in Figure 6.6. These plots report how the
expected severity of the Risk node changes when the marginal evidence for a given CA node
is perturbed by +10% or —10%, holding the network structure and all CPTs fixed. In the panels,
the blue bars correspond to a +10% increase in evidence for a given CA, and the pink bars
represent a —10% decrease, with all other parts of the network held constant. Bars to the right
indicate increases in expected severity (risk grows); bars to the left indicate decreases (risk
falls).

Whether the most influential bar sits on the +10% or —10% side depends on the role a CA plays
at the operating point of the model. When a CA behaves like a driver of risk at baseline, adding
evidence to it (blue) pushes the system toward more hazardous states and produces a larger
positive shift. When a CA behaves like a barrier, removing evidence (pink) weakens protection
and produces the larger increase in risk. In some cases, both bars point in the same direction;
this occurs when small moves either way redistribute probability toward (or away from) the
same high-impact routes because of interactions with competing paths.

In Case 1, the sensitivity analysis reveals that the system’s overall risk is particularly
influenced by a small subset of control actions, most notably CA6 (Worker training). This node
demonstrates a pronounced asymmetry between positive and negative perturbations: when its
probability is reduced by 10%, systemic risk rises sharply, whereas an equivalent increase leads
to a notable risk reduction. This behavior suggests that CA6 serves a critical stabilizing
function, absorbing uncertainty and maintaining system balance under normal operating

conditions. Its sensitivity indicates that even minor degradation in its performance or reliability
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could propagate significant risk across the network. By contrast, control actions such as CA1
(Calibration regulations) and CAS8 (Wearable’s programming) also display noticeable
sensitivities but in a direction that amplifies rather than mitigates systemic risk. Increasing their
likelihood appears to exacerbate overall vulnerability, suggesting that their influence is more
disruptive than protective.

In Case 2, the sensitivity profile changes noticeably compared with the first scenario, showing
that the propagation of risk depends strongly on the operational context. The most prominent
variations appear around CA10, which produces the largest positive and negative deviations
across all control actions. When the evidence supporting CA10 decreases by 10%, systemic
risk increases sharply, while a 10% increase in its probability results in a marked reduction.
This clear asymmetry indicates that CA10 functions as a dominant protective mechanism in
this configuration: its presence contributes to system stability, whereas its weakening
immediately amplifies vulnerability. Moreover, CAl, CA6, and CA7 (Wearable’s
connections) share a similar pattern: each shows a slight increase in systemic risk when their
probabilities rise and a corresponding decrease when they are reduced, suggesting a moderate
stabilizing effect whose influence is directionally consistent but less intense than that of CA10.
In contrast, CA2 (Data of materials and positioning) and CAS8 display an opposite trend —
both produce negative AScores under a —10% perturbation and minimal positive change under
+10%, implying that these actions may exert a destabilizing or risk-amplifying influence when
weakened.

In Case 3, CA13 (Highlight the hazardous parts) stands out as uniquely critical, exhibiting
increased systemic risk under both positive and negative evidence perturbations, with the
absence of evidence proving most detrimental. CA6 and CA12 (Plan of product/sequence)
show a more complex behavior, where a reduction in evidence slightly decreases overall risk,
suggesting that their activation may occasionally contribute to instability. By contrast, CA3
(Haptic feedback /light feedback), CA7, CA8, CA9 (Smart glasses provide
assembly/disassembly instructions), and CA11 (Place and sort parts in storage bins) act as risk
drivers, as greater evidence or confidence in their activation consistently corresponds to an

escalation in systemic risk.
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6.4.3.2 CPT sensitivity

The CPT sensitivity analysis is presented in Figure 6.7. This analysis evaluates how variations
in the CPTs of the Hazard and Loss nodes influence the expected severity of the Risk node.
Each node’s CPT was perturbed by +10% while maintaining the original network structure and
all other CPTs constant. In the panels, the light-blue bars represent a —10% scaling of the CPT
values, and the black bars correspond to a +10% scaling. Bars extending to the right indicate
an increase in expected severity (the system becomes more risk-prone), whereas bars to the
left denote a reduction in systemic risk.

Because this procedure alters the underlying conditional dependencies rather than direct
evidence, it highlights which Hazard and Loss relationships exert the greatest structural
influence on the propagation of risk through the network. Nodes whose bars show large or
asymmetric deviations reveal where small changes in local probability relationships can shift
the global risk profile, identifying the most sensitive points in the model’s internal logic.

For Case 1, Hl(Harmful activities that may lead to a worker’s injury or death) and H9 (Release
of harmful refrigerants due to improper disassembly) exhibit the strongest positive deviations
in A Systemic Risk, particularly under a +10% CPT scaling (black bars). This indicates that
even small increases in the likelihood relationships encoded in these nodes substantially raise
the expected severity of the Risk node. Their sensitivity suggests that these hazards play a
central role in transmitting or amplifying risk within the system structure. However, when their
CPT values are reduced (—10%, light blue), H1 shows a slight increase in risk, and H9
demonstrates a modest increase. This observation reinforces their role as key contributors to
upward risk propagation, suggesting that even a reduction in their internal probabilities does
not mitigate risk, but rather maintains or slightly elevates it, confirming their critical nature as
strong drivers. Among the Loss nodes, L4 (Financial losses due to the line stoppage) shows a
similarly pronounced asymmetry: an increase in its CPT probabilities markedly elevates
systemic risk, while a reduction produces only a minor mitigating effect. This asymmetric
pattern implies that once a failure associated with L4 becomes more likely, its downstream
impact grows disproportionately—an indication of nonlinear risk amplification. Other nodes,

such as H7 (Data security problem), H8 (Damage to the product during the process), L5 (Loss
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of sensitive information), and L3 (Loss or unacceptable damage to wearables), show moderate
sensitivity, reflecting secondary effects on the overall risk balance.

In Case 2, the CPT sensitivity analysis reveals a more balanced yet directionally complex
behavior across the Hazard and Loss nodes, suggesting that risk propagation in this scenario is
shaped by intricate interdependencies rather than dominance by a few nodes, as observed in
Case 1.

Among the Hazard nodes, H6 (Communication problem between departments), H7 (Data
security problem), and H9 stand out as the most influential. H7 exhibits a substantial negative
A Systemic Risk when its CPT values are increased, and a smaller positive effect when
decreased. This asymmetry indicates that increasing the likelihood of H7’s causal relationships
significantly reduces systemic risk, implying that H7 functions as a critical mitigating
mechanism—its integrity helps contain uncertainty in downstream pathways and actively
reduces overall risk. Conversely, weakening its probabilities leads to a slight amplification of
risk. H6 shows a significant positive A Systemic Risk for both increased and decreased CPT
values. This indicates that any perturbation to H6's conditional probabilities, whether an
increase or a decrease, leads to a substantial increase in systemic risk, making it a highly
sensitive and volatile risk amplifier in this scenario. By contrast, H9 demonstrates that a +10%
increase in its CPTs elevates risk significantly, whereas a —10% decrease tends to reduce it.
This analysis identifies its role as a risk-intensifying node, where stronger conditional links
propagate instability through the network, but conversely, its mitigation can lead to a notable
reduction in risk.

On the Loss side, L1 (Loss or injury to the worker) emerges as particularly sensitive. It exhibits
the most extreme negative A Systemic Risk under —10% scaling, meaning that a small
reduction in its conditional probabilities substantially lowers the expected severity. However,
increasing its CPT reverses the effect, showing a significant increase in risk, confirming that

L1 amplifies overall system vulnerability when its probabilities are strengthened.
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In Case 3, the CPT sensitivity analysis shows a broader and more amplified distribution of
responses compared to previous cases, indicating that risk propagation is highly sensitive to
changes in the conditional relationships among several Hazard and Loss nodes. Unlike the
previous scenarios, where sensitivity was concentrated in a few elements, this case displays
multiple high-impact nodes that collectively shape the systemic risk dynamics, often with
asymmetric effects.

Among the Hazard nodes, H4 (Not providing precise and real-time data), H7 (Data security
problem), H8 (Damage to the product during the process), and H9 (Release of harmful
refrigerants due to improper disassembly) exhibit the most significant deviations. H8 stands
out as the most critical, demonstrating the highest positive A Systemic Risk under increased
CPT scaling, implying that strengthening its conditional dependencies considerably increases
systemic risk. Its sensitivity suggests that H8 acts as a core amplifier—small probability
increases in its hazard pathways have disproportionate effects on overall system severity.
Similarly, H4 and H7 exhibit large positive shifts under decreased CPT scaling, indicating that
reducing their CPT probabilities results in an escalation of risk. This pattern reflects their
stabilizing function, as weakening these links reduces the model’s ability to contain risk
propagation toward severe loss states. H9 demonstrates sensitivity in both directions, showing
an increase in risk under both increased and decreased CPT scaling, implying a fragile
equilibrium—any perturbation, whether amplification or reduction, destabilizes the system
equilibrium.

At the Loss level, L1 (Loss or injury to the worker), L5 (Loss of sensitive information), and
L6 (Environmental loss) exhibit distinct but consistent patterns of asymmetry between the
increased and decreased CPT perturbations. L1 shows a reduction in systemic risk when its
CPT is decreased, with a negligible effect when increased. L5, conversely, demonstrates an
increase in systemic risk when its CPT is decreased, and a reduction when its CPT is increased.
L6 similarly displays a pronounced increase in systemic risk under decreased CPT scaling,
accompanied by a reduction under increased CPT scaling. These varied patterns indicate that
changes in their CPTs induce specific directional shifts in systemic risk, though the overall

magnitudes remain moderate compared to the primary Hazard nodes. This collective behavior
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suggests these nodes operate under related pathways or dependencies, contributing

distinctively to the system’s downstream response rather than acting as independent amplifiers.

6.4.3.3 Structural sensitivity

The structural sensitivity analysis evaluates how the network’s topology—the presence of
specific parent—child links—shapes overall risk. For each directed edge in the DAG, we
remove the edge (parent — child) while holding all CPTs and other structural elements fixed,
then recompute the expected severity of the Risk node. The resulting AScore quantifies the
edge’s leverage on systemic behavior: positive values indicate that removing the edge raises
risk (the link acts as a stabilizing or protective coupling in the baseline), whereas negative
values indicate that removing the edge lowers risk (the link functions as a risk-amplifying
conduit under current conditions).

Figure 6.8 reports the top 20 edges ranked by absolute impact (JAScore|) and visualized as
green horizontal bars. This ranking surfaces the most consequential dependencies in the
model—Ilinks whose presence or absence materially redistributes probability mass across high-
severity routes. In practice, edges with large positive AScore are candidates for preservation or
strengthening (they help contain escalation), while those with large negative AScore highlight
amplifying pathways whose mitigation (through design changes, safeguards, or decoupling)
can yield meaningful reductions in systemic risk.

In Case 1, the most influential structural dependencies appear among both Loss and Hazard
pathways. A distinct pattern of significant risk amplification is observed for direct links from
Loss nodes to the aggregate Risk node: L3 — R, L4 — R, and L2 — R all exhibit substantial
negative A Systemic Risk upon removal. This indicates that these direct connections are strong
amplifiers of systemic risk in the baseline configuration, and their removal substantially
alleviates overall vulnerability. Other amplifying pathways include L6 — R, H10 — L6, H9
— L6, and L5 — R, all showing notable reductions in systemic risk when removed.

On the other hand, a prominent group of edges, including H6 — L5, Hl — L3, H2 — L5, and
H5 — LS5, yield substantial positive A Systemic Risk when removed. This indicates that these

relationships serve as crucial protective couplings that help absorb uncertainty and limit
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escalation; eliminating them destabilizes the network and significantly increases overall risk.
Other noteworthy protective links include H6 — L3, H9 — L1, CA3 — H10, H2 — L3, HS
— L3, CA2 — H10, CA7 — H9, CA1 — H7, and CA6 — H2. These consistently positive
values highlight the importance of these connections in maintaining safety boundaries and
overall system resilience.

Case 2 exhibits several highly influential risk-amplifying pathways where edge removal leads
to a substantial reduction in systemic risk. L4 — R and L3 — R stand out as the most critical
amplifiers. These direct links from specific Loss nodes to the aggregate Risk node are
identified as primary drivers of systemic vulnerability. Their removal demonstrates the greatest
alleviation of overall risk, suggesting that these loss outcomes have a pronounced and direct
impact on the system's severity assessment. Other significant amplifying connections include
L2 >R, H4 - 14, H3 —>1L4 Hl - L4 H2 —> L4, and L5 —» R.

In contrast, a set of edges acts as protective couplings, where their removal increases systemic
risk, implying they help contain or channel risk in the baseline. The edge Hl — L1 shows the
largest positive A Systemic Risk, indicating it is the most critical protective pathway in Case
2. Its presence is vital for managing H1's influence, and its removal significantly destabilizes
the network by allowing risk to propagate more freely or severely elsewhere. Edges linking
Control Actions to Hazards are also prominent protective mechanisms: CA4 — H2, CA1 —
HS, CA7 — HS5, CA8 — HS5, and CA4 — HS5. The consistent positive impact of removing
these control action links underscores their fundamental role in restraining associated hazards
(H2, HS) and thereby mitigating systemic risk.

Case 3 demonstrates pronounced risk amplification through direct connections from Loss
nodes to the aggregate Risk node. L4 — R, L3 — R, and L5 — R are identified as the most
critical amplifiers. Their removal leads to the most significant reductions in systemic risk,
indicating that these direct loss outcomes are primary drivers of overall system vulnerability.
Another substantial amplifying pathway is L2 — R, reinforcing the pattern that direct
propagation from various loss categories to the overall risk assessment significantly elevates
systemic severity.

Conversely, a set of edges functions as crucial protective couplings, where their removal

increases systemic risk, signifying their role in containing or channeling risk in the baseline.
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The most prominent protective links are those connecting Control Actions to Hazard nodes:
CA7 —- H9,H9 — L1, CA6 — H9, CA9 — H9, CA10 — H9, and CA13 — H9.

The concentration of these control action links directed towards H9 (Release of harmful
refrigerants) indicates that the system heavily relies on various control mechanisms to manage
this specific hazard. Their consistent positive impact upon removal underscores their

fundamental role in restraining H9 and preventing broader risk escalation.

6.5 Discussion

A key contribution of BN lies in its ability to probabilistically capture how risks propagate
across multiple system layers. Traditional risk analysis often stops at identifying unsafe control
actions or hazards, but the hierarchical Bayesian Network allows dependencies to be
represented explicitly and quantified through inference. The addition of PSO ensures that these
probabilistic relationships are not arbitrarily assigned but are calibrated against both expert-
driven priors (STPA-derived) and a plausible systemic risk profile. This dual mechanism
strengthens the credibility of the resulting model and reduces reliance on subjective
parameterization. One of the recurring challenges in systemic modeling is achieving a balance
between transparency for decision-makers and quantitative robustness. STPA-BN-PSO
addresses this tension by producing both numerical rankings and intuitive visualizations (e.g.,
path-weighted networks).

The results obtained across the three distinct case studies compellingly demonstrate the
framework’s adaptive diagnostic power. In the sequential assembly context (Case 1), systemic
vulnerability was primarily centered around planning failures (CA12) and safety-critical
losses. Conversely, in the job-shop environment (Case 2), communication and digital
connectivity hazards (H6, H7) were identified as the primary drivers of risk. This reflects the
increased complexity of the Human-Machine Interface (HMI) in decentralized layouts, where
the reliability of information flow is the foundation of system resilience. Disassembly
operations (Case 3), in contrast, revealed a convergence of multiple high-impact environmental

(L6) and informational (L5) failures. These context-dependent shifts vividly illustrate the
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framework’s ability to reveal how systemic risk reorganizes under varying operational
conditions, providing a level of diagnostic detail that exceeds traditional linear methods.
From a managerial perspective, the STPA-BN-PSO framework offers several strategic
advantages for proactive risk management. First, the baseline quantification revealed that
nearly one-third of potential outcomes fall into unacceptable risk states, highlighting the
urgency of mitigation during wearable deployment. Second, the criticality and path-based
analyses provide a data-driven prioritization tool, allowing decision-makers to target the
specific control actions that exert the most leverage on the final risk state. Third, the multi-
layer sensitivity analyses serve as a "what-if" simulator. They empirically demonstrate that
targeted interventions, such as improving worker training reliability (CA6), can yield
disproportionate reductions in systemic risk. This alignment between model predictions and
the structural logic of the manufacturing system enhances confidence in the framework’s
actionable recommendations.

Despite its strengths, the STPA-BN-PSO framework has several identifiable limitations. Its
structural foundation is directly dependent on the initial STPA output; any omissions at that
foundational stage will inevitably propagate into the BN model. Furthermore, while the
optimization process successfully reduces subjectivity in parameter estimation, it relies on
assumed reference profiles to initialize the calibration. While the current study utilized these
synthetic scenarios to demonstrate framework robustness and stability, future empirical
validation utilizing diverse industrial datasets will be critical to confirm the framework’s
external validity across varied operational domains. The promising results point toward
multiple directions for future development. Integrating real-time sensor data from wearable
devices into BN priors could transform the framework into a semi-autonomous monitoring
system capable of adaptive risk assessment. Furthermore, coupling STPA-BN-PSO with multi-
criteria decision-making (MCDM) could further align risk mitigation with organizational and
sustainability priorities.

A direct quantitative comparison with conventional methods like Fault Tree Analysis or
manual Bayesian Networks was excluded due to their inability to model sociotechnical
feedback or predict how risk pathways reorganize during the design phase. Conventional tools

are fundamentally linear and reductionist, designed for mechanical systems that can be easily
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decomposed into independent, analyzable components. However, the wearable-enabled
environments central to Industry 5.0 are not decomposable in this manner; systemic risks
emerge from the complex interactions between humans, software, and physical devices rather
than isolated component failures. Furthermore, these traditional tools require historical failure
rates that are inherently unavailable in data-scarce early integration stages. In contrast, the
STPA-BN-PSO framework uniquely bridges qualitative control logic and probabilistic
quantification, capturing the non-linear interdependencies and emergent vulnerabilities that
standard linear frameworks are less suited to represent in such highly coupled systems.

When placed in the broader context of hybrid frameworks, STPA-BN-PSO complements
alternatives such as STPA-PSO and FRAM-PSO. As summarized in Table 6.7, each method
offers a unique contribution: STPA-BN-PSO provides path-based, probabilistic quantification
with path-sensitivity; STPA-PSO delivers an early-stage qualitative feedback loop; and
FRAM-PSO integrates sustainability criteria into risk optimization.

Taken together, these methods form a layered strategy for Industry 5.0: STPA-PSO for
qualitative hazard structuring, STPA-BN-PSO for proactive probabilistic quantification
during the design and early integration phases, and FRAM-PSO for managing variability
during continuous improvement. This toolkit allows practitioners to select the most appropriate
method based on computational effort and industrial suitability. Specifically, the STPA-BN—
PSO framework is uniquely suited for data-scarce environments at the design stage, where it
provides the path-level diagnostic power necessary to predict how risk propagation pathways
will reorganize before the system becomes operational. This fills a critical gap by allowing for
safety-guided design in high-reliability industries where probabilistic evidence and systemic

foresight are essential.
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Table 6.7 Hybrid risk management framework comparison

Feature /

Criterion

STPA-PSO

FRAM-PSO

STPA-BN-PSO

Focus

Identification and
prioritization of unsafe

control actions

Variability propagation
and sustainability-

driven mitigation

Probabilistic risk and path
reorganization across CA—

H-L-Risk layers

Limitations

Not capture
probabilistic
dependencies; High

reliance on expert

High dependence on
expert input for
variability parameters;

Subjectivity in defining

Dependent on foundational
STPA quality; Requires
reference targets for

calibration; Subjectivity in

Best application

input; Can be time- damping/amplifying . o
) severity weighting
consuming factors
Both design and

Early system design

improvement stages,

Design and early

integration phases

stage and safety validation especially when .
o (proactive assessment)
sustainability is central
Semi-automated Integration of Provides systemic, path-
Unique feedback loop for risk sustainability criteria | based quantification of risk
contribution prioritization and into systemic risk reorganization in data-
mitigation optimization scarce environments
Computational _ _
Moderate High Very high
effort
) ) Requires detailed Requires structured
Data Requires UCA lists, ) ) )
o o function mapping, reference risk profiles
acquisition probabilities, and o .
) _ SPCs, and variability (simulated or expert-
effort 1mpact ratings o )
distributions derived)
) Very high (function
High (hazard/UCAs . o . ,
Expert ' ] o definitions, variability | High (STPA priors + some
o identification, impact ) o
elicitation values, SPC impacts, CPT calibration)

weighting)

sustainability scoring)
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bias

driven ratings

sustainability pillars

Feature /
STPA-PSO FRAM-PSO STPA-BN-PSO
Criterion
Possible bias in Subjectivity in expert | Possible bias from assumed
Risk estimation o _
weighting and expert- scoring of SPCs and reference profiles and

assigned severity weights

Best situations

When early design or
integration stages
require systematic

hazard identification

When sustainability
trade-offs are central, or
when decision-makers

must balance

When historical failure
data is unavailable (early

design stage); suitable for

for use S environmental, safety-guided design and
and prioritization; best ] ) o
o economic, and social predicting path
for preliminary safety S o
. ) objectives in risk reorganization
engineering L
mitigation
Complex socio-
Manufacturing, High-reliability industries
technical sectors ) o .
recycling, logistics, or | where proactive, path-level
Industrial (aviation, healthcare, _ )
o . energy sectors under diagnostic power and
suitability rail, defense) where
) strong sustainability probabilistic evidence are
unsafe control actions
mandates essential
must be identified early
6.6 Conclusions

This study introduced the STPA-BN-PSO framework as a probabilistic approach for assessing
and managing systemic risks associated with the integration of smart wearables in complex
Industry 5.0 manufacturing environments. By leveraging STPA-derived causal structures and
calibrating probabilistic relationships through PSO, the methodology provides a robust and
interpretable tool for proactive risk quantification during the design phase, where historical
failure data is inherently scarce.
The application of the framework across three distinct manufacturing case studies yielded
several key findings:

¢ Quantitative risk profiling: The results demonstrate that systemic risk is profoundly

context-dependent. The Job-Shop environment (Case 2) exhibited the highest baseline
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unacceptable risk at 31.5%, while the sequential assembly line (Case 1) showed a lower
baseline of 28.0%. This highlights the increased vulnerability created by the complex
interdependencies and connectivity requirements of decentralized Industry 5.0 layouts.

e Adaptive diagnostic power: The framework successfully identified shifting risk
drivers across operational contexts. In sequential operations, risk is primarily driven by
planning quality (CA12), whereas in flexible job-shops, digital connectivity and
information flow (H4, H5) are the primary amplifiers of systemic vulnerability.

e Technical stability and rigor: The PSO calibration process proved to be statistically
stable across multiple independent runs. This confirms that the framework reliably
identifies consistent model parameters despite the high-dimensional uncertainty
inherent in sociotechnical systems.

e Prioritization of human safety: By utilizing a probabilistic weighted Risk node, the
framework successfully prioritized safety-critical outcomes over technical losses. This
ensures that the resulting risk assessments are aligned with the human-centric
philosophy of Industry 5.0.

While STPA-BN-PSO advances systemic risk modeling, limitations include the current
reliance on synthetic reference profiles for initial calibration and the structural dependence on
the initial STPA output. Future research should prioritize extending the framework to integrate
real-time sensor data from wearables into the BN priors, move toward semi-autonomous
decision-support, and explore hybrid approaches that incorporate multi-criteria decision-
making for broader organizational priorities.

In summary, this research establishes the STPA-BN-PSO approach as a powerful and
interpretable tool that uniquely equips organizations to anticipate, prioritize, and mitigate the
complex systemic vulnerabilities inherent in wearable-enabled manufacturing. Positioned
strategically alongside design-oriented tools like STPA-PSO and sustainability-focused
methods like FRAM-PSO, STPA-BN-PSO fills a critical operational gap in a comprehensive,

layered risk-management stack tailored for the evolving landscape of Industry 5.0.






CONCLUSION

The objective of this thesis was to develop hybrid intelligent methods capable of addressing
the systemic risks introduced by integrating multiple smart wearables—notably smart glasses
and smart gloves—into modern manufacturing systems. While wearable technologies hold
promise for enhancing worker guidance, ergonomics, and system monitoring, their adoption
has also revealed new pathways of risk that are difficult to capture using traditional safety and
reliability methods. This research has demonstrated that advancing beyond conventional
approaches requires frameworks that integrate qualitative systemic modeling with quantitative
optimization, enabling the assessment, prioritization, and mitigation of risks in socio-technical
environments.

The literature review confirmed that classical methods, such as FMEA and FTA, remain
valuable but are constrained by linear cause—and—effect reasoning, and the need to break down
systems, which is not possible with complex systems. Systemic approaches such as STAMP—
STPA, and FRAM capture feedback loops, variability, and emergent properties, but remain
predominantly qualitative and provide limited support for quantitative decision-making.
Similarly, Bayesian Networks offer a probabilistic framework but face challenges of
parameterization and calibration in real-world contexts. This persistent gap between qualitative
systemic insight and quantitative rigor formed the central problem addressed in this thesis.

To bridge this gap, three hybrid frameworks were proposed and validated across case studies
in sequential assembly, job-shop assembly, and disassembly. Each method offers distinct
strengths and is best suited to different phases of system development and risk management.
The STPA-PSO framework proved most effective during early system design and safety
validation, when unsafe control actions must be systematically identified and prioritized before
wearables are widely deployed. By combining STPA’s structured identification of hazards
with PSO’s optimization capacity, the framework created a semi-automated feedback loop for
risk prioritization and mitigation. Its strength lies in its clarity and direct applicability for
preliminary safety engineering, particularly in complex socio-technical sectors such as
aviation, healthcare, or defense. However, because the method relies on expert judgment for

hazard identification and impact weighting, the results may vary depending on the expertise
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and context of contributors. Moreover, while the framework effectively leverages qualitative
insights, its current formulation limits the explicit modeling of probabilistic dependencies
without further integration of quantitative expert elicitation techniques, such as those discussed
by O'Hagan et al. (2006), to derive subjective probabilities.

The FRAM—PSO framework was most valuable in contexts where variability propagation and
sustainability trade-offs are central. It demonstrated how timing, precision, and performance
variability across functions can amplify or dampen risks when multiple wearables interact,
while simultaneously enabling mitigation strategies to be evaluated against social, economic,
and environmental dimensions. This integration of sustainability into systemic risk analysis
represents a novel contribution. FRAM—PSO is particularly well-suited to design and
improvement stages in manufacturing, recycling, logistics, and energy sectors, especially
under strong sustainability mandates. Yet, its application requires extensive expert elicitation
to define functions, variability distributions, and sustainability scoring, which makes it
demanding in terms of data and human resources.

The STPA-BN-PSO framework was best suited to the operational phase, when structured data
or simulated evidence is available to support calibration. By optimizing conditional probability
tables through PSO, STPA-BN-PSO enabled systemic and path-based risk quantification,
probabilistic propagation across control actions, hazards, and losses, and powerful sensitivity
analyses. It was particularly effective in high-reliability industries such as aerospace, nuclear,
and chemical plants, where probabilistic calibration and evidence updating are essential.
However, its reliance on priors and deterministic assumptions for risk nodes, and its very high
computational and data acquisition effort, make it resource-intensive.

These findings yield three conclusions. First, the integration of multiple wearables creates
systemic couplings that reshape the risk landscape in ways that demand hybrid systemic—
quantitative analysis. Second, the three proposed frameworks are not alternatives but
complements: STPA-PSO provides structure and early safety validation, FRAM-PSO
captures variability and sustainability trade-offs, and STPA-BN—-PSO delivers probabilistic
depth and sensitivity analysis once data is available. Third, by embedding sustainability
principles into systemic modeling, this research demonstrated that risk management can move

beyond compliance toward alignment with broader industrial and societal objectives.
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Overall, this thesis advances the state of systemic risk assessment by showing how risk models
can be hybridized with metaheuristic optimization to bridge the gap between qualitative
insights and quantitative rigor. It contributes theoretically by extending STPA, FRAM, and BN
into hybrid intelligent frameworks; methodologically by validating them across assembly and
disassembly case studies with multiple wearables; and practically by providing tools that can
achieve measurable reductions in systemic risk while supporting sustainable technology
adoption. More broadly, this work reaffirms the vision of Industry 5.0, where humans and
advanced technologies collaborate rather than compete. By equipping researchers and
decision-makers with rigorous methods to assess and manage the risks of human—machine
collaboration, this thesis contributes to the safe, reliable, and sustainable integration of

wearable technologies in the factories of the future.






RECOMMENDATIONS

The limitations of this dissertation point to several important directions for future research and

practical application.

1.

One important limitation was the reliance on simulated case studies. Next step,
therefore, is the validation of the proposed methodologies with real-world data from
industrial partners or an infrastructure like CEOSNet. Such validation would not only
strengthen the credibility of the models but also shed light on the practical challenges
of implementation in dynamic manufacturing environments.

Another priority lies in the improvement of expert elicitation and tailored weighting
techniques. Building on the existing structured approach, future work could benefit
from adopting formalized elicitation protocols that are already well-established and
employed in various fields for quantifying expert judgment, to further strengthen the
consistency and transparency of probability estimates and impact ratings in systemic
risk assessment. Such practices may promote greater consistency in model calibration,
as they establish clear guidelines for the integration and weighting of expert judgments.
The scope of application also remains restricted. This dissertation focused on sequential
assembly, job-shop assembly, and disassembly processes, yet the proposed frameworks
may hold broader relevance. Future studies should test them across diverse industries,
task complexities, and combinations of wearable technologies. Moreover, ergonomic
and usability aspects were not addressed in depth. Integrating ergonomic evaluation
with systemic risk assessment would allow for a more holistic understanding of how
wearables influence both system performance and worker well-being.

A further avenue for research is to move beyond short-term impacts. Current analyses
focused primarily on immediate performance and safety outcomes; however, there is
increasing regulatory and societal interest in long-term value creation. Future studies
should therefore adopt extended time horizons and include long-term key performance
indicators that capture sustainable impacts on productivity, safety, and worker health.

Finally, future work should explore alternative optimization algorithms and further

validation of computational strategies. Comparing PSO with other metaheuristics or
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hybrid learning approaches would help identify the most effective methods for
calibrating systemic models under uncertainty. Such comparisons would also clarify
the trade-offs between computational efficiency, accuracy, and interpretability.
By addressing these research directions, the frameworks developed in this dissertation can be
further refined and adapted to meet the evolving needs of Industry 5.0. This, in turn, will ensure
that wearable integration in manufacturing advances not only safety and efficiency but also

sustainability and human-centered innovation.



ANNEX I

LIST OF PUBLICATIONS RELATED TO THE THESIS

Peer-reviewed journal papers

Karevan, A. & Nadeau, S., 2026. Integrating smart glasses and smart gloves in hybrid
assembly: an STPA-based risk management framework. Robotics and Computer-
Integrated Manufacturing. 100, 103253.

https://doi.org/10.1016/].rcim.2026.103253

Karevan, A. & Nadeau, S., 2025. FRAM-PSO: Sustainability-driven framework for
complex systems risk mitigation. Computers & Industrial Engineering. 210, 111560.
https://doi.org/10.1016/.cie.2025.111560

Karevan, A. & Nadeau, S., 2024. A comprehensive STPA-PSO framework for
quantifying smart glasses risks in manufacturing. Heliyon, 10, 9, e30162.

https://doi.org/10.1016/j.heliyon.2024.e30162

Karevan, A. & Nadeau, S., Submitted. STPA-BN-PSO: a hybrid probabilistic
framework for managing systemic risks in human-centric wearables-enabled

manufacturing. Computers & Industrial Engineering. (Submitted on 02/022026).



232

1-

Peer-reviewed conference papers

Karevan, A. & Nadeau, S., 2024. Fostering Al-human collaboration in Industry 5.0
manufacturing. Proceedings of the 22nd Congress of the International Ergonomics
Association, Volume 2. IEA 2024. Springer Series in Design and Innovation, vol 40.

Springer. https://doi.org/10.1007/978-981-96-8908-8 69

Karevan, A. & Nadeau, S., 2024. FRAM effectiveness in the era of Industry 4.0: A dual
perspective review. [ISE  Annual Conference. Proceedings, 1-6. Canada.

https://doi.org/10.21872/20241ISE_6792

Karevan, A. & Nadeau, S., 2023. The role of Industry 5.0 in reducing the risk of human
error in manufacturing- a critical literature review. CIGI-QUALITA MOSIM 2023, 1-8.
Canada. https://doi.org/10.60662/00al1-5g45




233

Vulgarization activities

Karevan, A. & Nadeau, S. 2025, Making manufacturing smarter, safer and more

sustainable, Substance article ETS, [Link]

Karevan, A. 2025, PSO-STPA model: case study of an Industry 4.0 plant using smart

glasses, 30 minutes online presentation, /[EA Resilience Engineering Committee, [Link]

Karevan, A. 2025, Risks of using smart glasses in an Industry 5.0 plant, 3-minute
presentation, CAEC (Congrés Annuel des Etudiants Chercheurs) ETS

Karevan, A. 2025, Empowering humans, not replacing them, 3-minute presentation,

3Minutes Thesis ETS

Karevan, A. 2024, Wearable risks in manufacturing, 10-minute presentation, CAEC

(Congreés Annuel des Etudiants Chercheurs) ETS






ANNEX II

CONFERENCE PRESENTATION - CIGI QUALITA MOSIM 2023
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Abstract

With technological advances in the modern workplace, no illustration would be complete
without mentioning those related to IoTs and especially wearable devices. Industry 5.0 is
expected to enhance the relationship between machines and humans as part of the fifth
industrial revolution by making it easier for humans to use intelligent machines. Operators can
use loTs to reduce human errors; however, the use of this technology can also add new risks
to the production system. Human reliability analysis must therefore be used to attempt to
estimate the extent to which human error contributes to both qualitative and quantitative risks.
In this study, a critical review of the existing literature is presented based on PRISMA. Based
on the inclusion and exclusion criteria, 22 articles were considered relevant for review. Several
keyword combinations in English were used, including human error, Industry 5.0, IoT,
wearables, complex systems, and manufacturing. Scopus and Web of Science were used to
find such keywords from 2013 to 2023. The results demonstrate the need for a reliable and
comprehensive model to assess the human error risks related to using IoTs in manufacturing.

A basis for future research will be provided by the results of this study.

Keywords: Critical review, Human error, Industry 5.0, Complex systems, Risk analysis
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1 Introduction

Over the past decade or so, manufacturing companies have been getting more aware of the
great benefits provided by Industry 4.0 (I4.0) and data science, and armed with that knowledge,
they have moved toward this industry (Angelopoulou et al., 2020). Modern manufacturing
methods increasingly involve fewer human interventions, thanks to the use of new technologies
such as wireless sensor networks, big data, embedded systems, and cloud computing
(Angelopoulou et al., 2020; Jasiulewicz-Kaczmarek & Gola, 2019). One of the main
motivations underlying the use of digital technologies is the time and cost reductions they bring
(Stahn et al., 2022).

However, there is little emphasis on human performance, despite the German definition of
Industry 4.0, which places humans at the center. Industry 4.0 systems are complex, and
neglecting the human element could have adverse effects on their performance (Angelopoulou
et al., 2020). Furthermore, from an economic perspective, some modern equipment could be
expensive (Reiman et al., 2021). Even though mass production is the main aim and focus of
Industry 4.0, it does not appear to be environmentally friendly. Also, it is not human-centered.
Consequently, because of its technology-driven nature, Industry 4.0 has led to some concerns
regarding job losses due to the integration of digital, smart, connected, and autonomous
technologies (Demir & Cicibag, 2019). The increased complexity of manufacturing and the
increased demand for human operators' skills are expected to result from this mass
customization (Torres et al., 2021b).

All these issues led to the introduction of Industry 5.0 (I5.0) less than a decade after Industry
4.0 came to be. The former aims to help factories return to maximum productivity and to make
effective use of modern technology (Nahavandi, 2019). There is now a need not just for
intelligent machines, but also for humans to be able to use the underlying technologies (Reiman
et al., 2021).

A key component of Industry 5.0 is the idea that humans can combine their innovation and
knowledge with the productivity of machines and equipment as well as their speed of
execution, such as collaborative robots, to achieve the most efficient results. Using robots,

humans can perform their most valuable tasks and responsibilities more efficiently while
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improving safety, productivity, and performance (Gaiardelli et al., 2021). By combining
human intelligence and creativity with intelligent, precise, efficient machines, the fifth
industrial revolution focuses on bringing humans back into production (Sharma et al., 2020).
The Internet of Things (IoT) could be considered one of the main foundations of these
technologies. IoT can collect data from the environment and communicate with other objects.
It can thus be used in numerous industries, based on the specifications of the latter (Naeini &
Nadeau, 2022b). Sensors connected to outputs, inputs, components, materials, or tools in
manufacturing are known as the Internet of Things (Riso, 2021). IoT enables digital devices
equipped with sensors to connect and transmit, store, and process data seamlessly in real-time
(Riso, 2021). By integrating loT with factory processes, manufacturers can reduce human
decision-making and create ‘smart factories’ with highly connected and digitalized factories
(Riso, 2021).

Electronic monitoring systems and wearable computing devices are also part of the [oT. These
devices are used for a variety of purposes, including monitoring work processes and employee
performance, which ultimately guides management decisions (Riso, 2021). Applications
installed on mobile operating systems (OS) can be used on wearable devices to provide
additional functionality beyond health and fashion (Kim & Choi, 2021). It is near-impossible
to find an illustration symbolizing current changes in the workplace today that does not include
wearable technology, such as data glasses or smartwatches (Krzywdzinski et al., 2022), among
others.

Although robots can reduce human errors, they cannot eliminate them completely. In fact, they
may add new threats to the system, such as the inability of workers to make optimal use of
machinery (Reiman et al., 2021). It is expected that Industry 5.0 will refine the relationship
between machines and humans as part of the fifth industrial revolution. The precision of
technology and human creativity and intelligence are more closely combined in this revolution
than they are separate entities (Raya, 2022).

Human reliability, on the other hand, is strongly correlated with manufacturing costs, safety,
and performance (Aalipour et al., 2016). Human error can lead to wrong actions and decisions

and increase production costs (Mannan, 2013; Singh & Kumar, 2015). An interesting fact is
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that between 50% and 90% of incidents reported in the industry relate to human errors
(Castiglia & Giardina, 2013).

Qualitative and quantitative methods are used in human reliability analysis to determine the
extent of human contribution to risks (Bell & Holroyd, 2009). It has been possible to estimate
the probability of human error using numerous methodologies (Kirwan, 1992; Torres et al.,
2021a). Despite this, little research has been conducted on the risks associated with IoT use in
complex systems (Naeini & Nadeau, 2022b).

The main aim of this paper is to conduct a critical literature review to analyze the literature on
the risk of using [oTs in the manufacturing process, and to find the gap for future studies.
This paper is organized as follows: Section 2 describes the methodology of the literature
review. Section 3 presents the results, while the discussion is conducted in Section 4. Finally,

the conclusion is given in Section 5.

2 Methodology

Literature searches were conducted using Scopus and the Web of Science (WOS). There are
more than a thousand titles and journals in these two databases, making them among the most
popular search engines among researchers. These databases also index a wide range of sources,
including scholarly articles, books, conference papers, and other published works.
Furthermore, they provide access to a variety of citation metrics, making it easier to evaluate
the impact of a particular research paper (Zorzenon et al., 2022).

In this study, the PRISMA, Preferred Recording Items for Systematic Reviews and Meta-
Analyses, 2020 statement was used to conduct a systematic review of the literature (Page et
al., 2021).

As can be seen in Table 1, different categories were used to achieve the most effective results.
Each keyword, if it has any abbreviations, was applied for the research term. For example, we

used both “OHS” and “Occupational Health and Safety”.



Table-All-1 Keywords

Human error Manufacturing Risk Industry 5.0
Human reliability Industry Risk analysis Industry 4.0
OHS Assembly Risk management IoT
Disassembly Wearable
Production Glass
Complex systems Glove

The literature analysis was conducted using the search string presented in Table 2, which was

used to search through the mentioned databases from January 2013 until March 2023.

Table-All-2 Definition of the search strings

Significant
Search term
term

[“human error” OR “human reliability” OR “Occupational Health and

Safety” OR “OHS”]

Human error

AND
_ [“manufacturing” OR “complex system” OR “industry” OR
Manufacturing ‘ _
“production” OR “assembly” OR “disassembly”].
AND
Risk [“Risk” OR “risk analysis” OR “risk management™]
AND
[“Industry 5.0” OR “I5.0” OR “Industry 40” OR “I4.0” OR “wearable”
Industry 5.0

OR “glass” OR “glove” OR” [oT” OR “Internet of Thing”]

In this review, we only focus on English-written documents. Also, the search period is from
January 2013 until March 2023. Figure 1 shows the PRISMA flowchart. The exclusion criteria

are presented in Table 3.
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Table-All-3 Exclusion criteria

Criteria Description

Language If the language of the document was other than English

Source type | If the document was not a journal paper, conference paper, or review paper

Availability | If the document was not available to read

Eligibility | If the document was not related to this study

For the eligibility criteria, different situations may be considered as shown in Table 4. This

table outlines the various factors that must be taken into consideration when determining

eligibility.
Table-All-4 Eligibility criteria
Scope e Manufacturing
e Assembly/disassembly
e Industrial plants
Risk type e Human error
e Industrial equipment failure
Other e Using loTs or wearables
3 Results

3.1 Initial results of the literature search

Searching keywords in the databases yielded 95 documents in Scopus and 37 in WOS. A
spreadsheet was used to exclude 23 duplicate papers. Out of 109 remaining documents, 8 of

them were not in English, and 9 of them were not available for download.
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Figure-All-1 PRISMA flowchart for this study

A first screening of the 92 documents revealed that 59 were unrelated to this study based on
their title and keywords. After reading their full texts, 11 papers were also excluded. The
remaining 22 papers went through a full-text analysis to extract relevant data. Descriptive
statistics were used to analyze the data and results were reported.

The following facts are taken from the papers included in this review. As shown in Figure 2,
the most common type of documents are journal articles and review papers, which compose

68% of all documents. Conference papers make up approximately one-third of the documents.
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Review
Paper

Journal
Paper
54%

Figure-All-2 Document type

Table 5 lists the journals and the number of papers that they published and linked to this study.
Except for “Computers and Industrial Engineering”, “Robotics and Computer-Integrated
Manufacturing”, and “Safety Science”, which each had two articles in this review, other
journals had one paper in this review. Additionally, Figure 3 shows that more than two-thirds
of the papers were published in “Elsevier” and “Springer”. This indicates that "Elsevier" and

"Springer" are the leading publishers in this field.
Table-All-5 Journal title

Journal Title Frequency
Computers and Industrial Engineering 2
Robotics and Computer-Integrated Manufacturing 2
Safety Science 2
Advanced Intelligent Systems 1
Process Safety and Environmental Protection 1
CIRP Journal of Manufacturing Science and Technology 1
Complexity 1
Heliyon 1
International Journal of Environmental Research and Public Health 1
Safety 1
Smart and Sustainable Manufacturing Systems 1
SN Applied Sciences 1




Springer
MDPI

AMER SOC TESTING
MATERIALS

Hindawi Limited
Institute of Electrical and
Electronics Engineers Inc.

SCITEPRESS

WILEY

243

11
E

[§9]

.

Figure-AlI-3 Publishers
Figure 4 also provides a detailed overview of the publications used in the study, in order of
their year of publication. There is no doubt that the trendline from 2018 is upward. This

indicates a positive outlook for the future.

10

2017 2018 2019 2020 2021 2022 2023 2024

Figure-All-4 Papers published each year

Our keyword network analysis was performed using VOSviewer software, as shown in Figure
5. As shown by the nodes and their sizes, each word was cited a proportionate number of times.
If the words appear in the same article, the nodes are connected. Increasing co-citations
intensified the connection between two nodes. By analyzing the included papers, 293 keywords
were found. In order to qualify as a co-citation, each word had to be mentioned at least two
times, which made 52 keywords. It is demonstrated that, OHS, Industry 4.0, accident

prevention, and industrial hygiene are the most used keywords in these references.
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Figure-AlI-5 Bibliometric analysis of the keywords with VOSviewer program
Figure 6 shows the geographic distribution of the articles included in the study. Overall, the
study includes 22 articles from 12 countries. A majority of publications were published in
Canada (n = 5), followed by Brazil, Italy (n = 3), Portugal, and the United States (n = 2). There

is one article from each of the following countries: Algeria, Belgium, France, Poland, Slovakia,

Spain, and Turkey.

Figure-All-6 Geographical distribution
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3.2 Depth results of the included documents

In this section, the included papers were analyzed by their main objectives presented in Table

6.

Table-All-6 Main objectives of the included papers

Reference

Main objectives

(Arana-Landin,
Laskurain-Iturbe,
Iturrate, & Landeta-
Manzano, 2023)

An examination of the impact of Industry 4.0 technologies on OHS

risks, with particular focus on new emerging risks.

(Mofidi Naeini &
Nadeau, 2023)

To analyze OHS and operational risk related to Industry 4.0
assembly, integrate FRAM and STPA by using two case studies in

order to support their model.

(Zarei, Khan, &
Abbassi, 2023)

Human factors analysis can be enhanced by integrating artificial
intelligence and expert systems. This review mainly examined the
application of machine learning and deep learning techniques as
well as knowledge/data-driven modeling to Human factors
analysis. A number of myths, misapplications, and critical concerns

were highlighted in this work.

An image processing and analysis system for machine inspection

and conformity control of machined parts is proposed in this paper

(El Helou et al.,
using smart vision technologies embedded in industrial robots. An
2022) agile and customized configuration is enabled by the solution's
modular user interface for human—machine interactions.
Emphasize the importance of integrating the spatial dimension into
;IZZ;“ & Reda, the monitoring of individual and continuous occupational risk

exposure.

(Teixeira, Ferreira,

& Gongalves, 2022)

A smart sole solution that collects workers' postural data and alerts

them, when necessary, ultimately supporting their wellbeing
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Reference

Main objectives

(Mofidi Naeini &
Nadeau, 2022c¢)

Analyzing the risks associated with introducing a data glove to an

assembly system and reducing them through STPA.

(Zorzenon et al.,

2022)

This study examined the impact of Industry 4.0 technologies on
occupational safety and health; it also examined the impact of
Industry 4.0 technologies on safety and health management systems
in a company, as well as identifying potential risks associated with

them.

(Patel, Chesmore,
Legner, & Pandey,
2022)

In order to address OHS and productivity, they intend to provide a
comprehensive analysis of commercial wearables and connected
worker solutions. As well as to include technologies that already

exist or can be used in a variety of work environments.

(Mofidi Naeini &
Nadeau, 2022a)

Applying FRAM to analyze the OHS and operational risks of using
data gloves in assembly with two different case studies to support

the model.

(Gualtieri, Rauch, &
Vidoni, 2022)

As part of this work, guidelines for developing safe human-robot
collaborative assemblies are developed, focusing specifically on the
system's features. In this work, a set of structured guidelines is
presented to simplify the design process for the features defining a
CAS from the perspective of preventing mechanical hazards. The
digital twin model and laboratory case study are used to validate

these results.

(D1 Pasquale, De
Simone, Radano, &

Miranda, 2022)

Discuss how wearable devices can be used to monitor worker
safety and health by focusing on physiological and movement
variables or signals and how those relate to workers' conditions

such as fatigue or stress.

(Bavaresco, Arruda,
Rocha, Barbosa, &
Li, 2021)

The study outlines the impact of IoT on occupational well-being for

the period 2009 to 2019.
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Reference

Main objectives

(Silva, Coelho, &
Delabrida, 2021)

Several promising solutions are presented to support human
activities in confined spaces in this work, which examines
technologies used in the industry. The purpose of this project is to
analyze and develop augmented reality devices for these

environments under these perspectives.

(Paulikové, Gyurak
Babel'ova, &
Ubérova, 2021)

In addition to identifying positive effects, the research was aimed at
identifying negative effects in human—cobot interactions (HCI)
while meeting the requirements for health and safety at work as
well as ensuring the production process meets quality standards.
We conducted this research to determine which negative effects
may be caused by HCI, and then propose preventive and corrective

measures based on this identification.

(Lolli et al., 2021)

Through the use of a multi-criteria approach, occupational risk is
assessed. It is indeed possible to assess the dynamic, individual,
and integrated risk that a worker is subjected to over time by using
a TOPSIS approach after pre-processing the time series using a

segmentation algorithm.

(Adem, Cakit, &
Dagdeviren, 2020)

In this study, they are investigating three objectives: investigating
OHS risks that may arise with Industry 4.0 integration in
production environments; identifying and categorizing these risks;

and prioritizing them.

(Polak-Sopinska,
Wisniewski,
Walaszezyk,
Maczewska, &

Sopinski, 2020)

List some recommendations regarding the integration of OHS into

manufacturing in the context of Industry 4.0 and its effects.

(Barata & da Cunha,
2019)

Provide a comprehensive solution for their adoption in OHS
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Reference Main objectives

Human-Machine Interactions and Human-Robot Interactions are
examples of complex systems that are linked to emerging risk
(Brocal et al., 2019) | management. The objective of this paper is to propose an
organizational and human performance approach to improve risk

management associated with such complex systems.

For an assessment of the abruptly changing hazards introduced by

_ Industry 4.0, this paper proposes a new paradigm and safety
(Adriaensen et al.,

2019) method based on complexity thinking and theories derived from

complex adaptive systems. In spite of this, this review demonstrates

that no single solution-fits-all approach exists.

In this article, the authors aim to provoke reflection regarding OHS
integration into Industry 4.0 by raising related questions. They

(Badri et al., 2018) ‘ N _ ‘ ‘
discuss the challenges and opportunities of integrating OHS into

Industry 4.0 and how this can create new risks and opportunities.

Based on the table above, most papers aimed to investigate the use of IoTs on OHS.
Occupational health and safety risks can be reduced through Industry 4.0 applications such as
the Internet of Things, Robotics, and Virtual and Augmented Reality (Arana-Landin et al.,
2023). However, just 13% of the papers analyzed the risk of using IoTs in manufacturing.

As shown in Table 7, we intend to extract information from the literature and to accomplish
the study's primary objective. The three parameters that were investigated involved the type of
IoT being used, quantitative or qualitative methods of assessing risk, and approaches for
analyzing risk. By examining these parameters, we were able to gain a better understanding of
the risks associated with IoT technology and the potential solutions that can be implemented

to mitigate those risks.
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Table-All-7 Included paper’s specifications

Qualitative Risk analysis
Reference IoT used
/Quantitative method
A system that
measures
occupational health
(Hayat & Reda, 2022) risk exposure to N/A
follow digital
workplace
transformation
(Mofidi Naeini & Nadeau,
Data glove FRAM/STPA
2023)
(Bavaresco et al., 2021) Various N/A
(Barata & da Cunha, 2019) Structured sensors N/A
(Teixeira et al., 2022) Smart soles N/A
(Arana-Landin et al., 2023) N/A N/A
ualitative
(Mofidi Naeini & Nadeau, Q
Data glove STPA
2022c)
Comparaison of
(Adriaensen et al., 2019) N/A
different methods
(Silva et al., 2021) AR glasses N/A
(Zorzenon et al., 2022) N/A N/A
(Badri et al., 2018) N/A N/A
(Zarei et al., 2023) Data-driven models N/A
(Patel et al., 2022) Various N/A
(Mofidi Naeini & Nadeau,
Data glove FRAM
2022a)
(D1 Pasquale et al., 2022) Various N/A
(Brocal et al., 2019) N/A N/A
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Qualitative Risk analysis
Reference IoT used
/Quantitative method
Smart vision system
(El Helou et al., 2022) embedded in N/A
) ) Qualitative
industrial robot
(Polak-Sopinska et al., 2020) N/A N/A
(Paulikova et al., 2021) Cobots N/A
(Gualtieri et al., 2022) Digital twin N/A
(Lolli et al., 2021) N/A Quantitative Fuzyy TOPSIS
Hesitant Fuzzy
(Adem et al., 2020) N/A
AHP

Additionally, we were able to gain insights into the current state of the industry and identify
potential areas for further study.

According to the above table, only 18% of the papers analyzed the risk quantitively, and the
rest were qualitative. From another perspective, just three of them (13%) analyzed the risk of
using wearables (I0Ts) with a risk management method (FRAM and STPA); however, they

are qualitative approaches.

4 Discussion

By combining human intelligence and creativity with intelligent, precise, efficient machines,
the fifth industrial revolution focuses on bringing humans back into production (Sharma et al.,
2020). A key element of Industry 5.0 is human-machine collaboration (Raya, 2022). By
assigning repetitious tasks to these new technologies, Industry 5.0 can improve production
quality by empowering humans to think critically and creatively (Maddikunta et al., 2022).
Using fully digitalized tools and a set of fully computerized tools, humans will be able to create
a unique product in manufacturing with minimal efficiency and input from humans (Javaid &

Haleem, 2020).
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This revolution helps industries to be more sustainable. In such a way, besides achieving
economic objectives, this concept aims to ensure that human (worker) remains at the center of
the production process; and is Environment-friendly because it uses renewable energy and
wastes less (Javaid & Haleem, 2020; Xu et al., 2021).

By linking manufacturing resources with the [oT, the entire production process can be
monitored and optimized. Wearables will enhance and expand the potential of IoT in the
industrial environment (Hao & Helo, 2017). The goal of wearable technology in the workplace
is to provide employees with situation-specific information, thus enabling them to maximize
their performance, while also collecting and feeding data to the company’s IT systems.
Wearables function as interfaces that provide employees with relevant information and enable
them to use both hands (Krzywdzinski et al., 2022). The IoT is characterized by wearable
technologies, which have been shown to enhance employee productivity by 8.5 % and improve
life as well as job satisfaction by 3.5 % (Hao & Helo, 2017; Nadeau et al., 2021).

It is critical to design a workplace based on the physical and cognitive needs of workers, with
a suitable balance between humans and machines (Alogla & Alruqi, 2021). Even so, human
errors will continue to be a part of the industry. Humans are susceptible to cognitive and
operational errors caused by long-term stress, for example. The consequences of human error
in emergencies can include death, injury, disruption, and psychological effects; there can be
environmental consequences as well (Abbassinia et al., 2020). The proportion of worker errors
can be reduced by designing prevention systems (Alogla & Alruqi, 2021).

Several factors can lead to human error, including inadequate operator qualifications,
inaccuracy of the operator during work, inattention, and misunderstanding of instructions
(Stojiljkovic et al., 2018). Human errors can be reduced by these new technologies, but they
are not necessarily eliminated entirely. Indeed, they might have the opposite effect, leading
workers to make inefficient use of machinery (Reiman et al., 2021). Thus, it is essential to
analyze the risk of using these IoTs in the process (Naeini & Nadeau, 2022a). Also, the
usability of FRAM and STPA was demonstrated in this type of problem (Naeini & Nadeau,
2022a, 2022c, 2023).

After analyzing the literature presented in section 3, it was concluded that unless there is a

significant increase in papers that discuss the use of IoTs in manufacturing and complex
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systems, few studies have explored the risks associated with the use of these technologies.
Furthermore, no quantitative study has been found that analyzes these risks.

The results of this work provide a basis for researchers to analyze this gap and assess the human
error risks associated with the use of IoT in complex systems.

The following limitations were demonstrated in this study:

e Language: All publications used in this study are in English. This means that any
studies published in other languages were not considered, which could lead to an
incomplete or inaccurate representation of the research subject.

e Database: Only Scopus and Web of Science databases were used in this study.
Moreover, citations from these databases were carefully analyzed to gain deeper
insights into the study's findings.

e Period: Results from 2013-2023 were analyzed. The analysis revealed a clear trend in

the findings over the ten years, allowing for a deeper understanding of the data.

5 Conclusions

By making intelligent machines easier to use, Industry 5.0 will facilitate man-machine
communication. loTs and particularly wearable technologies have become such an integral
part of the modern workplace that creating an illustration without them today would be
impossible. Although IoTs can facilitate production processes and have many benefits, they
can also pose several risks to workers. This study reviews the current literature in that regard.
As part of the review, we aim to analyze the literature to identify gaps in assessing the risks
associated with the use of [oTs, such as wearables, in complex systems such as manufacturing.
Based on the PRISMA statement method, and by defining exclusion criteria, 22 papers were
included for further analysis.

This study shows that during the past five years, [oT use has increased in the manufacturing
sector. Also, some studies have analyzed the impact of evolving technologies on OHS.
However, very few studies have focused on the human error risk of using these technologies

in manufacturing. Interestingly no study quantifies these risks. Therefore, it is crucial to
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examine the risks of including these technologies in complex systems, and more studies should

be done in this area.
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Abstract

The advent of Industry 4.0 has ushered in a new era of greater system sophistication, which
goes beyond the capabilities of traditional risk analysis methods. In response, researchers have
turned to systemic methods that are more suitable. The Functional Resonance Analysis Method
(FRAM), along with other systemic methods, stands out for its ability to analyze accidents,
regular performance, and risks by considering the entire system as the unit of analysis. FRAM's
unique focus on understanding how everyday variability combines to produce unexpected
results distinguishes it from conventional methods as well as its focus on what went wrong and
analysis capacity of what went right. In this regard, there are two opposing perspectives
regarding FRAM's applicability to Industry 4.0. While the first focuses on the advantages of
this method, the second argues that FRAM may not align well with industry 4.0 systems. This
study delves into the performance of FRAM within the context of Industry 4.0, including its
ability to address human error. This investigation examines the application of FRAM in the
dynamic landscape of Industry 4.0, leveraging a comprehensive literature analysis to provide
an in-depth understanding of the method's strengths and limitations in contemporary industrial
systems. Drawing on evidence from successful documented applications, this study argues that

FRAM can be effectively utilized in complex systems employing Industry 4.0 applications,
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countering claims of misalignment and emphasizing FRAM's applicability for Industry 4.0
contexts.
Keywords: Functional Resonance Analysis Method (FRAM), Industry 4.0, Risk management,

Systemic methods

1 Introduction

Various perspectives exist regarding human error, encompassing the mechanistic, individual,
interactionist and systems perspectives [1]. Systemic methods are distinct from human error
methods as they focus on analyzing accidents and normal performance by considering the
entire system as the unit of analysis, rather than solely focusing on human behavior. These
methods, such as AcciMap, STAMP (System Theoretic Accident Model and Process), CWA
(Cognitive work analysis), EAST (Event Analysis of Systemic Teamwork), Net-HARMS
(Networked Hazard Analysis and Risk Management System), and FRAM, take into account
the complexity of sociotechnical systems and help identify conditions or components that
contribute to both failures and normal performance [1, 2]. As part of systems thinking, one
emphasizes interactions and relationships, considers multiple perspectives, and recognizes
patterns of cause and effect by looking at the world through the lens of systems. A system is
the primary unit of analysis in systems thinking, and individual components can only be
understood within the context of the system as a whole. In other words, accidents and failures
cannot be attributed exclusively to one component's actions (e.g., human error). Instead, the
focus is on examining how interactions between components within the system led to the
failure; thus, the system as a whole is considered responsible [1].

In 2004, Erik Hollnagel introduced FRAM [3]. In the years since then, the method has
continuously been used to analyze and assess complex social-technical systems for risks [4, 5].
Patriarca et al. [5] reported that FRAM is used primarily in the aviation industry, healthcare,
and industrial processes, which include more than 51% of all FRAM papers. Among others,
FRAM has been successfully applied as a retrospective and prospective method by resilience
engineering [6, 7]. FRAM can provide safety assurance and an understanding of how the

system can maintain safety in dynamic operational environments [8]. In many industries, such
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as maritime accidents [9], offshore drilling [ 10], coal mine accidents [11], software engineering
[12], and healthcare [13], FRAM is being implemented. Typically, FRAM is used in high-risk
environments, but it has also been used in other industries like manufacturing [14]. FRAM
focuses on understanding how everyday variability may combine to produce unexpected and
undesirable results rather than tracing the proliferation of failures or malfunctions [15]. In
addition to concentrating on what went wrong, FRAM is the only method for determining what
went right [15]. FRAM will examine how these functional differences might resonate together
to create unwanted events based on the variability in performance. It has been shown that
FRAM can produce positive outcomes in emerging events [16]. In contrast to traditional
methods, it is not a decomposition method [3].

On the other hand, some scholars, like Holman and colleagues (2020) have raised doubts about
whether the FRAM works well for Industry 4.0 systems [17]. They worry that the complex
interactions and timing in these systems might not fit FRAM's traditional approach. Moreover,
FRAM is a qualitative method and researchers are making efforts to quantify this method in
different areas [18-20], but no solution yet stands out. Finally, studying complex systems
requires extensive input data, which, like for every systemic method, is among the
disadvantages of using FRAM [21, 22].

Thus, there are two different perspectives about FRAM’s effectiveness in dealing with Industry
4.0 systems. These dual perspectives motivate authors to analyze this problem. The remainder
of the paper is structured as follows: Section two presents the methodology employed in this
study. Section three outlines the results obtained from the analysis. Section four provides a

discussion of the findings. Finally, Section five presents the conclusions.

2  Methodology

In adherence to transparent and comprehensive reporting standards, the PRISMA (Preferred
Reporting Items for Systematic Reviews and Meta-Analyses) guidelines were followed to
ensure the accuracy of the literature review process. The systematic review aimed to identify
relevant studies about FRAM, Industry 5.0, Industry 4.0, [oT (Internet of Things), Wearable,
Glasses, Glove, and Human-Robot Interaction. To ensure a comprehensive search of the

literature, two widely recognized and authoritative databases, Scopus and Web of Science
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(WOS), were selected for their extensive coverage of scholarly publications across various
disciplines [18, 23]. Exclusion criteria were established as a priori to refine the search results
and exclude irrelevant or redundant studies. These criteria were informed by the research
objectives and were systematically applied during the screening process. During the screening
process, exclusion criteria were strictly enforced. For instance, non-English documents were
excluded. Similarly, documents that were not available to read or were unrelated to the study's
objectives were also eliminated. Additionally, studies published outside the timeframe of 2011-
2024 were not considered for inclusion. These criteria ensured a rigorous and focused approach
to selecting relevant literature for the study. By adhering to predefined exclusion criteria, we
aimed to maintain the relevance and quality of the studies included in our systematic review

while minimizing the risk of bias and ensuring the reliability of our findings.

3 Results

In this section, the literature analysis results are presented. Firstly, the PRISMA flowchart
depicting the systematic review process is provided in Figure 1. The initial search using the
specified keywords yielded 47 documents from Scopus and 38 documents from WOS, totaling
85 documents in the initial stage. As a result of a thorough review, 26 duplicated documents
were identified and removed, while one document was excluded due to its language being
Chinese. Additionally, three documents were inaccessible, resulting in a pool of 55 documents
subjected to further analysis for eligibility. Initially, each document's keywords and titles were
examined, leading to the exclusion of 35 additional documents. Subsequently, following a
thorough evaluation of their abstracts, eight more documents were deemed irrelevant to the
scope of the present study and thus removed from consideration. Ultimately, 12 documents
remained for comprehensive analysis in alignment with the study's objective and research
question.

These documents represent the subset of literature deemed most pertinent to our investigation,
forming the basis for our subsequent analysis and discussion. Utilizing VOSviewer software,
the keyword network analysis was performed, as depicted in Figure 2. The visual depiction of

nodes and their sizes reflects the frequency of citation for individual words. Nodes become
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interconnected when words co-occur within the same article, with the strength of the
connection intensifying with greater co-citations. The analysis reveals that "Internet of
Things," "FRAM," "Industry 4.0," "risk assessment," "system thinking," and "analysis
method" emerge as the most frequently used keywords across the references examined. This

finding underscores their significance and prevalence within the literature under review.
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Figure-Alll-1 PRISMA flowchart
Upon reviewing the included papers, it becomes evident we find that there are instances where
FRAM has proven useful in analyzing complex systems, including those related to human error
in Industry 4.0. For instance, Mofidi Naeini & Nadeau (2023) aimed to integrate FRAM and
STPA to analyze occupational health and safety (OHS) as well as operational risks associated
with the introduction of data gloves to assembly operations in the manufacturing industry [24].
Adriaensen et al. (2023) introduced a framework that combines FRAM and interdependence
analysis for Cobots, targeting safety analysis within the manufacturing industry [25]. Similarly,
Mofidi Naeini & Nadeau (2022) applied FRAM to assess OHS and operational risks related to

the use of data gloves in assembly processes within the manufacturing sector [16].
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Additionally, Adriaensen et al. (2022) evaluated co-agency in human-robot interactions,
particularly focusing on safety analysis for collaborative robots in manufacturing [26]. Chacon,
Ponsa, & Angulo (2020) utilized FRAM and simulated scenarios to enhance the performance
of human operators and supervisors in working with Cobots in manufacturing [27]. Zaniga et
al. (2023) combined discrete-event simulation, FRAM, and work domain analysis to enhance
manufacturing systems [28].Zhou, Matsubara, & Takada (2023) introduced a semi-quantitative
FRAM method to improve the reliability of healthcare services, specifically for diabetic
patients [29]. Moreover, Diop, Abdul-Nour, & Komljenovic (2022) addressed inadequacies in
risk management approaches for Industry 4.0 and Industry 5.0 within the manufacturing
industry [30]. Salehi et al. (2022) enhanced FRAM by integrating it with reinforcement
learning to explore complex system operations in the health industry [31]. Liu et al. (2021)
evaluated the ergonomic reliability of medical equipment design during operation using
FRAM-Moran's and CREAM methods within the medical equipment field [32]. Holman et al.
(2020) outlined requirements for future modeling approaches and presented a manifesto for
the future of the discipline within social science [17]. Additionally, Rosa, Carvalho, & Haddad
(2020) identified potential risks and improved work processes to minimize losses with the
application of FRAM and AHP within the construction industry [33]. Despite inherent
limitations such as its qualitative nature and complexity, as highlighted by Karevan & Nadeau
(2023), FRAM remains a robust systemic methodology capable of effectively navigating the
multifaceted challenges posed by Industry 4.0 systems [18].
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4 Discussion

Despite the concerns raised by Holman and colleagues (2020) regarding the alignment of
FRAM with Industry 4.0 systems, recent studies have demonstrated its adaptability and
efficacy in managing complexities inherent in modern industrial landscapes. Notably,
empirical evidence underscores FRAM's utility in addressing various aspects of Industry 4.0
systems, particularly in the realms of risk analysis, performance optimization, and
organizational resilience. For instance, [16] conducted a thorough risk analysis using FRAM
to evaluate the introduction of data gloves into a complex system, emphasizing its capability
to effectively assess and mitigate potential risks associated with new technologies. Similarly,
[34] applied FRAM to detect subtle signals within complex systems, highlighting its role in
facilitating informed decision-making and enhancing situational awareness in dynamic
environments. Furthermore, FRAM's versatility extends beyond traditional manufacturing
domains into critical sectors like healthcare. [29] demonstrated how FRAM can be useful in

designing personalized healthcare services for individuals with diabetes, emphasizing its
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capacity to accommodate diverse system requirements and user needs. Moreover, [27] focused
on evaluating risk management strategies for emerging safety risks in Industry 4.0 contexts,
affirming FRAM's significance alongside complementary methodologies like STAMP in
addressing complex organizational challenges. The convergence of successful applications and
case studies underscores FRAM's relevance in navigating the complexities of Industry 4.0
environments. Its ability to analyze interactions, variability, and unexpected outcomes aligns
seamlessly with the evolving demands of modern industrial systems driven by IoT devices,

cyber-physical integration, and advanced automation technologies.

5 Conclusion

In conclusion, the advent of Industry 4.0 has necessitated a paradigm shift in risk analysis
methodologies, prompting researchers to explore systemic approaches better suited to the
complexities of modern industrial systems. Among these methodologies, FRAM emerges as a
standout solution for comprehensively analyzing accidents, regular performance, and risks
within Industry 4.0 environments. Despite debates surrounding its alignment with Industry 4.0
systems, our investigation into the performance of FRAM has revealed its efficacy in
addressing the multifaceted challenges inherent in contemporary industrial landscapes.
Through an examination of documented applications and comprehensive literature analysis,
our study underscores FRAM's ability to navigate the dynamic landscape of Industry 4.0,
including its unique capacity to address human error—a critical consideration in complex
socio-technical systems. In essence, our study highlights FRAM as a valuable tool for
enhancing operational resilience, optimizing performance, and mitigating risks in Industry 4.0
contexts. By leveraging its systemic perspective and analytical capabilities, organizations can
proactively identify and address potential vulnerabilities, fostering a culture of continuous
improvement and adaptive governance in an increasingly interconnected and dynamic

industrial landscape.
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Abstract

In the transition to Industry 5.0, the integration of artificial intelligence with human-centric
principles emerges as a pivotal strategy to enhance manufacturing efficiency and safety while
minimizing human errors. This paper explores the symbiotic relationship between Al and
human workers, leveraging wearable technology and real-time data collaboration to foster a
harmonious environment. By analyzing existing literature and employing a methodology
rooted in Industry 5.0 values, this study investigates how Al-driven systems can mitigate
human errors without displacing human involvement. Results show that the use of an Al-
powered model, utilizing machine learning algorithms to detect anomalies and proactively
address risks, 1s promising to augment operational efficiencies. Moreover, the study extends
existing research by incorporating a novel approach that combines STPA-PSO modeling with
machine learning, resulting in a dynamic system capable of continuous improvement.
Discussion emphasizes the collaborative nature of Al, empowering human workers with
intelligent tools while preserving creativity and enhancing working conditions. Ultimately, this
research underscores the imperative for Al deployment to align with human-centric principles,
fostering a synergistic relationship that propels manufacturing practices towards safer and

more efficient outcomes in the Industry 5.0 era.
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1 Introduction

In the rapidly evolving landscape of manufacturing, the emergence of Industry 5.0 marks a
paradigm shift towards a harmonious integration of artificial intelligence (Al) and human-
centric principles. Industry 5.0 laid the groundwork for this transformation, emphasizing the
role of intelligent machines in minimizing human error and enhancing operational efficiencies
[1]. However, as we advance into the next industrial era, there is a growing recognition that
technological innovation must not come at the expense of human involvement, creativity, and
safety [2, 3]. Human errors pose challenges in manufacturing processes, and it is promising to
leverage Al to mitigate these risks while maintaining human involvement [4, 5]. While
previous industrial revolutions have introduced automation and interconnected systems,
Industry 5.0 presents a unique opportunity to foster a collaborative environment where Al
augments and supports human capabilities rather than supplants them. In manufacturing,
human errors are being minimized to increase efficiency and safety. Researchers are working
on ways to reduce human involvement by using Al to prevent errors [4].

This study aims to investigate the effective integration of Al with human-centered principles
in manufacturing. By analyzing the potential of wearable technology, real-time data
collaboration, and machine learning algorithms, we endeavor to develop a model that
optimizes manufacturing processes while safeguarding against errors and prioritizing worker
safety and creativity. By establishing a path towards harmonizing Al and human-centric
principles, we endeavor to propel the manufacturing industry towards safer, more efficient,
and sustainable practices in the Industry 5.0 era. The remainder of the paper is organized as
follows: Section two provides the methodology employed in this study. Section three presents
the Al-powered model proposed. Finally, section four delves into a comprehensive discussion,

and presents the concluding remarks.
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2 Methodology

Based on the core value of Industry 5.0, manufacturing should be human-centered. Data can
be utilized by Al systems in order to enhance operational efficiency and reduce risks, including
those associated with human error. A machine learning algorithm can identify patterns and
anomalies indicating potential failures in machinery by analyzing data collected from sensors
and other sources. Additionally, Al can provide real-time monitoring and alerts, enabling
prompt action to be taken in case of any abnormalities or deviations from normal operating
conditions. [6]. By utilizing machine learning and obtaining proper guidance, manufacturers
are able to predict potential risks before beginning production, which prevents financial loss
[7].

Building upon the work of Karevan & Nadeau (2024), who introduced a novel STPA-PSO
model to evaluate the risks associated with human error when using smart glasses to address
human errors without removing humans from the process [8], this study extends their research
by integrating a machine-learning approach. In this paper, the primary objective is to design a
roadmap for integrating a machine-learning algorithm into the methodology, rather than
focusing on a specific type of algorithm. This methodology involves analyzing loss scenarios,
systematically updating the entire model, and generating a new model structure with each
iteration using the collected data. Fig. 1 shows the base procedures of this work.

The STPA-PSO method begins with a comprehensive assessment, pinpointing losses, hazards,
and system-level constraints. It progresses by constructing a functional control model,
followed by the crucial task of identifying unsafe control actions. Next comes the assessment
of model risk, and this results in the identification of loss scenarios. In this paper, a novel step
is introduced, integrating a machine learning algorithm seamlessly into the process. This step
is integral to each phase, gathering data continuously throughout. Leveraging this data, analysis
is conducted to provide decision-makers -be they supervisors, workers, etc.- with actionable
strategies to enhance the model or, in simpler terms, to minimize the model's risks. Fig. 1
illustrates the collaborative potential between humans and Al within this methodology. It

highlights the synergistic interactions where human expertise guides the initial analysis and
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decision-making process, while Al enhances these efforts through advanced data processing

and iterative learning.

Identify
losses,
hazards, ...

Develop a
functional
control model

]
Identify loss
scenarios

Machine-learning
algorithm

]
Calculate the
risks

Identify
UCA

Figure-AIV-1 Methodology process

3 Results

To effectively utilize a reliable machine learning algorithm, it is essential to clearly define the
relationships between each level of the methodology. This approach ensures a structured and
comprehensible roadmap, facilitating accurate analysis and decision-making. Based on the
results derived from using a smart wearable device in the assembly of a refrigerator, it is crucial
to establish network connections between these outcomes. Identification of these connections
is essential when using the STPA-PSO method. The process begins with the identification of
loss scenarios. Following this, connections are established between these loss scenarios and

their corresponding unsafe control actions. Next, connections are drawn to the responsible
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system-level constraints, followed by their associated hazards, and finally, the resulting losses.
This comprehensive mapping allows for tracing back from any high-risk event, thereby
providing a clear overview from the origin to the conclusion of the model.

When the algorithm highlights a specific reason as having the most significant impact on a
high-risk event, this mapped relationship network helps decision-makers understand how to
mitigate these risks effectively. The connections and relationships illustrated in this
methodology enable decision-makers to identify the primary causes of high-risk events and

implement appropriate actions to reduce these risks.

Table-AIV-1 Losses and Hazards ([8])

Losses

Hazards

L1: Injury to the worker.

H1: This hazard encompasses harmful activities such as
ergonomic issues, limited field of view, distraction, and

fatigue, which may lead to injuries among workers

L2: Unacceptable damage to
the product.

H2: The hazard is related to insufficient training of workers,

posing potential risks

L3: Unacceptable damage to

the component and

equipment.

H3: This hazard occurs when materials (parts) are not

received on time, potentially causing delays

L4: Financial loss resulting

from delayed operations.

H4: The hazard relates to the absence of timely feedback,

potentially leading to operational inefficiencies

HS: This hazard concerns the transmission or reception of

wrong data, which could lead to various issues

Fig.

2 illustrates the mentioned connections, providing a visual representation of the

methodology. Also, Table 1, Table 2, and Table 3 offer detailed definitions of each element
used in Fig. 2. This structured approach ensures that all aspects of risk are comprehensively

analyzed, aiding in the development of effective risk reduction strategies.
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Table-AIV-2 System level constraints ([8])

SC1- Workers must be trained before starting | SC2- Supervisor must check the workers
their jobs to prevent harmful activities in the | to ensure that they do not do harmful

workplace activities

SC15- Check connection between receiver and | SC16- Workers should know to report any

processor and smart glasses errors or late feedback from smart glasses

4 Discussion and Conclusions

This study highlights the critical integration of Al and human-centric principles within the
framework of Industry 5.0, focusing on minimizing human errors and enhancing operational
efficiency in manufacturing processes. By employing smart wearable devices and machine
learning algorithms, particularly through the STPA-PSO method, it becomes evident that a
structured approach can effectively map the relationships between loss scenarios, unsafe
control actions, system-level constraints, hazards, and resulting losses. This comprehensive
mapping not only facilitates a thorough risk analysis but also provides a clear framework for
decision-makers to trace high-risk events back to their root causes, enabling targeted risk

mitigation strategies.



275

=]
Losses ‘ ( Hazards System l.evel Unsafe‘control Top risks
constraints actions

i I
N =

i
0

Figure-AIV-2 STPA-PSO graph
The practical implementation of a machine learning algorithm within this methodology
underscores its potential to continuously update the risk model with real-time data, thereby
refining risk assessments and decision-making processes dynamically. The approach aligns
with Industry 5.0's core value of enhancing human capabilities by leveraging Al to support,
rather than replace, human expertise. The structured roadmap, supported by continuous data
analysis from Al, offers a robust framework for proactive risk management. The results
indicate that this integration can significantly improve safety and operational efficiency,
addressing the dual imperatives of maintaining human involvement and minimizing errors.

Future research should explore the adaptability of this integrated approach across various
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manufacturing domains and consider advancements in Al and wearable technology to further
refine risk assessments.

Table-AIV-3 Unsafe Control Actions ([8]) — Top risk scenarios are demonstrated by ***

UCA-1: The | UCA-6: The training | ***UCA-11: UCA-16: The receiver
production planning | department provides | Smart glasses | and processor provide
department does not | insufficient training | provide feedback | light commands too late
provide the | for workers to the worker too
production plan late
UCA-2: The | UCA-7: The training | UCA-12:  Smart | ***UCA-17: The
production planning | department provides | glasses not | receiver and processor
department provides | training  late  for | calibrated before | provide light
a wrong production | workers use commands very
plan quickly
UCA-3: The | UCA-8: The training | ***UCA-13: ***¥UCA-18: The IT
production planning | department stopped | Smart glasses | department does not
department provides | the training sessions | calibrated provide programming
a plan too late too soon incorrectly before | for the receiver and
use processor
***UCA-4: The | ***UCA-9: The | ***UCA-14: The | ***UCA-19: The IT
production planning | smart glasses do not | receiver and | department  provides
department stopped | provide feedback | processor do not | wrong  programming
the previous plan | about the place of | provide light | for the receiver and
too soon assembly to  the | commands processor
worker
UCA-5: The | ***UCA-10:  Smart | ***UCA-15: The | ***UCA-20: The IT
training department | glasses provide wrong | receiver and | department  provides
does not provide | feedback to  the | processor provide | programming for the
training for workers | worker wrong light | receiver and processor
commands too late
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support but introduces poorly understood systemic risks. Traditional methods often fail
to capture the uncertainty and interdependencies of these sociotechnical systems,
particularly during the design and early integration phases, where data is scarce. To
addrass this, this study develops a hybrid STPA-BN-PS0 framewark to resolve the
parameterization gap. The BN structure is derived from Systems-Theoretic Process
Analysiz (STPA) to capture hierarchical control logic, while PS0 is used to calibrate
weighted conditional probability tables. The framework is applied to three case studies:
assambly line, job-shop, and disagsembly line. Quantitative results demonstrate that
baseline unacceptable risk is context-dependent, reaching 31.5% in the job-shop
compared to 28.0% in sequential assembly. Criticality analysis identifies that risk is
driven by planning quality in sequential assembly (CA12, ARisk=0.181) and digital
information quality in flexible job shops (H4, ARizk=0286). Furthermore, multi-facated
saensitivity analyses reveal how risk-propagation pathways reorganize in response o
operational layout. The performance of this framework is compared with recently
developad STPA-PS0O and FRAM-PS0O mathodologies, demonstrating its unique
capability for path-based probabilistic quantification. The findings confirm that STPA-
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Abstract

Walk into a modern factory and you’ll see the future of work in action: operators wearing smart
glasses and gloves that guide their hands, and sensors connecting equipment/tools/humans on
an assembly line. This is the promise of Industry 5.0, a world of greater precision, faster results,
and fewer errors.

But behind this promise lies a critical challenge. With every new device, we introduce a new
layer of complexity. How do we ensure these technologies support and empower workers,
instead of quietly creating new risks (including occupational health and safety)?

This is the question driving our research. We found that the traditional risk assessment tools
wouldn’t be enough. So we improved qualitative risk assessment approaches to emerging
complex systems, and proposed a new class of hybrid and quantitative tools to manage risk in
these complex environments, especially where people and smart technologies interact. We
developed prototypes and tested STPA-PSO and FRAM-PSO across three realistic case studies
in industrial assembly and disassembly.

What we’ve discovered is that it’s possible to design a safe system from the ground up—and

that smarter risk management goes hand-in-hand with sustainability.
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Hybrid Tools for Hybrid Workplaces!

Smart wearables, like data glasses or sensor gloves, are becoming increasingly common in
manufacturing. They guide workers, gather data and facilitate the manufacturing process. But
they also add complexity. If a device delays, distracts, or confuses, the consequences can ripple
through the entire production system and have negative impacts on workers.

The problem is, traditional risk assessment tools were never built for this. They excel at
analyzing mechanical failures or isolated events, not in the complex, dynamic interactions
between people, machines, tools, software, instructions and the environment.

This is where our hybrid and quantitative prototype tools come in. We created our risk
assessment prototype tools by blending human insight with the analytical power of Al to give
us a much deeper understanding of workplace risks. Two of the key prototype tools we’ve
developed are STPA-PSO and FRAM-PSO. Our prototype tools combine two parts:

1. Emergent systemic qualitative risks assessment approaches (STPA, FRAM): in
other words, how workers, machines, tools, software, instructions and the environment
all interact.

2. Al optimization (PSO): specifically, to quantify and prioritize risks, and to help
decision-makers focus on what matters most.

While these terms might sound technical, the idea behind them is simple:

First, we use systemic approaches (STPA and FRAM) to map out the entire work process. This
isn't just a simple flowchart; it’s a dynamic map that shows how workers’ actions, the
technology they use, the instructions they receive, and the factory environment influence each
other. It helps us see hidden connections and understand how one issue can trigger a chain
reaction.

Then, we bring in Al. An algorithm called Particle Swarm Optimization (PSO) analyzes this
complex map. It breaks down the data to quantify and prioritizes the biggest risks, so we can
focus our attention where it really matters.

These hybrid and quantitive prototype tools allow us to move towards real, preventative
solutions. Our prototype tools aren't black boxes; we designed them to support decision-
makers, engineers and managers, with visual, understandable and actually useful results during

the design phase, when it’s easier and more efficient to shape outcomes. We tested this
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approach across three distinct realistic industrial settings: an assembly shop, a complex
disassembly line and an assembly line.
But identifying risks was only the first step. It led us to a deeper question: What kind of

workplace are we trying to build?
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Figure-AX-1 Assmebly workstation

Beyond Occupational Health and Safety: Designing for Sustainability

For us, a truly advanced workplace is a sustainable workplace, and that means looking after
people and the planet, as well as profits! Our prototype tools are designed to embed
sustainability into every decision. When a risk is identified, we don't just ask, "How do we fix
this?" We ask, "How do we fix this in a way that’s good for our workers, our business and our
environment?"

e Social sustainability: It's all about the worker. Are the smart glasses causing eye
strain? Is the workflow creating stress? Our prototype tools help pinpoint and reduce
these OHS risks, leading to a healthier and more productive workforce. It’s about
supporting and empowering people with technology, not overwhelming them.

o Environmental sustainability: It's all about our planet. The solutions weren’t just
about OHS risks, but also about designing environmentally sound processes, promoting

recycling and minimizing waste.
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o Economic sustainability: By preventing errors, reducing material waste, and
streamlining task flows, our prototype tools improve both OHS and productivity. The
result? Smarter planning, lower costs and a more resilient operation.

Ultimately, our work is about fostering true collaboration between people and technology.
Industry 5.0 is not about replacing humans, but about putting them back at the center, supported
and empowered by intelligent tools. With approaches and new prototype tools like STPA-PSO
and FRAM-PSO, we can design systems that are not only efficient but also safe, resilient and
sustainable, right from the start.

This is our fundamental belief: Health, safety and sustainability aren't costs to be managed;
they are outcomes to be designed. And with the right tools, we can build a future that’s not

only smarter, but more human-centric.

Figure-AX-2 Smart wearables
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