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FOREWORD

This thesis presents research conducted during my doctoral studies at the Department of

Electrical Engineering, École de technologie supérieure (ETS), Université du Québec, under the

supervision of Prof. Georges Kaddoum.

The research addresses spectrum management in cognitive and B5G wireless networks. In this

work, I developed learning-based methods for cooperative spectrum sensing, SU-side access

optimization, and end-to-end coordination involving spectrum-consuming and spectrum-granting

nodes.

The thesis is organized as a manuscript-based thesis comprising three articles published in

peer-reviewed scientific journals.
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Utilisation adaptative du spectre guidée par l’apprentissage par renforcement dans les
réseaux B5G cognitifs

Sadia KHAF

RÉSUMÉ

La croissance des services sans fil et des appareils connectés a accru la demande en spectre radio.

L’allocation statique du spectre ne pouvait pas répondre pleinement à cette demande, car les

bandes licenciées peuvent demeurer sous-utilisées selon le lieu et le moment. Les réseaux radio

cognitifs (CRN) ont permis aux utilisateurs secondaires (SU) d’accéder au spectre disponible

tout en préservant la priorité des utilisateurs primaires (PU). Une utilisation efficace du spectre

dans ces réseaux exigeait une détection fiable, des décisions d’accès efficaces, une coordination

du côté infrastructure, de la résilience et une gestion de la confiance.

Dans ces travaux, nous avons amélioré l’utilisation du spectre en abordant la détection coopérative

du spectre, l’accès au spectre du côté SU et la coordination entre les nœuds qui consomment

le spectre et ceux qui l’allouent. Ces tâches impliquaient des décisions séquentielles sous

incertitude et des interactions couplées entre utilisateurs et niveaux du réseau. Nous avons donc

utilisé l’apprentissage par renforcement pour soutenir des décisions adaptatives de détection,

d’accès et de coordination.

Premièrement, nous avons développé l’apprentissage par renforcement multi-agent partiellement

coopératif (PCMARL) pour la détection coopérative du spectre dans les réseaux radio cognitifs

de l’Internet des objets soumis à des attaques de falsification des données de détection du spectre.

PCMARL a permis aux SU de coopérer de manière sélective et a amélioré la fiabilité de la

détection et l’efficacité énergétique sans coopération complète de tout le réseau.

Deuxièmement, nous avons étendu l’optimisation du côté SU de la détection vers la détection et

l’accès conjoints. Le cadre IMPACT a optimisé la participation à la détection, la coopération,

la sélection des canaux et la puissance de transmission sous information imparfaite sur l’état

du canal. Comme le contrôle d’accès exigeait à la fois des décisions discrètes et un contrôle

continu de la puissance, nous avons introduit une formulation d’apprentissage à actions hybrides

pour l’accès coopératif au spectre.

Troisièmement, nous avons ajouté le côté allocation et coordination du réseau. Le cadre

d’apprentissage par renforcement hiérarchique fédéré (F-HRL) a coordonné les SU, les stations

de base de nouvelle génération, les véhicules aériens sans pilote et les stations à plateformes

de haute altitude. Cette architecture a soutenu l’allocation des accès, la priorité des PU,

l’ordonnancement tenant compte de la confiance, la fédération préservant la confidentialité et la

continuité du service lors de perturbations de l’infrastructure.

Dans l’ensemble, les résultats ont montré que l’amélioration de l’utilisation du spectre exigeait

l’optimisation de la détection et de l’accès du côté SU, ainsi que la coordination du côté allocation,

la résilience de l’infrastructure, l’agrégation fédérée et le contrôle tenant compte de la confiance.



X

Ces travaux ont développé un cadre intégré fondé sur l’apprentissage pour une gestion résiliente

du spectre dans les futurs réseaux sans fil.

Mots-clés: radio cognitive, apprentissage par renforcement, gestion du spectre, apprentissage

fédéré, résilience



Reinforcement Learning-Driven Adaptive Spectrum Utilization in Cognitive B5G
Networks

Sadia KHAF

ABSTRACT

In recent years, the growth of wireless services and connected devices increased the demand

for radio spectrum. Static spectrum allocation could not fully address this demand, because

licensed bands may remain underused across time and location. Cognitive radio networks

(CRNs) allowed secondary users (SUs) to access available spectrum while preserving primary

user (PU) priority. In these networks, efficient spectrum use required reliable sensing, effective

access decisions, infrastructure-side coordination, resilience, and trust management.

Accordingly, in the research reported in the present thesis, we improved spectrum utilization by

addressing cooperative spectrum sensing, SU-side spectrum access, and coordination between

spectrum-consuming and spectrum-granting nodes. These tasks involved sequential decisions

under uncertainty and coupled interactions across users and network tiers. Therefore, we used

reinforcement learning to support adaptive sensing, access, and coordination decisions.

First, we developed Partially Cooperative Multi-Agent Reinforcement Learning (PCMARL) for

cooperative spectrum sensing in cognitive radio Internet-of-Things networks under spectrum

sensing data falsification attacks. PCMARL allowed SUs to selectively cooperate and improved

sensing reliability and energy efficiency without full-network cooperation.

Second, we extended SU-side optimization from sensing to joint sensing and access. The

proposed IMPACT framework optimized sensing participation, cooperation, channel selection,

and transmission power under imperfect channel state information. Since access control required

both discrete decisions and continuous power control, we introduced a hybrid-action learning

formulation for cooperative spectrum access.

Third, we added the spectrum-granting and coordination side of the network. The proposed

Federated Hierarchical Reinforcement Learning (F-HRL) framework coordinated SUs, next-

generation Node Bs, uncrewed aerial vehicles, and high-altitude platform stations. This

architecture supported grant allocation, PU priority, trust-aware scheduling, privacy-preserving

federation, and service continuity during infrastructure disruption.

The results revealed that improved spectrum utilization required SU-side sensing and access

optimization together with granting-side coordination, infrastructure resilience, federated

aggregation, and trust-aware control. Overall, in this research, we developed an integrated

learning-based framework for resilient spectrum management in future wireless networks.

Keywords: Cognitive radio, reinforcement learning, spectrum management, federated learning,

resilience
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INTRODUCTION

The growth of wireless services, connected devices, and Beyond 5G (B5G) networks continues

to increase the demand for radio spectrum. Conventional static allocation assigns frequency

bands to licensed users even when those bands are not continuously occupied in every location or

at each time. This creates a persistent mismatch between spectrum scarcity and underutilization.

In Canada, for example, several licences in the 700 MHz, 2500 MHz, and 3500 MHz bands

were reported as apparently unused in different service areas (Joseph, 2018). These conditions

motivate adaptive access methods that would use available spectrum more efficiently while

respecting licensed-user priority.

Cognitive radio (CR) enables wireless devices to observe their radio environment and adapt

their transmission decisions accordingly. In cognitive radio networks (CRNs), secondary users

(SUs) may opportunistically access spectrum assigned to primary users (PUs) while maintaining

PU priority. Here, spectrum sensing is a foundational function: before accessing a channel, an

SU must determine whether or not the channel is occupied by a PU. Since individual sensing

decisions can be unreliable under fading, noise uncertainty, hardware limitations, or malicious

reporting, cooperative spectrum sensing is frequently used to improve detection reliability.

Cooperation also introduces overhead and security risks. With the growth of the network,

full cooperation can increase energy consumption and signalling load. Spectrum sensing data

falsification (SDF) attacks can further corrupt collective decisions when malicious SUs report

false sensing information. Reliable sensing requires selective cooperation, where SUs identify

useful cooperation opportunities while limiting overhead and reducing the influence of unreliable

reports.

Sensing alone does not complete the CRN decision process. Once spectrum opportunities are

identified, SUs must decide which channels to access and how to transmit. These decisions

involve quality of service, energy consumption, interference constraints, and overall spectrum
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use. In addition, practical access requires power control, which introduces a continuous decision

variable alongside discrete decisions such as sensing, cooperation, and channel selection. The

move from sensing to access leads to a hybrid action-space problem, especially when channel

state information (CSI) is imperfect.

The first two articles in the present thesis consider the spectrum-consuming side, represented

by the SUs. In the first article, we rewarded SUs for effective cooperative sensing under SDF

attacks. In the second article, we extended SU-side decision making to cooperative access,

including channel selection and transmission-power control under imperfect CSI. These two

studies moved from identifying spectrum opportunities to efficiently using them.

End-to-end spectrum management also requires the granting and coordinating side of the network.

SU-side optimization can improve sensing and access behavior. However, it does not by itself

address access authorization, scheduling, policy enforcement, or network-level coordination. In

B5G networks, these functions may be supported by ground next-generation Node Bs (gNBs).

Adding gNB-side coordination expands the scope from local SU behavior to interaction between

spectrum-consuming and spectrum-granting nodes.

This expansion introduces reliability, scalability, trust, and privacy challenges. A gNB

may become unavailable during a disaster, localized outage, or overload event. Centralized

coordination may be constrained by backhaul failure, latency, or excessive signalling overhead.

SUs may be malicious or unreliable, which brings about the need for trust-aware scheduling

and aggregation. Privacy constraints may also prevent raw observations from being centralized.

These challenges motivate the use of uncrewed aerial vehicles (UAVs) as backup support for

impaired ground infrastructure and high-altitude platform stations (HAPS) as higher-level

coordinators for federated aggregation and wider-area resilience.
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In the present thesis, we used reinforcement learning (RL) because the decisions considered

here are sequential, uncertain, and coupled across users. RL agents can learn policies through

interaction with the environment, rather than entirely rely on fixed models or complete prior

knowledge. We used multi-agent RL (MARL), hybrid-action RL, hierarchical RL (HRL), and

federated learning (FL) according to the scope of each problem: cooperative sensing, SU-side

sensing and access, and end-to-end hierarchical coordination.

0.1 Problem statement

The objective of the present thesis is to improve spectrum utilization in B5G wireless networks.

Reliable sensing, PU protection, efficient access, and resilient coordination support this objective.

This thesis addresses these functions across the following three levels:

First, SUs must reliably sense spectrum while limiting cooperation overhead and resisting

malicious sensing behavior. While cooperative sensing can improve PU detection, full

cooperation is not always scalable or energy-efficient, and SDF attacks can corrupt collective

decisions. Therefore, a practical sensing method must support selective cooperation while

maintaining reliable spectrum-occupancy decisions.

Second, SUs must move beyond sensing and access available spectrum efficiently. This requires

joint decisions over sensing, cooperation, channel selection, and transmission power. Since

these decisions contain both discrete and continuous components, and CSI may be imperfect,

SU-side access requires a method that can handle hybrid action spaces under uncertainty.

Third, spectrum management must include the coordinating and spectrum-granting side of the

network. SU-only optimization does not fully address access authorization, scheduling, policy

enforcement, trust management, privacy preservation, or federation. While adding gNB-side

coordination addresses these network-level functions, it also introduces resilience concerns

when gNBs fail, become overloaded, or lose reliable backhaul. Therefore, end-to-end spectrum
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management must coordinate SUs with gNBs while using UAVs and HAPS to support service

continuity, federation, and resilience.

0.2 Research objectives

The overarching objective of the present research is to improve spectrum utilization by linking

cooperative sensing among SUs, SU-side access decisions, and spectrum-granting nodes within

an end-to-end coordination framework.

The specific objectives are as follows:

1. Improving cooperative spectrum sensing among SUs: The main challenges are sensing

reliability, cooperation overhead, energy efficiency, and SDF attacks in CR-IoT networks.

This objective is addressed through selective SU cooperation using partially cooperative

MARL.

2. Optimizing SU-side sensing and access decisions: Here, the main challenges are joint

channel sensing, cooperation, channel selection, and transmission-power control under

imperfect CSI. This objective is addressed through hybrid-action learning combining

discrete access decisions with continuous power-control decisions.

3. Extending spectrum management to granting and coordinating nodes: The main

challenges are access authorization, scheduling, trust management, privacy preservation,

federation, and resilience to gNB outage or overload. This objective is addressed by

incorporating gNBs for spectrum-granting and coordination functions, UAVs for backup

support, and HAPS for wider-area aggregation through federated hierarchical learning.

0.3 Research approach

The present thesis expands the decision scope from spectrum sensing to SU-side access and

then to infrastructure-side coordination.
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In the first article, we address cooperative spectrum sensing. Specifically, we propose Partially

Cooperative Multi-Agent Reinforcement Learning (PCMARL), where SUs learn to participate

in cooperative sensing without requiring full cooperation across the entire network. The reward

structure is found to promote accurate sensing, efficient channel use, and resistance to unreliable

or malicious sensing information.

In the second article, we keep the focus on SUs, but expand their responsibility from sensing

to sensing and access. We propose the Intelligent Multi-User Participatory Algorithm for

Cooperative Transmission (IMPACT), together with its distributed variant, to optimize sensing,

cooperation, channel selection, and transmission-power control under imperfect CSI. Hybrid-

action optimization follows from the access problem: realistic access control requires both

discrete choices and continuous power decisions.

In the third article, we expand the scope from SU-side optimization to end-to-end spectrum

management. Specifically, we propose Federated Hierarchical Reinforcement Learning (F-HRL),

where SUs learn local access behavior, gNBs and UAVs coordinate trust-aware scheduling,

and HAPS nodes perform federated aggregation across network regions. This architecture

addresses the additional challenges introduced by the granting and coordinating side of the

network, including gNB outage, centralized-control failure, privacy preservation, and malicious

participation.

Across the three articles, simulation studies evaluate the proposed methods under controlled

assumptions. The evaluations compare learning performance, spectrum utilization, energy

efficiency, resilience, and fairness across relevant CRN and NTN-inspired scenarios.

0.4 Thesis contributions

The main contributions of this thesis can be summarized as follows:
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1. Scalable and attack-resilient cooperative sensing: The present research improves spectrum

sensing in CR-IoT networks under sensing uncertainty, energy constraints, and SDF attacks

using partially cooperative MARL, sensing coalitions, and local majority decisions.

2. Joint SU-side sensing and access optimization: This thesis extends SU-side spectrum

use by jointly optimizing sensing, cooperation, channel selection, and transmission-power

control under imperfect CSI.

3. End-to-end coordination across consuming and granting nodes: This research improves

spectrum management beyond SU-only optimization by incorporating gNB-side coordination,

UAV support, and HAPS-based federation for resilient and trust-aware access.

4. Progressive integration of sensing, access, and coordination: We establish cooperative

sensing, cooperative access, and infrastructure-side coordination as stages of end-to-end

optimization for improving spectrum utilization in B5G wireless networks.

0.5 Thesis organization

This manuscript-based thesis is organized as follows. The literature review in Chapter 1

summarizes the state of the art related to CRNs, cooperative spectrum sensing, learning-based

spectrum access, hybrid-action optimization, federated learning, hierarchical coordination, and

resilient NTN-assisted spectrum management. It also identifies the research gaps addressed by

the three articles.

Chapter 2 presents the article titled “Partially Cooperative Scalable Spectrum Sensing in

Cognitive Radio Networks under SDF Attacks,” published in The IEEE Internet of Things

Journal, vol. 9, no. 11, pp. 8901–8912, 2022. This work introduces PCMARL for cooperative

spectrum sensing among SUs under SDF attacks.

Chapter 3 presents the article titled “Partially Cooperative RL for Hybrid Action CRNs with

Imperfect CSI,” published in The IEEE Open Journal of the Communications Society, vol. 5,
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pp. 3762–3774, 2024. This article extended SU-side learning from cooperative sensing to joint

sensing, access, and power control under imperfect CSI.

Chapter 4 presents the article titled “Federated Hierarchical Reinforcement Learning for

Resilient Spectrum Sharing in 6G Non-Terrestrial Networks,” published in The IEEE Open

Journal of the Communications Society, in 2026; DOI: 10.1109/OJCOMS.2026.3693148. This

work introduces an end-to-end federated hierarchical framework involving SUs, gNBs, UAVs,

and HAPS for resilient and trust-aware coordination.

The Conclusion chapter synthesizes the articles and summarizes contributions of the results to

cooperative sensing, SU-side access optimization, and end-to-end coordination.





CHAPTER 1

LITERATURE REVIEW

Prior work on spectrum sensing, spectrum access, and end-to-end coordination in cognitive and

beyond 5G (B5G) wireless networks reveals limitations in secondary-user (SU)-side decision

making, infrastructure-side coordination, hierarchical control, federated learning, resilience, and

trust-aware spectrum management.

1.1 Secondary user-side spectrum sensing and access in cognitive radio networks

Previously, spectrum sensing in cognitive radio internet-of-things (CR-IoT) networks had to

balance detection reliability, sensing time, energy consumption, scalability, and robustness to

sensing data falsification (SDF) attacks (Ali & Hamouda, 2017; Zou et al., 2015). Traditional

sensing methods, including energy detection, matched filtering, and cyclostationary feature

detection, identified spectrum holes; however, their energy cost remained a concern for low-power

internet-of-things (IoT) devices (Sharma et al., 2015; Ali & Hamouda, 2017; Sun et al., 2018).

Periodic sensing, passive listening, and sensing-time reduction strategies were studied to improve

this trade-off (Sun et al., 2018; Zhang et al., 2017; Sarikhani & Keynia, 2020). However, passive

listening and frequent sensing still consumed energy that could be prohibitive for constrained

SUs (Mastronarde & Van Der Schaar, 2011).

Cooperative spectrum sensing (CSS) improved detection reliability and reduced collision rates

relative to non-cooperative sensing. Its benefit was particularly relevant under fading, local

sensing errors, and sparse malicious behavior. However, with the growth of the number of

SUs, full cooperation increased signalling overhead and energy consumption. While previous

studies explored optimization and heuristic methods for CSS and spectrum handoff (Quan

et al., 2008; Oueis et al., 2015; Kim & Ko, 2015; Xu et al., 2020; Pham et al., 2014), these

methods often required tractable environment models, limited network sizes, or centralized

coordination (Scutari & Pang, 2013; Alfa et al., 2016; Verma et al., 2017).
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Game-theoretic approaches were also applied to dynamic spectrum allocation and cooperative

sensing (Ni et al., 2013). Evolutionary game theory was used to model SU participation in

sensing and reduce energy consumption (Li et al., 2017; Dai et al., 2016), and adaptive random

access was proposed for sensing-data collection (Lee, 2015). However, although these methods

provided useful cooperation models, their reward structures frequently depended on detection

and false-alarm probabilities, rather than on direct interaction with the radio environment. They

could also require homogeneous assumptions or game-rule distribution that limited practical

scalability (Tan et al., 2011).

Machine learning and RL-based methods addressed some of these limitations by adapting to

changing spectrum conditions without complete statistical knowledge of PU activity (Bkassiny

et al., 2013; Thilina et al., 2013; Sarikhani & Keynia, 2020; Liu et al., 2020; Alghorani et al.,

2015). RL was applied to sensing strategies, coexistence with LTE-LAA and Wi-Fi systems,

SU selection, and multi-agent CSS (Oksanen et al., 2012; Zhang et al., 2019; Mosleh et al.,

2020; Sarikhani & Keynia, 2020; Lunden et al., 2013, 2011). Nevertheless, many RL-based

sensing studies assumed full cooperation, perfect channel information, or centralized information

exchange. These assumptions left room for partially cooperative approaches that reduced sensing

overhead while preserving resilience to SDF attacks.

Sensing alone was also insufficient for efficient spectrum utilization. On identifying a spectrum

opportunity, SUs had to decide which channel to access and how to transmit. This introduced

channel selection, cooperation, and transmission-power control as coupled decisions. Hybrid

action spaces arose because sensing, cooperation, and channel selection were discrete, whereas

power control was continuous. Furthermore, recent studies considered RL architectures for

continuous or hybrid action spaces (Koike et al., 2023; Guo & Zhao, 2022; Li et al., 2020). In

parallel, imperfect channel state information (CSI) remained a practical limitation for low-power

devices and dynamic CRNs (Khoshkbari & Kaddoum, 2023; Khoshkbari et al., 2023; Tan et al.,

2022). Finally, existing SU-side methods did not fully close the gap between cooperative sensing

and practical access under imperfect CSI.
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1.2 Limits of secondary user-only optimization

Previous research on CRNs largely emphasized SU behavior: sensing, cooperation, channel

selection, and transmit-power adaptation. However, albeit necessary, this focus was incomplete.

SU-only optimization did not directly address access authorization, scheduling, policy enforcement,

trust management, or coordination across network infrastructure. These functions became

important when spectrum access had to be managed beyond local SU decisions.

Fusion-center (FC) based sensing and mitigation methods partially addressed coordination by

collecting sensing information at a central point. Previously, FC-based approaches were used for

probabilistic SDF mitigation, sequential fusion, and secondary control functions (Ahmadfard

et al., 2017; Wu et al., 2020; Bendouda et al., 2018). However, centralized fusion created a single

point of failure and increased information-sharing overhead. In addition, it did not represent the

broader granting and scheduling role that infrastructure nodes could perform in B5G systems.

To reduce the effect of malicious or selfish SUs, trust-based and distributed mechanisms were

proposed (Haddadou et al., 2015; Sajid et al., 2020). However, while these studies improved

parts of the sensing or reporting process, they typically remained focused on SU reports, rather

than on the joint operation of spectrum-consuming nodes and infrastructure-side granting nodes.

This gap motivated a move from SU-only decision making toward end-to-end coordination.

1.3 Hierarchical coordination for multi-tier wireless networks

Multi-tier B5G and non-terrestrial network (NTN)-assisted systems introduced larger state

spaces, heterogeneous node roles, and cross-layer coordination requirements. Hierarchical

reinforcement learning (HRL) and hierarchical deep reinforcement learning (HDRL) were

studied to reduce complexity by decomposing large control problems into smaller decision

layers or options (Khoshkbari et al., 2025; Li et al., 2022; Lee, 2021). This decomposition

was relevant to high-altitude platform station (HAPS)-integrated and NTN-assisted systems,

where large coverage areas and heterogeneous network elements created high-dimensional

resource-management problems (Khoshkbari et al., 2025; Abbasi et al., 2025).
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Previous studies that applied HDRL to resource scheduling, user association, and channel

assignment in HAPS or NTN settings showed that hierarchical control could reduce complexity

while maintaining spectral efficiency (Umer et al., 2025). Similarly, several surveys and design

studies also emphasized the need to balance cross-tier coordination, communication overhead,

and energy objectives in NTN deployments (Naous et al., 2023; Farajzadeh et al., 2025). However,

many hierarchical approaches considered resource allocation without explicitly modeling distinct

CR roles such as PUs, SUs, and granting nodes. They also frequently separated local access

decisions from infrastructure-side trust and scheduling functions.

The key limitation was not only the size of the action space–the more important issue was

role separation across tiers: SUs consumed spectrum, gNBs coordinated and granted access,

UAVs supported impaired infrastructure, and HAPS nodes aggregated across regions. Existing

hierarchical approaches did not fully integrate these roles into a single spectrum-management

process.

1.4 Federated learning for distributed spectrum management

Federated learning (FL) was proposed for wireless systems where centralized training was

constrained by backhaul, latency, privacy, or communication overhead. To date, FL and federated

reinforcement learning (FRL) were studied in satellite, low Earth orbit (LEO), terrestrial IoT,

and reconfigurable intelligent surface (RIS)-assisted settings (Qureshi et al., 2023; Hlophe

et al., 2021; Malik et al., 2023; Pala et al., 2025). Federated deep reinforcement learning

(DRL) methods were also reported to approach centralized-learning performance while reducing

execution or coordination costs (Ahmadzadeh et al., 2024; Xu et al., 2020).

However, while these studies supported the use of distributed model aggregation, they frequently

treated federation primarily as a training architecture. In spectrum access, federation also

had to support operational requirements: privacy preservation, cross-region coordination,

non-stationary learning, and trust-aware aggregation. Vertical FL and related privacy-preserving

methods reduced data leakage by partitioning features across participants (Zhang et al., 2020b),
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but privacy alone did not address malicious sensing reports, poisoned updates, or infrastructure

failures.

Federated approaches for NTNs and aerial networks needed to be coupled with spectrum-control

objectives and tier-specific roles. HAPS-assisted federation was relevant because HAPS nodes

could provide a higher-level aggregation tier across heterogeneous regions. However, prior FL

studies did not fully integrate HAPS aggregation with SU access learning, gNB-side scheduling,

UAV failover, and trust-aware control.

1.5 Resilience and infrastructure failure in beyond 5G non-terrestrial networks

B5G networks had to maintain service under congestion, mobility, backhaul impairment,

disaster conditions, or infrastructure loss. NTN components such as HAPS, satellites, and

uncrewed aerial vehicles (UAVs) supported coverage extension, emergency recovery, and multi-

tier connectivity (Rahman et al., 2023; Saad et al., 2024; 5G Americas, 2023). With the

growing integration of terrestrial and non-terrestrial networks, spectrum access had to account

for interference, quality of service (QoS), security, spectral efficiency, and energy efficiency

across heterogeneous network layers (Rahman et al., 2023).

Dynamic spectrum sharing based on FL and DRL was studied for emergency CRNs after

disasters (Yang et al., 2023). Federated UAV coordination was also explored for dense IoT

deployments, and transfer-learning methods were applied to UAV swarms (Yang et al., 2024;

Zhou et al., 2024). These studies highlighted the relevance of aerial support and distributed

learning under changing network conditions.

However, many resilience-oriented studies assumed static infrastructure, trusted relays, or stable

ad-hoc coordination. In addition, they did not fully examine how spectrum access should adapt

when a granting node such as a gNB failed, became overloaded, or lost reliable backhaul. Finally,

past studies also tended to treat recovery separately from trust-aware spectrum scheduling. This

left a gap for approaches that connected infrastructure failure, UAV support, HAPS federation,

and spectrum access in one control loop.
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1.6 Trust, security, and adversarial robustness

Security affected both sensing and distributed learning. In CRNs, individual sensing reports

could be falsified due to device inaccuracy or SDF attacks (Zou et al., 2015). Malicious reports

could increase interference to PUs or reduce spectrum utilization (Chen et al., 2016). While

majority voting could mitigate sparse SDF attacks, centralized majority decisions increased

overhead and created failure points.

Trust models, blockchain-based mechanisms, tensor-based detectors, and weighted reporting

schemes were proposed to reduce the adverse impact of malicious or unreliable nodes (Sajid

et al., 2020; Haddadou et al., 2015; Getu et al., 2019b,a). Yet, while these methods addressed

sensing trust, they were frequently not integrated with access scheduling or federated model

aggregation.

Federated and distributed learning introduced additional adversarial risks, including poisoned

updates, noisy gradients, and malicious clients. Anti-jamming FRL, Byzantine-resilient

aggregation, communication-efficient FRL, and NTN security studies addressed parts of this

problem (Sharma et al., 2023; Das et al., 2024; Zuo et al., 2025; Krouka et al., 2022; Alharbi

et al., 2025). Existing countermeasures tended to treat sensing attacks, poisoning attacks,

and infrastructure recovery separately. End-to-end spectrum optimization required these trust

mechanisms to be connected across sensing, scheduling, aggregation, and recovery.

1.7 Research gaps

The studies reviewed above highlight the following three main gaps previously unaddressed in

the literature:

1. Scalable SU-side sensing under adversarial conditions: Existing CRN sensing methods

did not jointly provide scalable cooperation, reduced sensing overhead, energy efficiency,

and SDF resilience for low-power CR-IoT devices.
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2. Joint SU-side sensing and access under imperfect CSI: Existing methods tended to treat

sensing, channel access, and power control separately, while practical CRN access required

joint discrete-continuous decisions under imperfect CSI.

3. End-to-end coordination across consuming and granting nodes: Existing hierarchical,

federated, and resilience-oriented approaches did not fully integrate SUs, gNBs, UAVs, and

HAPS for trust-aware, privacy-preserving, and resilient spectrum optimization.

Chapter 2 addresses scalable cooperative sensing under SDF attacks. Chapter 3 focuses on joint

SU-side sensing and access under imperfect CSI. Chapter 4 explores end-to-end coordination

across spectrum-consuming and spectrum-granting nodes using federated hierarchical learning.
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Abstract

Massive Internet of Things (IoT) connectivity requires addressing spectrum congestion caused

by spectrum scarcity in wireless communications. Over the past decade, cognitive radio has

been proposed as a promising solution to utilize the licensed spectrum efficiently. Conventional

spectrum sensing approaches are complex and require statistical information about the behavior

of licensed users, which is impractical. To overcome this limitation, several reinforcement

learning (RL)-based spectrum sensing approaches have been proposed that are also highly

adaptable to the dynamics of IoT environments. Additionally, cooperative RL-based spectrum

sensing approaches have been widely used because they are more accurate than non-cooperative

approaches. However, the advantage comes at the cost of scalability due to increased information

sharing overhead. Furthermore, cooperative spectrum sensing (CSS) approaches suffer from

attacks on the network, such as sensing data falsification (SDF) attacks, which deteriorate sensing

accuracy dramatically. In this paper, we present a scalable, partially CSS algorithm that is

highly resilient to SDF attacks. The novelty of the proposed algorithm lies in partial cooperation

through coalition formation, which reduces sensing and information sharing overhead while

improving sensing accuracy. Moreover, the algorithm learns to adapt the sensing participation

percentage and selects the most rewarding channel for sensing to maximize rewards while

minimizing energy consumption. The proposed algorithm outperforms state-of-the-art CSS

algorithms in terms of sensing accuracy and overhead. Contrary to centralized CSS algorithms,
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the proposed algorithm’s performance is directly proportional to the number of devices; hence,

it is suitable for massive connectivity.

2.1 Introduction

The number of Internet of Things (IoT) devices is expected to grow to 41.6 billion devices,

generating 79.4 zettabytes (ZB) of data, in 2025 (MacGillivray & Reinsel, 2019). Therefore, the

need for intelligent resource management and efficient bandwidth utilization is greater than ever

before (Khan et al., 2016). The radio spectrum is divided into licensed bands, which are used

mainly by cellular, radio and television networks, and unlicensed bands occupied primarily by

IoT devices. The rapid growth in the number of IoT devices will quickly consume all available

unlicensed bands, leading to congestion and packet drops. The concept of cognitive radio

(CR) has become much more popular in recent years to solve the problem of congestion in the

unlicensed spectrum (Mitola & Maguire, 1999). In CR, secondary (unlicensed) users (SUs) are

allowed to utilize the licensed spectrum when it is not occupied by primary (licensed) users

(PUs). Ordinary IoT devices would inevitably need to be transformed into cognitive IoT devices

to solve spectrum congestion (Khan et al., 2016). Introducing CR to IoT opened the door to

massive connectivity in IoT networks and promised support for an unprecedented number of

sensors and devices. The concept of CR-IoT emerged as a promising solution that leverages the

vacant spaces in the licensed spectrum to solve the congestion problem in the unlicensed one.

The authors of (Khan et al., 2017) survey the CR-IoT architectures and frameworks and propose

potential applications. However, CR algorithms face significant challenges in the context of IoT,

such as sensing accuracy, energy consumption, and network (Cheng et al., 2020).

Spectrum sharing in the context of CR-IoT relies heavily on spectrum sensing accuracy

to minimize harmful interference to PUs caused by SUs. Sensing accuracy is commonly

compromised by device accuracy and sensing data falsification (SDF) attacks. The former is

caused by hardware limitations of the sensing device, and the latter is due to malicious attackers

falsifying the sensing results of SUs, leading to the SUs learning incorrect channel statuses (Zou

et al., 2015). An attack of the latter type affects a few SUs, and majority vote is an effective
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strategy to mitigate this type of attack, and hence improve sensing accuracy. Cooperative

spectrum sensing (CSS) was introduced to improve the sensing accuracy of individual spectrum

sensing devices (Vu-Van & Koo, 2011). In this vein, several multi-agent deep learning approaches

have been proposed to provide a high level of accuracy using CSS (Sarikhani & Keynia, 2020;

Zhang et al., 2019; Alghorani et al., 2015). The authors of (Sarikhani & Keynia, 2020) propose

an SU selection strategy that chooses an SU to sense the channel status based on energy detection

and shares the results with other SUs. The authors of (Zhang et al., 2019) also use deep

reinforcement learning to efficiently explore the radio environment through CSS. However, these

approaches focus on full cooperation among SUs to improve accuracy and are not scalable to

massive IoT networks, and hence have limited performance under high load factors. Therefore,

an energy efficient approach that maintains a high level of sensing accuracy under various load

factors is needed to support the future demands of IoT networks.

Current state-of-the-art spectrum sensing techniques consume a lot of time and energy, which

makes it impractical to implement them with low-powered IoT devices (Hussain et al., 2020). To

overcome this limitation, spectrum sensing using evolutionary game theory (EGT) approaches

gives SUs the freedom to be free riders to conserve their energy (Li et al., 2017), but suffers from

inaccurate sensing due to probabilistic environment modeling. On the other hand, spectrum

sensing using multi-agent reinforcement learning (RL) trains the agents (SUs) through rewards

from interaction with the environment to provide a realistic environment and accurate sensing

(Sarikhani & Keynia, 2020). However, the aforementioned approaches consume a lot of time

and energy under a high load factor (Jagannathan et al., 2012). Thus, reducing the energy

consumption (for sensing and collaboration) of multi-agent CSS is an open research problem.

To tackle CR-IoT’s sensing accuracy, energy consumption and scalability challenges, this

paper presents a novel partially cooperative multi-agent RL (PCMARL) spectrum sensing

algorithm. Partial cooperation is achieved through coalition formation, which restricts sensing

and information sharing to small subsets of SUs. The SUs in these subsets collaborate and use

majority voting to fight SDF attacks and improve sensing accuracy as well as reduce sensing

overhead. Our approach teaches the SUs to optimize their sensing participation by learning to
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be free riders to conserve energy while maximizing rewards. We also give SUs the freedom

to select a channel to sense based on reward history, which gives them the flexibility to switch

channels when a channel is frequently busy or due to SU mobility.

Novelty and contribution

This paper presents the first scalable, energy efficient, RL-based algorithm that takes advantage

of coalition formation and majority voting for reliable spectrum sensing in the presence of SDF

attacks. The contribution of this paper can be summarized as follows:

• The PCMARL algorithm provides agents with a realistic model of the radio environment,

rather than a probabilistic one as in the case of EGT-based algorithms. In other words,

the environment is more realistic in the sense that it does not rely on SUs’ probability of

detection and probability of false alarm, but rather calculates the rewards through the agent’s

interaction with the radio environment.

• We provide a coalition-based partial cooperation strategy that reduces the amount of energy

spent physically sensing the channel, and sharing the channel status with other SUs.

• Contrary to traditional CSS approaches, the PCMARL algorithm does not rely on a fusion

center to calculate majority vote. Instead, the SUs in each coalition compute majority vote

locally, which makes the PCMARL algorithm scalable to massive connectivity.

• This is the first approach that gives SUs the freedom to choose the channel for sensing based

on channel-specific reward history and teaches them to be free riders to conserve energy.

• In contrast to state-of-the-art spectrum sensing algorithms, the PCMARL algorithm is the

first approach whose performance is directly proportional to the number of devices in the

network, making it suitable for massive connectivity.

The remainder of this paper is organized as follows. Section 2.2 provides a literature review

of the most relevant works. The system model and the proposed PCMARL spectrum sensing

algorithm are presented in Section 2.3. Section 2.4 discusses the simulation results. Finally,

Section 2.5 concludes this work.
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2.2 Related works

The challenges of spectrum sensing in the context of IoT networks can be summarized as

spectrum sensing scheduling, sensing time minimization, energy consumption minimization,

enabling massive connectivity, and maintaining a high level of accuracy in the presence of

SDF attacks (Ali & Hamouda, 2017; Zou et al., 2015). The solutions proposed to address

some of these challenges can be classified into three categories based on the approach used:

A) Optimization and Heuristic Approaches, B) Game-Theoretic Approaches, and C) Machine

Learning Approaches. A brief comparison of these approaches in terms of methodology,

advantages, and disadvantages, is presented in Table 2.1 with corresponding references.The key

aspects of each approach are discussed below.

Table 2.1 Literature on spectrum sensing: benefits and drawbacks

Optimization and Heuristic

Approaches

Game Theoretic Approaches Machine Learning

Approaches

Methodology Simplified model of the

environment to formulate

spectrum sensing in classic

optimization problem.

Optimization is done using

genetic algorithms, e.g.,

particle swarm optimization,

etc.

Distributing resources

among competing players to

reach a Nash equilibrium

Learning from data or the

environment to make

decisions autonomously.

Improves by experience.

Advantages Fast implementation with a

closed-form solution.

Fair distribution of resources.

Dynamically varying in time

No prior environment model

is needed. Learns complex

patterns in the data. Reacts

to dynamic environment

Disadvantages Incomplete environment

model. Difficult to scale in

dynamic IoT environments.

Does not support

heterogeneous players. Slow

convergence. May not reach

equilibrium. Difficult to

scale in dynamic IoT

environments.

Rely on labeled data. Need

training using large datasets

in case of deep learning (DL).

Curse of dimensionality.

Supervised machine learning

is difficult to scale in

dynamic IoT environments.

References (Quan et al., 2008; Oueis

et al., 2015; Kim & Ko,

2015; Xu et al., 2020; Pham

et al., 2014)

(Ni et al., 2013; Li et al.,
2017; Lee, 2015; Dai et al.,
2016)

(Hlophe & Maharaj, 2019;

He & Jiang, 2019; Shi et al.,
2020; Bkassiny et al., 2013;

Thilina et al., 2013)
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2.2.1 Optimization and heuristic approaches

Optimization and heuristic approaches were among the earliest approaches used for CSS (Quan

et al., 2008). More recently, authors of (Oueis et al., 2015; Kim & Ko, 2015; Xu et al., 2020)

have tried sub-carrier allocation subject to delay, maximum power, and interference constraints.

The proposed methods are computationally expensive. They work well with a limited number of

IoT devices; however, scaling them to a large number of devices makes them too complex. The

authors of (Pham et al., 2014) used a Hidden Markov Model (HMM) for CSS and spectrum

hand-off in a CR network (CRN); however, the fully cooperative nature of the solution makes it

unscalable. In short, classical optimization methods are not suitable for CR-IoT applications

since a complete model of the environment is not available (Scutari & Pang, 2013), they are not

scalable to support massive IoT connectivity (Alfa et al., 2016; Verma et al., 2017), and they

cannot adapt to the dynamic and evolving environment (Verma et al., 2017).

2.2.2 Game-theoretic approaches

The use of game theoretic approaches for dynamic spectrum allocation is studied in (Ni et al.,

2013), and both cooperative and non-cooperative game models are explored. The application of

EGT for CSS is presented in (Li et al., 2017). The authors present a novel concept of “free will"

for the SUs to participate in spectrum sensing to reduce energy consumption. An extension of

the work that allows SUs to join multiple coalitions at the same time is studied in (Dai et al.,

2016). Adaptive random access for collecting sensing data is proposed in (Lee, 2015) to optimize

sensing time.

In all the game theoretic approaches mentioned above, the rewards are calculated from SUs’

probability of detection and probability of false alarm, which provide an unrealistic representation

of the environment. Additionally, game theoretic approaches assume homogeneous rewards, are

highly complex, and have poor convergence and low flexibility. Furthermore, game theoretic

approaches can be challenging to implement in practical scenarios due to the difficulty of

distributing the game rule for the players (Tan et al., 2011).
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2.2.3 Machine learning approaches

Several deep learning frameworks for spectrum sensing are proposed in (Hlophe & Maharaj,

2019; He & Jiang, 2019; Shi et al., 2020) to improve the energy efficiency of the system and

provide a low-complexity alternative to classical optimization methods. A survey of supervised

and unsupervised machine learning methods for spectrum sensing can be found in (Bkassiny

et al., 2013). Our earlier works (Ali et al., 2019, 2020a,b) provide a foundation for resource

sharing among competing IoT devices using deep learning. Similarly, the authors of (Sami

et al., 2020) propose a reinforcement learning method, SARSA, for resource provisioning and

horizontal container scaling in fog computing. The authors further extend their work to deep

reinforcement learning in (Sami et al., 2021a,b) proposing deep Q-learning as an alternative

to heuristic methods for service provisioning to IoT devices due to the NP hardness of the

problem and demonstrating the algorithm’s efficiency in making proactive placement and scaling

decisions. Several supervised and unsupervised machine learning approaches such as K-means

clustering, Gaussian mixer model, support vector machine, and K-nearest neighbors are proposed

for opportunistic spectrum access in (Thilina et al., 2013). Nevertheless, it should be highlighted

that data-driven machine learning approaches suffer from a number of inherent drawbacks such

as lack of sufficient labeled data, partial observability of the environment, and lack of support

for incorporating delayed feedback from the environment. Such shortcomings prevent machine

learning algorithms from being an ideal solution for spectrum allocation in a dynamic radio

environment and motivate the use of RL.

The authors of (Oksanen et al., 2012) propose to use RL for spectrum sensing in a dynamic IoT

environment and analyze and compare the performance of 𝜖-greedy and upper confidence bound

(UCB) exploratory strategies. The idea of using RL with UCB is further explored in (Zhang et al.,

2019), where the authors created several PU traffic models such as bursty, legacy, and frequency

hopping patterns to show the adaptability of RL-based spectrum sensing methods. The use of RL

to facilitate the coexistence of long-term evolution license-assisted access (LTE-LAA) and IEEE

802.11 Wi-Fi systems is studied in (Mosleh et al., 2020), where agents compete for channel

access, considering the effects of MAC and physical layers. The authors of (Sarikhani & Keynia,
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2020) proposed a spatial-correlation-based SU selection mechanism that selects the most suitable

SU for local sensing.

An RL-based multi-agent CSS problem is studied in (Zhang et al., 2019). A distributed model

is used that assumes perfect channel information. Since the approach is distributed, it is easily

scalable to massive IoT networks. It is assumed that there will always be only one PU in six

channels with a 20% probability that the PU remains on the same channel and an 80% probability

that it switches channel. This is an unrealistic assumption since, in practice, there can be

more than one PU transmitting at the same time. The authors of (Lunden et al., 2013, 2011)

also propose a multi-agent RL framework for spectrum sensing in CR-IoT. The use of RL for

spectrum sensing is also advocated in more recent works due to the RL agents’ ability to quickly

adapt to a highly dynamic IoT sensor environment (Shin et al., 2020; Sarikhani & Keynia, 2020;

Chang et al., 2019; Panayiotou et al., 2019; Zia et al., 2019; Xu et al., 2019).

Cooperative RL approaches exhibit superior performance in terms of accuracy. To implement

cooperative RL algorithms for low-power CR-IoT devices, a significant reduction in energy

consumption, sensing overhead, and sensing time is needed. This can be achieved by using

coalition formation and majority vote, and sharing sensing belief with a limited number of

neighbors as shown herein.

Sensing falsification

The sensing data of individual SUs is vulnerable to sensing falsification due to device sensing

inaccuracies and SDF attacks. Therefore, the belief-sharing aspect of CSS introduces new

security threats. In an SDF attack, malicious attackers send false local sensing results to mislead

the cooperating SUs (Zou et al., 2015). Attacks may result in either excessive interference in

the PU network or a decrease in spectrum utilization (Chen et al., 2016). Attacks of this type

are carried out by sparse agents, and majority vote is an effective strategy to mitigate them. In

addition to SDF attacks, SU sensing results are subject to falsification due to device-hardware

sensing inaccuracies. The authors of (Sajid et al., 2020) suggest using block chains to mitigate
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the effect of falsified sensing. The authors of (Haddadou et al., 2015) propose a distributed trust

model to discredit the malicious and selfish nodes, thereby reducing the weight of their signals.

In other works (Ahmadfard et al., 2017), the authors discuss probabilistic SDF attacks and a

centralized fusion center (FC)-based mitigation strategy. Similarly the authors of (Wu et al.,

2020) propose a sequential fusion-based mitigation strategy that relies on an FC. The authors of

(Bendouda et al., 2018) also propose an FC-based network topology with three levels of control,

where the secondary controller is responsible for resource sharing and management strategies as

well as attack detection and mitigation. Although FC is optimized overall, it creates a single

point of failure and makes the approach non-scalable. Moreover, the performance of FC-based

approaches degrades in terms of energy efficiency due to large information sharing overhead.

In contrast, we propose an energy efficient partially cooperative SDF mitigation strategy that

computes the majority vote locally and improves, both energy efficiency and accuracy with a

greater number of devices.

2.3 The proposed algorithm

This section presents the proposed system model, introduces the notation used, explains the

structure and flow of the PCMARL algorithm, lists performance indicators, shows the algorithm’s

resilience against sensing falsification, and analyzes its complexity.

2.3.1 System model

The proposed CR environment consists of 𝑁𝑃 PU, 𝑁𝑠 SU, and 𝑀 licensed channels, and we

assume 𝑀 = 𝑁𝑝. The internal clocks of all PUs and SUs are synchronized and sufficiently

accurate (Zhang & Su, 2011). The stochastic process governing PUs’ access to channels can be

modeled as a Markov decision process (MDP). Each PU transmits randomly with transmission

length 𝐿 = 𝑘𝑡, where 𝑘 is a random number and 𝑡 is the transmission unit “time slot". The

SUs have no prior knowledge of the transmission pattern or transmission length of the PUs,

and should be sure to not interfere with the PUs. Each SU can sense only 𝐾 channels, where

(𝐾 ≤ 𝑀), in each time slot due to energy and hardware limitations. Each SU’s sensing results
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are subject to falsification with with probability 𝑃 due to SDF attacks and hardware sensing

inaccuracy. The CR model is distributed, and there is no centralized unit to share sensing

information among SUs.

Let S = {𝑠𝑖, ..., 𝑠𝑁𝑠 } be the SU set with 𝑁𝑠 user “agents", and C = {𝑐𝑖, ..., 𝑐𝑀} be a set

of 𝑀 channels occupied by 𝑁𝑝 PUs. Each agent interacts with the environment and with

other agents, a subset of S that sense the same channel, to collect information about channel

occupancy and decide on its sensing policy. The sets of observations and actions are donated by

O = {0, 1, ..., 𝑇} and A = {not-sensed, idle, busy}, respectively, with size |O| and |A|. The

“not-sensed” action represents the agent’s action if it decides to be a free rider to conserve energy.

The notation 𝑎𝑠𝑖𝑗 ∈ A represents the action taken by the agent 𝑠𝑖 for the channel 𝑗 . The set

D 𝑗 = {𝑎
𝑠1
𝑗 , ..., 𝑎

𝑠𝑁𝑗

𝑗 } represents the multi-set of actions of all agents in collation 𝑗 , where 𝑁𝑗 is

the number of agents sensing channel 𝑗 . Similarly, 𝑟𝑠𝑖𝑗 (𝑜𝑡) ∈ {0, 1} donates the reward of agent

𝑠𝑖 as a result of selecting channel 𝑗 for observation 𝑜𝑡 ∈ O.

Interaction with the environment happens through coalition formation, the sharing of sensing

belief D 𝑗 , majority vote, and the exchange of rewards. Each agent keeps a record of its own

actions and its rewards from each channel. In each time slot, the agent picks a channel to sense

based on its reward history. All agents sensing channel 𝑗 are considered coalition C𝑗 , and they

can join or leave a coalition based on their quality of service (QoS), as depicted in Figure 2.1.

After joining a coalition, each agent calculates the best action, i.e., channel status, based on the

Q-table and shares it with all members in the coalition. All agents in the coalition then calculate

the majority vote of the coalition locally using the channel status shared by other members

and update their actions based on the majority vote. Lastly, the agents receive a reward from

the environment if their predicted channel status matches the actual status and update their

action-reward history.

The work of this paper (PCMARL algorithm) is inspired by EGT and RL in the following

manners. From an EGT perspective, the work uses the concept of coalition formation, belief

sharing, and majority vote. From RL perspective, the proposed algorithm uses belief sharing,
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PU SU

Figure 2.1 The proposed cognitive radio environment

Q-learning, and rewards through interaction with the environment. Thus, the algorithm uses

belief sharing, which is common to cooperative games and cooperative RL approaches, to

provide a unified and more realistic model of the radio environment.

2.3.2 The proposed algorithm

Algorithm 2.1 highlights the important steps in the PCMARL spectrum sensing algorithm.

Additionally, Figure 2.2 depicts the flow of the algorithm. The input parameters 𝛼 and 𝛾 define

the learning rate and the weight associated with the temporal difference in the Q-learning

algorithm, respectively. The Q-table and agent histories are initialized to zero so that the initial

actions of all agents are always exploratory.

The PCMARL algorithm uses 𝜖-greedy to balance exploration and exploitation such that the

agent takes exploratory action with probability 𝜖 and chooses the greedy action, i.e., the action
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Algorithm 2.1 Partially cooperative multi-agent reinforcement learning-based spectrum sensing

1 Algorithm parameters: Learning rate 𝛼 ∈ (0, 1], 𝛾, majority-vote 𝑣 ∈ [0, 1] ;

2 Initialize 𝑄(𝑜, 𝑎), for all 𝑜 ∈ O, 𝑎 ∈ A, ;

3 Initialize 𝑅(𝑜, 𝑠), for all 𝑜 ∈ �, 𝑠 ∈ S, ;

4 foreach episode do
5 Reset Environment;

6 foreach step of episode do
7 if random float ≤ 𝜖 (𝑒𝑝𝑖𝑠𝑜𝑑𝑒𝑐𝑜𝑢𝑛𝑡) then
8 Sample 𝑎 from A ;

9 else
10 Choose channel with max(𝑅𝑐) ;

11 Choose action for channel from Q-table;

12 end if
13 if 𝑣 == 1 then
14 Form coalition C𝑗 ; 𝑠𝑖 ∈ C𝑗 if 𝑠𝑖 sensed channel 𝑗 ;

15 Calculate majority decision for each coalition ;

16 Update actions of each 𝑠𝑖 based on majority-vote ;

17 foreach 𝑠𝑖 ∈ S do
18 Take action 𝑎, observe 𝑅, 𝑜;

19 𝑄(𝑜, 𝑎) ← 𝑄(𝑜, 𝑎) + 𝛼[𝑅 + 𝛾max𝑎 𝑄(𝑜
′, 𝑎) −𝑄(𝑜, 𝑎)];

20 end foreach
21 𝑜 ← 𝑜′;

22 end foreach
23 end foreach

with the highest Q-value, with probability 1− 𝜖 . However, the value of 𝜖 decreases exponentially

from 1 to 0 with the number of episodes rather than being constant.

The Q-table holds Q-values for all actions and all observations for each channel. In the case

of a random action, the agent randomly selects the channel and the channel status, whereas in

the case of a greedy action, the agent picks the best channel to sense based on channel reward

history and the channel status based on the Q-table. The total reward 𝑅𝑠𝑖𝑗 that SU 𝑠𝑖 obtains from

channel 𝑗 is

𝑅𝑠𝑖𝑗 =
𝑜𝑡 |𝑡=𝑡𝑜∑
𝑜𝑡 |𝑡=1

𝑟𝑠𝑖𝑗 (𝑜𝑡), (2.1)
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where 𝑜𝑡 and 𝑡𝑜 are the observation at time 𝑡 and the current time, respectively. The average

channel reward 𝑅̄𝑠𝑖𝑗 of 𝑠𝑖 for channel 𝑗 is calculated as

𝑅̄𝑠𝑖𝑗 =
𝑅𝑠𝑖𝑗

𝐾𝑠𝑖
𝑗

, (2.2)

where 𝐾𝑠𝑖
𝑗 is the number of times that channel 𝑗 was sensed in all past observations up to the

current observation. In each time slot, each SU picks the channel with highest average sensing

reward to sense as follows:

𝑐 𝑗 = arg max
𝑗
𝑅̄𝑠𝑖𝑗 . (2.3)

After selecting the best channel, the agent needs to choose the best action for that channel. The

action, i.e., the channel status for channel 𝑗 , is selected by SU 𝑠𝑖 based on

𝑎𝑠𝑖𝑗 = arg max
𝑎∈A

𝑄(𝑜𝑡, 𝑎). (2.4)

Since the action space contains “free riding", “idle", and “busy” as actions, the one with the

highest Q-value is selected according to Eq. 2.4.

In a traditional Q-learning approach, an individual action chosen based on the Q-table is first

compared to the PU transmission, and then the agent receives a reward accordingly. SUs’

individual sensing results can be falsified with probability 𝑃 due to SDF attacks and hardware

sensing inaccuracy. Coalition formation and majority vote provide a strong defense against

falsification, as explained in detail in Section 2.3.4.

Once all agents in all coalitions have chosen their individual actions, they share the channel

status with the other members of their coalition (Zhang et al., 2019). Each coalition member in

coalition C𝑗 thus receives a multi-set D 𝑗 = {𝑎
𝑠1
𝑗 , ..., 𝑎

𝑠𝑁𝑗

𝑗 } containing the actions of all SUs in

the coalition, some of which may have been falsified. Then, each agent calculates the majority

action of the coalition as

𝑑 𝑗 = mode(D 𝑗 ), (2.5)
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and all members of the coalition update their actions as 𝑎𝑠𝑖𝑗 = 𝑑 𝑗 . Once all members have

updated their actions, their actions are compared to the actual transmission pattern of the PUs

and the agents receive a reward is 𝑟𝑠𝑖𝑗 ∈ {0, 1} from the radio environment for predicting the

channel status. The reward 𝑟𝑠𝑖𝑗 = 1 for correctly predicting channel status or 𝑟𝑠𝑖𝑗 = 0 for not

sensing or incorrectly predicting it. The goal of the SUs is to maximize their rewards. Each

agent 𝑠𝑖 then updates its Q-table as follows:

𝑄(𝑜𝑡, 𝑎
𝑠𝑖
𝑗 ) = 𝑄(𝑜𝑡, 𝑎

𝑠𝑖
𝑗 ) + 𝛼 ∗ (𝑟

𝑠𝑖
𝑗 + 𝛾 ∗ (max

𝑎∈A
𝑄(𝑜𝑡+1, 𝑎)

−𝑄(𝑜𝑡, 𝑎
𝑠𝑖
𝑗 ))). (2.6)

The agents continue to repeat the above steps until they reach the terminal observation, which

marks the end of the episode. At that point, the environment is reset to the initial observation, a

new episode begins, and the process repeats itself. The convergence of the algorithm is well

established and can be found in (Tsitsiklis, 1994; Strehl et al., 2006; Sutton & Barto, 2018). The

notations used to describe the above process are listed in Table 2.2.

2.3.3 Performance indicators

Sensing accuracy is the first performance indicator used in this work. It is defined as the number

of correct predictions normalized by the number of times the SU participated in spectrum

sensing, as shown below:

Sensing Accuracy =
Number of correct predictions

Total sensing contribution
× 100. (2.7)

Sensing accuracy is calculated per SU, and the total sensing contribution is an indicator of the

energy consumed by the SU for spectrum sensing and collaboration. The SU’s goal is therefore

to minimize this while maintaining a high level of accuracy. In terms of RL, this is achieved by
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Table 2.2 Table of notations

S = {𝑠𝑖, ..., 𝑠𝑁𝑠 } set of SUs

C = {𝑐𝑖, ..., 𝑐𝑀} set of channels

𝑠𝑖 SU 𝑖
𝑁𝑠 = |S| number of SUs

𝑀 = |C| number of channels

𝑁𝑝 = 𝑀 number of PUs

𝑇 number of steps per episode, horizon

𝑡 time

𝑜𝑡 : 𝑡 = 1, ..., 𝑇 observation (function of time)

𝑃 probability of falsification due to SDF attack

𝑎𝑠𝑖𝑗 ∈ A action of SU 𝑠𝑖 for channel 𝑗

A = {0, 1, 2} action space

O = {𝑜1, 𝑜2, . . . 𝑜𝑇 } observation space

𝑟𝑠𝑖𝑗 (𝑜𝑡) ∈ {0, 1} reward of SU 𝑠𝑖 from channel 𝑗 in 𝑜𝑡
𝑅𝑠𝑖𝑗 total reward of SU 𝑠𝑖 from channel 𝑗

𝑅𝑠𝑖 total reward of SU 𝑠𝑖 regardless of the channel

𝑅̄𝑠𝑖𝑗 average channel reward of SU 𝑠𝑖

𝑅̂𝑠𝑖 total reward-per-contribution of SU 𝑠𝑖
𝐾𝑠𝑖
𝑗 number of times channel 𝑗 was sensed by 𝑠𝑖

𝐾𝑠𝑖 number of times SU 𝑠𝑖 participated in sensing

𝑄𝑠𝑖 (𝑜𝑡, 𝑎
𝑠𝑖
𝑗 ) Q-table of SU 𝑠𝑖

D 𝑗 = {𝑎
𝑠1
𝑗 , ..., 𝑎

𝑠𝑁𝑗

𝑗 } multi-set of actions of all SUs in coalition C𝑗

{𝑠𝑁1
, ..., 𝑠𝑁 𝑗 } ⊂ S set of SUs in coalition C𝑗

𝑑 𝑗 =mode(D 𝑗 ) majority decision of coalition C𝑗
𝑁 𝑗 number of SUs sensing channel 𝑗
𝜂 = 𝑁𝑠/𝑁𝑝 load factor

𝐿 𝑗 ∈ [1, 3] transmission length of PU 𝑗
𝐻𝑠𝑖 sensing overhead of SU 𝑠𝑖

assigning a small negative "step cost" to all actions other than those “not-sensed". However, two

agents with different sensing contributions can have the same sensing accuracy but different

sensing rewards. Therefore, the second performance indicator used is the total rewards per

episode for each SU (regardless of the channel) 𝑅𝑠𝑖 , which is defined as

𝑅𝑠𝑖 =
|C|∑
𝑗=1

𝑅𝑠𝑖𝑗 . (2.8)
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Since total reward alone does not reflect SU’s contribution, reward-per-contribution 𝑅̂𝑠𝑖 is

another performance indicator, defined as

𝑅̂𝑠𝑖 = 𝑅𝑠𝑖/𝐾𝑠𝑖 , (2.9)

where 𝐾𝑠𝑖 is the number of times 𝑠𝑖 participated in spectrum sensing. The last performance

indicator used is sensing overhead 𝐻𝑠𝑖 , which shows the amount of energy SUs consume in

spectrum sensing without receiving any reward. Sensing overhead is defined as

𝐻𝑠𝑖 = 1 − 𝑅𝑠𝑖/𝐾𝑠𝑖 . (2.10)

PCMARL algorithm’s performance is evaluated in more detail using the aforementioned

indicators in Section 2.4.

2.3.4 Resilience of the proposed algorithm

CR approaches are vulnerable to sensing inaccuracy due to hardware limitations and SDF

attacks. Majority vote provides a strong defense against such inaccuracies since the coalition’s

probability of incorrect decision 𝑃𝑗 is always lower than 𝑃, where 𝑃 is the probability that the

sensing result reported by an SU has been falsified. We calculate 𝑃𝑗 as

𝑃𝑗 = Pr(more than half of the agents in coalition C𝑗 report

falsified results)

=
|C𝑗 |∑

𝑘=
⌈

1+|C𝑗 |

2

⌉ Pr(𝑘 agents in C𝑗 falsified).

(2.11)

The 𝑘 agents from C𝑗 who reported a falsified channel status form subset C𝑘𝑗 . Hence, there are( |C𝑗 |
𝑘

)
possibilities of such subsets. Therefore, the coalition’s probability of an incorrect decision
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can be calculated as

𝑃𝑗 =
|C𝑗 |∑

𝑘=
⌈

1+|C𝑗 |

2

⌉
(
|C𝑗 |

𝑘

)
𝑃𝑘 (1 − 𝑃) |C𝑗 |−𝑘 . (2.12)

Since ∀|C𝑗 | > 1 and 𝑃 ∈ (0, 0.5), 𝑃𝑗 < 𝑃, majority vote is an effective remedy against SDF

attacks. Figure 2.3 shows this phenomenon by plotting a coalition’s probability of incorrect

decision 𝑃𝑗 for various |C𝑗 | against 𝑃. It also demonstrates that larger coalitions provide stronger

defense against SDF attacks, which is advantageous to support scalability. Furthermore, Eq. 2.12

provides a relationship between |C𝑗 | and 𝑃𝑗 where |C𝑗 | is the number of SUs that actually

participated in sensing. The relationship helps determine the number of contributors required in

a coalition to achieve a certain probability of an incorrect decision. Hence, coalition formation

and majority vote not only provide a defense against SDF attacks but also enable greater energy

savings by providing a threshold of contributors required to achieve a certain level of accuracy.

If there are more SUs in a coalition than required, the remaining SUs can be free riders.

2.3.5 Complexity analysis

The authors of (Kearns & Singh, 2002) determine the complexity of general MDPs to be bounded

by polynomials in experiment time, and the size of the state-space and action-space. The time

complexity of model-free algorithms, including Q-learning with 𝜖-greedy, UCB, and UCB-H

exploration strategies is shown in (Jin et al., 2018) to be 𝑂 (𝐸), where 𝐸 denotes the total

experiment time. The space complexity of Q-learning is proven in (Strehl et al., 2006) to be

𝑂 ( |S||A|) , where |S| is the size of the state-space, and |A| is the size of the action-space. The

complexity of the PCMARL algorithm differs in only two aspects:

1. Reward history-based channel selection, which is a max operation over the number of

channels and, hence, has a complexity of 𝑂 (𝑀).

2. Majority vote, which is a mode operation over the action set D 𝑗 and has a complexity of

𝑂 ( |D 𝑗 |). Note that free-riders reduce this complexity, since the mode is performed only on

contributors.
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Therefore, the additional complexity is linear in channel quantity and coalition size but constant

in load factor since each agent performs all computations locally.

The simulation results are discussed in the next section.
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Figure 2.2 Flowchart of the proposed cooperative sensing

algorithm
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Figure 2.3 Coalition’s probability of incorrect decision against

individual falsification probability
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2.4 Performance evaluation

In this section, we present the simulation results, discuss the PCMARL sensing algorithm and

evaluate various performance indicators under several load factors. The PCMARL algorithm’s

performance is compared to that of traditional Q-learning with constant 𝜖 proposed in (Zhang

et al., 2019), Q-learning with UCB as used in (Sutton & Barto, 2018), and UCB-H as used in

(Zhang et al., 2019) for CSS.

The sensing capacity 𝐾 of each SU is assumed to be 1, i.e., each SU can sense only one channel

in one time slot, which is a realistic assumption for most low-powered IoT devices. The SUs are

assumed to be capable of switching between available channels. We use 𝑁𝑝 = 3 PUs for all

simulations and 𝑁𝑠 = 𝜂𝑁𝑝 where 𝜂 ∈ {10, 25, 50, 100, 200}. The simulations are carried out for

1, 000 episodes, and each episode has 𝑇 = 20 steps. If an SU participates in spectrum sensing,

their reported channel status is subject to change due to SDF attacks and sensing inaccuracy

with probability 𝑃. The simulation parameters are given in Table 2.3.

Table 2.3 Simulation parameters

Parameter Value(s) Parameter Value(s)

𝜂 [2, 10, 25, 50, 100, 200] 𝑁𝑆 𝜂𝑁𝑃
𝑃 [0.01, 0.05, 0.1, 0.2, 0.3] A {0, 1, 2}
Number of episodes [100, 500, 1000] 𝑇 20

𝑁𝑃 3 𝜎 5

𝛾 0.1 𝛼 0.1

Figure 2.4 compares the sensing accuracy of the proposed PCMARL algorithm with three related

approaches, as mentioned above, under load factor 𝜂 = 5 and falsification probability due to

SDF attack 𝑃 = 0.3. Since the PCMARL algorithm uses majority voting, it is significantly more

accurate than traditional Q-learning with constant 𝜖 , the Q-UCB approach of (Sutton & Barto,

2018), and the Q-UCB-H approach of (Zhang et al., 2019). Similarly, Figure 2.5 shows the

sensing accuracy of all four approaches for 𝜂 = 5 and 𝑃 = 0.1. Lower values for 𝜂 and 𝑃
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Figure 2.4 Average sensing accuracy under 𝜂 = 10, 𝑃 = 0.3 for

all approaches

compared to Figure 2.4 brings the performance of other approaches closer to that of the PCMARL

algorithm, nevertheless the PCMARL algorithm is still significantly more accurate.

In order to show the effect of the load factor on sensing accuracy, Figure 2.6 plots the sensing

accuracy of all approaches for two different load factors: 𝜂 = 2 and 𝜂 = 100. With a high

load factor, the PCMARL algorithm converges to 100% accuracy in under 200 episodes due to

cooperation among a large number of SUs, which provides a strong defense against SDF attacks.
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Figure 2.5 Average sensing accuracy under 𝜂 = 5, 𝑃 = 0.1 for

all approaches

Figure 2.7 shows the sensing accuracy of the PCMARL algorithm under various load factors

to show scalability. As the load factor increases, majority vote heavily influences individual

decisions. This figure also shows our approach’s resilience against SDF attacks when the

probability of falsification is high, i.e., 𝑃 = 0.3. The system was tested with various load factor

values up to 𝜂 = 200, and it achieved 100% sensing accuracy in about half as many episodes as

the other approaches for all load factors.
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Figure 2.6 Average sensing accuracy under 𝜂 = 2 and 𝜂 = 100

for 𝑃 = 0.3 for all approaches

Figure 2.8 compares the accuracy of all approaches with different probabilities of falsification

in order to show the proposed algorithm’s resilience. The PCMARL algorithm is the most

resilient to SDF attacks even when 30% of the reported channel statuses have been falsified.

The performance of all approaches degrades with increasing 𝑃. Figure 2.9 shows the PCMARL

algorithm’s resilience to SDF attacks by plotting its accuracy for various probabilities of sensing

falsification.
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Figure 2.7 Average sensing accuracy of the proposed algorithm

for different load-factors

Figure 2.10 shows the average rewards per episode over all SUs for all approaches. Each episode

has 𝑇 = 20 slots, and the SU 𝑠𝑖 receives reward 𝑟𝑠𝑖𝑗 (𝑜𝑡) = 1 for sensing and correctly predicting

the status of channel 𝑗 in state 𝑜𝑡 . The minimum and maximum quantity of rewards per episode

is therefore [0, 20], which represents the y-axis in all rewards-related figures.

Figure 2.11 shows the average reward per episode for all approaches under various load factors.

The PCMARL algorithm converges faster to higher rewards than the other approaches despite

the probability of falsification being 𝑃 = 0.3. Similarly, Figure 2.12 shows the average reward
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Figure 2.8 Average sensing accuracy of all approaches under

various falsification probability

per episode with different probabilities of falsification for 𝜂 = 10. It emphasizes the PCMARL

algorithm’s resilience against SDF attacks, as its average reward even when 𝑃 = 0.3 is higher

than that of other approaches when 𝑃 = 0.1.

One of the contributions of this work is giving SUs the freedom to choose a channel for sensing

based on their reward history. If a channel frequently becomes busy, an SU can decide to stop

sensing it, leave the coalition and join another coalition (the one corresponding to the channel

from which it has historically received the highest reward) for sensing in the hope of finding a
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Figure 2.9 Average sensing accuracy of the proposed algorithm

under various falsification probability

more frequently available channel. Another reason for SUs to switch between coalitions is their

mobility, which affects their sensing accuracy. The SUs can thus pick a channel for which they

are able to predict channel status more accurately , thereby leading to higher rewards. In other

words, the SUs also learn to join the most suitable coalition for higher rewards. This concept is

reflected in the PCMARL algorithm’s behavior as shown in Figures 2.10, 2.11 and 2.12.

The SUs have the free will to be contributors or free riders, and there is a small per-step negative

cost associated with participating in spectrum sensing to encourage the SUs to learn to participate
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Figure 2.10 Average reward over all secondary users per

episode for all approaches

in sensing only when a high reward is expected in order to conserve their energy. In other words,

SUs can learn to settle for a lower reward to conserve their energy. The number of times that SUs

participate in spectrum sensing per episode is indicated by their contribution percentage, shown

in Figure 2.13, which also reflects their total energy consumption. We assume that an SU spends

one unit of energy whenever it participates in spectrum sensing in a particular time slot and zero

units of energy whenever it is a free rider. Note that the epsilon-greedy algorithm exhibits better

exploration of the environment than the UCB and UCB-H algorithms that prioritize saving

energy.
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Figure 2.11 Average reward per episode under varying load

factors

However, total rewards and contribution percentage alone do not give a complete measure of

energy efficiency for SUs since they do not reflect whether the reward is worth the energy spent

for spectrum sensing. For example, an SU may have participated in spectrum sensing only three

times per episode to conserve energy and predicted correctly each time. SU’s total reward per

episode might still be lower than that of the other SUs that participated more in sensing. Thus,

rewards and contribution percentage, when looked at separately, do not fully represent energy

efficiency.
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Figure 2.12 Average reward per episode for all approaches

under various falsification probability

A better indicator of energy-reward balance is energy-per-reward, which reflects the total energy

the SU consumed per episode normalized by the total rewards it received per episode. Figure

2.14 shows total energy-per-reward for the SUs for all approaches. A lower energy-per-reward

ratio reflects higher energy efficiency since it shows that the SUs learned to participate in sensing

only when they expected a reward. Ideally, the energy-per-reward ratio should be equal 1. The

PCMARL algorithm achieves a near ideal energy-per-reward ratio, whereas UCB-H is the most

energy inefficient approach and does not learn to lower the participation percentage to conserve

energy. Figure 2.15 shows the PCMARL algorithm’s energy-per-reward ratio under various



47

Figure 2.13 Average contribution percentage for all approaches

load factors, and it is clear that as the load factor increases, the SUs have more opportunities to

conserve their energy and still achieve a near ideal energy-per-reward ratio.

A related measure of energy wastage is sensing overhead, which indicates the amount of energy

the SUs spent sensing a channel when they did not receive any reward. Figure 2.16 shows the

average sensing overhead of all approaches. The PCMARL algorithm has extremely low sensing

overhead after half as many episodes as the other approaches. Sensing overhead is high at the

beginning when the SUs are exploring the environment, but drops as the number of episodes

increases. In an ideal system with zero wasted energy, the sensing overhead will be zero. Figure
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Figure 2.14 Average energy consumption per unit reward for all

approaches

2.17 shows the PCMARL algorithm’s sensing overhead with various 𝑃 values and that it has

very low overhead even with high 𝑃 values.
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Figure 2.15 Average energy consumption per unit reward for

the proposed algorithm under various load factors
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Figure 2.16 Average sensing overhead of all approaches under

various falsification probabilities
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Figure 2.17 Average sensing overhead of the proposed

algorithm under various falsification probabilities
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2.5 Conclusion

In this paper, we propose a PCMARL spectrum sensing algorithm that takes advantage of

coalition formation and majority voting to combat SDF attacks in CR-IoT. The proposed

PCMARL algorithm outperforms state-of-the-art RL-based sensing algorithms, namely Q-𝜖 ,

Q-UCB, and Q-UCB-H, in terms of sensing accuracy and energy efficiency. The adopted

majority vote mechanism makes the PCMARL algorithm resilient to SDF attacks even when

30% of the reported sensing results have been falsified. Unlike centralized fully CSS approaches,

the proposed PCMARL algorithm has a coalition-specific partially cooperative sensing and

belief-sharing mechanism that makes its performance directly proportional to the number

of devices in the network. Moreover, the algorithm forces agents to learn to optimize their

participation percentage to conserve energy. Agents also learn to switch channels based on their

reward history to maximize their rewards. Future works may consider approximating the Q-table

to extend the work to very large state-spaces and implement it in low-powered devices.
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Abstract

Cognitive radio networks (CRNs) mitigate spectrum scarcity by leveraging the holes in the

licensed spectrum to enable internet of things (IoT) devices to opportunistically access the

spectrum. However, IoT devices need to sense the spectrum before they can access it, which is

an energy-intensive process and hinders the practical implementation of opportunistic spectrum

access for energy-constrained IoT devices. In this context, reinforcement learning (RL)-based

algorithms that encourage cooperation among IoT devices to eliminate the need for constant

sensing are promising candidates for practical CRN implementation. As exciting as the

application of RL to CRNs is, benchmarking the performance of different algorithms is a huge

challenge due to a lack of standardized comparison metrics, especially for hybrid action spaces

that comprise both discrete and continuous actions. We propose a hybrid discrete-continuous

space deep RL algorithm that maximizes the energy efficiency of CRNs by optimizing sensing,

cooperation, and transmission by IoT devices. We also analyze the algorithm’s performance

by setting the theoretical upper bound for throughput and find that it reaches 99.4% of the

theoretical upper bound, while its discrete action-space version reaches 96% and other baseline

algorithms range between 70% and 86%.
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3.1 Introduction

The exponential growth of the internet of things (IoT), which is expected to reach 41.6 billion

devices and generate 79.4 zettabytes (ZB) of data in 2025, has resulted in increased demand for

bandwidth. Cognitive radio networks (CRNs) have emerged as a promising solution to address

the limited spectrum issue (Khan et al., 2016). CRNs enable unlicensed IoT devices, which are

termed secondary users (SUs), to opportunistically access the underutilized frequency bands

that are licensed to primary users (PUs). However, the effective coexistence of heterogeneous

devices in CRNs poses significant challenges for optimal spectrum utilization and network

performance (Zhang et al., 2015).

One primary condition for SUs to access the licensed spectrum is to avoid causing interference

to PUs. Spectrum sensing, which is a mechanism that enables SUs to access the licensed

spectrum without interfering with PU traffic, detects spectrum holes—free slots where PUs are

not transmitting—but is energy-intensive (Zhang et al., 2020a). The lack of energy-efficient

sensing and transmission mechanisms is a dominant barrier to practical CRN implementation.

Reinforcement learning (RL)-based sensing and scheduling algorithms offer promise for

addressing the energy constraints of CRNs (Khaf et al., 2022; Sarikhani & Keynia, 2020; Liu

et al., 2020). Unlike heuristic or game-theoretic methods, RL-based algorithms adapt to PU

traffic patterns and eliminate the need for constant sensing by learning in real time and facilitating

SU cooperation to conserve energy (Zhang et al., 2020a). Nevertheless, applying RL in CRNs

and maintaining scalability becomes complicated when there are a variety of devices.

Hybrid action spaces, which integrate discrete and continuous actions, pose another challenge

to RL-based CRNs. Sophisticated algorithms are required to manage the different actions and

handle the heterogeneity effectively (Li et al., 2023).

Furthermore, the limitations of low-powered IoT devices hinder the gathering of perfect channel

state information (CSI), which complicates decision-making with imperfect CSI (ICSI) for

single-agent RL (Kaur et al., 2023; Kaur & Kumar, 2022). Single-agent sensing and decision
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making also suffer from spatial false alarms (SFA) due to active PUs outside the sensing region

and require either adjusting the decision threshold based on aggregate interference (Furtado

et al., 2016) or reliance on spatio-temporal sensing (Zhang et al., 2018; Khalid & Yu, 2019).

Cooperative RL presents promise for complex decision-making in multi-agent systems such as

CRNs. However, current approaches often rely on centralized structures, which poses scalability

challenges as networks grow in complexity and have a greater number of agents.

Developing decentralized cooperative RL algorithms is an open challenge to enable scalable and

efficient CRN operations. These algorithms must facilitate cooperative learning without having

overwhelming computational or memory requirements and address challenges like hybrid action

spaces and ICSI. Successful development could optimize spectrum allocation, alleviate the curse

of dimensionality, and enhance spectral and energy efficiency in CRNs.

This paper is organized as follows: The next section provides a comprehensive review of the

related literature and highlights existing methodologies and approaches in the field. Section 3.3

presents the system model and problem formulation. Section 3.4 presents the proposed algorithms

in detail. Section 3.5 describes the experimental setup and discusses the simulation results

obtained. Finally, the paper concludes with a summary of our findings and avenues for future

research in Section 3.6.

3.2 Related works

Research in the domain of CRNs has evolved significantly in recent years and aims to tackle

the multifaceted challenges associated with spectrum access, interference mitigation, and

network optimization. Spectrum sensing techniques play a pivotal role in identifying spectrum

opportunities for SUs while avoiding causing interference to PUs (Hussain et al., 2020).

Traditional methods like energy detection, matched filtering, and cyclostationary feature

detection have been extensively investigated for spectrum hole identification. However, SFA

and the energy-intensive nature of these approaches remains a pressing concern, particularly

for resource-constrained IoT devices operating in CRNs (Sharma et al., 2015; Ali & Hamouda,
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2017; Sun et al., 2018; Furtado et al., 2016). In response to this challenge, recent research

endeavors have increasingly focused on harnessing machine learning approaches to enhance

spectrum sensing efficiency, adaptability, and energy conservation in CRNs (Khaf et al., 2022;

Sarikhani & Keynia, 2020; Liu et al., 2020).

Efforts to mitigate the time-intensiveness of spectrum sensing have led to various approaches.

Some strategies involve trade-offs between sensing accuracy and transmission opportunities,

while others advocate periodic sensing to reduce overall sensing time (Sun et al., 2018; Zhang

et al., 2017). Passive listening schemes have also been explored to maximize transmission

opportunities while minimizing the interference caused to PUs and SU energy consumption

(Sarikhani & Keynia, 2020). Despite these attempts, passive listening still consumes relatively a

lot of energy (Mastronarde & Van Der Schaar, 2011), which poses challenges for implementation

in low-powered IoT devices. Moreover, cooperative spectrum sensing (CSS) has been shown to

exhibit more accurate sensing and lower collision rates compared to non-cooperative mechanisms.

CSS is more resilient to malicious attacks like sensing data falsification (SDF) attacks, which

further emphasizes the importance of minimizing SU energy consumption in CSS approaches.

Real spectrum data analysis indicates there are certain patterns in PU traffic that SUs can

use to their advantage (Sun et al., 2022). However, exploiting these patterns requires prior

knowledge of the statistical characteristics of the spectrum data (Li et al., 2017), which are

seldom available to SUs (Mastronarde & Van Der Schaar, 2011). RL algorithms are gaining

traction (Sarikhani & Keynia, 2020; Liu et al., 2020; Alghorani et al., 2015) because they are

able to adapt in real-time without the need for prior statistical knowledge of spectrum data (Li

et al., 2017). However, their adaptability in CRNs when the CSI is delayed, noisy, falsified, or

unavailable remains an open research area (Khoshkbari & Kaddoum, 2023; Khoshkbari et al.,

2023).

The coexistence of discrete and continuous action spaces in CRNs poses challenges for

conventional RL algorithms. Recent research has addressed this challenge by exploring novel

algorithmic architectures that are capable of effectively handling continuous action spaces
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(Koike et al., 2023; Guo & Zhao, 2022; Li et al., 2020). Furthermore, due to the limitations of

low-powered IoT devices, gathering accurate CSI becomes challenging. Consequently, adapting

RL-based decision-making with ICSI remains a crucial focus area for improving RL performance

in CRNs (Khoshkbari & Kaddoum, 2023; Khoshkbari et al., 2023; Tan et al., 2022).

To address these challenges, we propose the intelligent multi-user participatory algorithm

for cooperative transmission (IMPACT). IMPACT leverages a deep RL-based approach in a

decentralized cooperative framework to optimize the SUs’ actions in order to maximize the

CRN’s energy efficiency. The algorithm, which employs a deep deterministic policy gradient

(DDPG) structure with four deep neural networks, can handle hybrid action spaces and is

benchmarked against exhaustive search and other algorithms. Participatory spectrum sensing

and results sharing enable partial cooperation among agents to conserve energy and improve

sensing accuracy while avoiding causing interference to PUs (Khaf et al., 2022). The proposed

coalition scheme enhances the SUs’ learning with ICSI and mitigates SFA and SDF attacks for

granular optimization of the sensing, cooperation, and transmission processes.

3.2.1 Novelty and contribution

IMPACT is novel in a number of ways and makes several contributions:

• Handling hybrid action space: It efficiently manages both discrete and continuous action

sets, which enables effective decision-making in heterogeneous CRN environments.

• Addressing ICSI: It incorporates mechanisms to adapt RL-based decision-making strategies

with ICSI, which mitigates the impact of delayed, inaccurate, falsified, or unavailable channel

information in CRN environments.

• Facilitating decentralized cooperation: It introduces a decentralized cooperative learning

framework that enables agents in CRNs to cooperate in select small groups and make informed

decisions without relying on centralized structures, which helps to improve scalability and

efficiency.

• Enhanced scalability: It leverages decentralized cooperation to reduce the dependency on

extensive shared resources and enable efficient operation in large-scale CRN scenarios.
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• Benchmarking against various methods: It is benchmarked against exhaustive search,

bandit-based approaches, random selection, and a variant termed IMPACT-D, which

discretizes the action space using two actor-critic deep Q-networks (DQNs). This comprehensive

evaluation makes it possible to assess IMPACT’s performance against that of various baseline

methods that are commonly used in CRNs.

Therefore, the proposed algorithm has the potential to significantly improve the energy efficiency

and performance of CRNs, and we hope that it will inspire further research on applying RL to

CRNs.

3.3 System model

Figure 3.1 System model

We consider a cellular system consisting of 𝑁𝑝 PUs surrounded by 𝑁𝑠 SUs, as shown in

Figure 3.1. Each SU 𝑠𝑖 can independently decide the portion of time slot 𝑡 it spends in sensing

and cooperating with other SUs to improve its sensing accuracy. The SUs have limited power

and can sense only a limited number of channels in a given time slot. SUs communicate

over common control channel for handshake, neighbour discovery, channel access negotiation,

topology change, and collaboration (Lo, 2011), and opportunistically access the spectrum holes
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in licensed PU channels after sensing and/or collaboration. Moreover, both active sensing

and passive listening to cooperate with others are energy-consuming processes, and the SUs’

objective is to minimize the amount of energy spent on learning over time.

3.3.1 Time slots

Each time slot 𝑡 can consist of a sensing 𝑡sn, a cooperation 𝑡cp, and a transmission 𝑡tr period, as

shown in Figure 3.2. SUs that do not participate in sensing or cooperation can conserve time

and energy and use the entire time slot for transmission if they so choose; however, they then run

a greater risk of causing harmful interference to PUs by transmitting when the PU channel is

busy. Therefore, SUs’ objective is to maximize their throughput and energy efficiency while

staying within the PU interference thresholds.

Figure 3.2 Time slot model
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Participation in sensing is a binary decision, with a minimum amount of time allocated for

sensing. If an SU decides to sense a channel, it will receive the PU’s signal power for that

channel and infer the channel status by thresholding (Koçkaya & Develi, 2020). We consider

both the perfect CSI scenario in which PU signal detection is assumed to be accurate and the

ICSI scenario in which the PU’s detected signal power is noisy, which can lead to the inaccurate

inference of channel status {𝑖𝑑𝑙𝑒, 𝑏𝑢𝑠𝑦}. Other forms of ICSI explored include delayed channel

state and wrong channel state.

3.3.2 Transmission patterns

Transmission patterns represent different channel usage behaviors in a CRN. They offer channel

utilization models to facilitate the evaluation of CRN protocols and algorithms. Exploring

different transmission patterns is particularly important in CR, since SUs with simpler learning

algorithms might be able to learn well from the environment with periodic channel utilization, but

may suffer in more challenging scenarios. A variety of transmission patterns representing channel

utilization by humans (bursty), sensor networks (periodic), medical equipment (frequently busy,

random), streetlights (frequently idle), public transport systems (periodic, prolonged bursty)

etc. is important in order to analyze the learning capabilities of SUs. Figure 3.3 shows a brief

snapshot of a detected PU signal and its corresponding inferred channel status with different

types of transmission patterns. The inferred channel status shown is assuming perfect CSI. With

ICSI, the SUs need to adapt their decisions to base them not only on the current time slot’s

CSI but also on their previous experience with the environment. The amalgamation of these

patterns forms a comprehensive and realistic representation of channel usages, which is crucial

for running simulations with the proposed algorithms and testing them on realistic scenarios.

3.3.3 Training and cooperation

An SU can decide not to sense if it is confident enough about the channel status from its previous

interactions with the environment after a certain amount of training, or if it decides to be a

passive listener and rely on other SUs to sense the channels and transmit their results in the
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Figure 3.3 Primary user traffic patterns: (a) received signal, and

(b) inferred channel status
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cooperation time slot. The SUs that participate in cooperation transmit only their inferred

channel statuses. Additionally, the SUs can choose to optimize their collaboration time by

trading off accuracy for more transmission time. The cooperation time is divided into mini-slots

for gathering sensing results from other SUs, applying a local data fusion rule to determine

the channel status, and deciding whether or not to transmit. The majority rule is used as the

local data fusion rule as it has been shown to be effective at improving sensing accuracy and

mitigating SDF attacks (Khaf et al., 2022).

3.3.4 SU transmission

Each SU can access one or more of the 𝑀 PU channels in the set of channels C = {𝑐𝑖, ..., 𝑐𝑀}

and transmit with transmit power 𝑝𝑠𝑖 to achieve a desired throughput. Channel selection is a

discrete decision variable, whereas transmit power is a continuous variable that the SU aims

to optimize in order to maximize its throughput without causing harmful interference to PUs.

Together, the decisions about sensing participation, cooperation time, channel selection, and

transmit power optimization create a hybrid discrete-continuous action space.

3.3.5 The environment model

The CR-IoT system is modeled as a partially observable Markov decision process (POMDP), as

established in previous works (Sarikhani & Keynia, 2020; Liu et al., 2020; Mastronarde & Van

Der Schaar, 2011), which enables the SUs to determine the state of a channel through sensing

and cooperation. The observation 𝑜𝑡 , action 𝑎𝑡 , reward 𝑟𝑡 tuple is represented as

X = {𝑜𝑡, 𝑎𝑡 , 𝑟𝑡}.

At each time slot, each SU chooses an action a𝑡 ∈ A, performs the action, and receives a reward

𝑟𝑡 ∈ 𝑅.
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3.3.5.0.1 Observation space

The complete state space consists of the PU signal powers in each of the 𝑀 channels at each time

slot {𝑡, 𝑝𝑡,𝑐1
, 𝑝𝑡,𝑐2

, · · · , 𝑝𝑡,𝑐𝑀 }. The SUs do not have access to the complete state space. Instead,

they observe a part of it 𝑜𝑡 = {𝑡, 𝑝𝑡,𝑐 𝑗 , 𝑐 𝑗 ⊆ C} depending on which channels they decide to

sense in a given time slot. If they decide not to sense or participate in cooperation, they may

either use 𝑜𝑡−𝑛, where 𝑡 − 𝑛 is the last time slot in which they sensed the channel in question or

approximate 𝑜𝑡 from their previous interactions with the environment.

Table 3.1 Table of notations

1 interference indicator F update frequency 𝑃𝑜𝑑 overall probability of

detection

𝛼 soft update parameter 𝑓𝑠 sampling frequency 𝑃𝑜 𝑓 overall probability of

false alarm

A action space 𝛾 discount factor 𝑝 transmit power

A𝑑 discrete action space 𝛾𝑠𝑛𝑟 average received

SNR

𝑝𝜃 power threshold

𝑎 action ℎ channel gain 𝜓 cooperation ratio

B binary space 𝐼 interference power 𝑄 estimated Q-value

B mini-batch sampled

from memory

𝜅 channel sensing

indicator

R continuous space

𝐵 channel bandwidth 𝐿 loss 𝑟 reward

C set of channels 𝜇𝑛𝑜𝑖𝑠𝑒 noise mean 𝜌 throughput

𝑐 𝑗 channel 𝑗 N discrete space S set of SUs

𝛿 number of

discretization

intervals

𝑁𝑒𝑝 number of episodes 𝜎2
𝑛𝑜𝑖𝑠𝑒 noise variance

∇ gradient 𝑁𝑜 Gaussian noise 𝑠𝑖 SU 𝑖

D agent memory 𝑁𝑝 number of PUs 𝑇 horizon

𝑑 terminal state done

flag

𝑁𝑠 number of SUs 𝑡 time slot

𝐸 energy consumption 𝑜 observation 𝜃 (.) 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 output

𝜙(.) 𝐶𝑟𝑖𝑡𝑖𝑐𝑁𝑒𝑡 output 𝑜′ next observation 𝜁 channel allocation

indicator
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3.3.5.0.2 Perfect and imperfect CSI

In practical systems, SUs don’t always have access to perfect CSI due to SU receiver accuracy

limitations, environmental conditions, channel conditions, and the presence of malicious agents

in the environment (Khaf et al., 2022), and this can impact their decisions. It is, therefore,

crucial to model a system that allows for ICSI and ensures that SUs adapt their decisions to

avoid causing interference to PUs. The system model considered includes the following forms

of ICSI:

• Delayed CSI: SUs receive CSI in a delayed manner, i.e., instead of receiving 𝑜𝑡 , they receive

𝑜𝑡−𝑛.

• Noisy CSI: SUs receive a noisy PU signal power, i.e., instead of receiving 𝑜𝑡 = {𝑡, 𝑝𝑡,𝑐 𝑗 , 𝑐 𝑗 ⊆

C}, they receive 𝑜𝑡 = {𝑡, 𝑝𝑡,𝑐 𝑗 + 𝑝𝑛𝑖 ∼ N(𝜇noise, 𝜎
2
noise
) ., 𝑐 𝑗 ⊆ C}, where 𝑝𝑛𝑖 is the noise

signal power with 𝜇noise = 0, 𝜎2
noise

= 1.

• Falsified CSI: Malicious agents in the system create sensing data falsification attacks during

the cooperation period as outlined in (Khaf et al., 2022).

• Unavailable CSI: SUs do not receive any discernible channel information despite participating

in sensing, e.g., they cannot infer a channel status {𝑖𝑑𝑙𝑒, 𝑏𝑢𝑠𝑦} from the received signal and

detection threshold (Koçkaya & Develi, 2020).

3.3.5.0.3 Action space

The action space A is defined as the Cartesian product of all possible combinations of actions

an SU can choose from:

A =
𝑁𝑠∏
𝑠𝑖=1


��
𝑁𝑝∏
𝑐 𝑗=1

(
B𝜅 × R𝜓 × B𝜁 × R𝑝

)
�� , (3.1)

where B represents a binary space and R represents a continuous real space. Note that the

notation (.)
𝑠𝑖 ,𝑐 𝑗
𝑡 will be used to represent variable/parameter (.) for SU 𝑠𝑖 and channel 𝑐 𝑗 at

time 𝑡. Omitting the superscript 𝑠𝑖 indicates that (.) is a vector containing values for all 𝑠𝑖, and

omitting 𝑐 𝑗 indicates a constant value of (.) for all 𝑐 𝑗 .
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An action 𝑎
𝑠𝑖 ,𝑐 𝑗
𝑡 ∈ A represents the action of SU 𝑠𝑖 for channel 𝑐 𝑗 at time 𝑡 and is defined as:

𝑎
𝑠𝑖 ,𝑐 𝑗
𝑡 =

(
𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 , 𝜓𝑠𝑖𝑡 , 𝜁

𝑠𝑖 ,𝑐 𝑗
𝑡 , 𝑝𝑠𝑖𝑡

)
, (3.2)

where

• 𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 ∈ B𝜅 represents 𝑠𝑖’s sensing decision for channel 𝑐 𝑗 at time 𝑡.

• 𝜓𝑠𝑖𝑡 ∈ R𝜓 represents the fraction of cooperation time 𝑡𝑐𝑝 that 𝑠𝑖 decides to spend cooperating

in time slot 𝑡. 𝜓𝑠𝑖𝑡 varies between 𝜓min and 𝜓max.

• 𝜁
𝑠𝑖 ,𝑐 𝑗
𝑡 ∈ B𝜁 represents 𝑠𝑖’s transmission decision for channel 𝑐 𝑗 at time 𝑡.

• 𝑝𝑠𝑖𝑡 ∈ R𝑝 represents 𝑠𝑖’s transmit power at time 𝑡, which is restricted to the range [0, 𝑝𝑠𝑖max],

where 𝑝𝑠𝑖max represents 𝑠𝑖’s maximum transmit power.

Similarly, 𝑎𝑠𝑖𝑡 represents 𝑠𝑖’s action for all channels at time 𝑡 and is defined as:

𝑎𝑠𝑖𝑡 =
(
𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 ∀𝑐 𝑗 ∈ C, 𝜓

𝑠𝑖
𝑡 , 𝜁

𝑠𝑖 ,𝑐 𝑗
𝑡 ∀𝑐 𝑗 ∈ C, 𝑝

𝑠𝑖
𝑡

)
. (3.3)

Note that B𝜅 and B𝜁 are binary spaces representing sensing and transmission decisions. And

R𝜓 and R𝑝 are continuous spaces representing cooperation time and transmit power. Hence,

action space A is a hybrid discrete-continuous space. A discretized version of A, A𝑑 will be

referenced in parts of this paper where a discretization function 𝑓 maps A to A𝑑 using the

discretization factors 𝛿𝑡 and 𝛿𝑝 such that:

• 𝑓𝜓 : R𝜓 → N
𝛿𝜓

• 𝑓𝑝 : R𝑝 → N
𝛿𝑝

The cooperative CRN system’s goal is to maximize the overall system’s energy efficiency while

minimizing interference to PUs by choosing the optimal combination of aforementioned actions.
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3.3.5.0.4 Reward

Each SU receives a reward from the environment for its actions based on the success or failure of

transmission, the amount of energy it consumes, and its achieved throughput. Since an SU must

not cause harmful interference to the PU channel it is accessing, such interference is penalized

in the reward function. We take all these factors into account and define the reward 𝑟𝑠𝑖𝑡 for SU 𝑠𝑖

at time 𝑡 as follows:

𝑟𝑠𝑖𝑡 =
1

𝐸𝑠𝑖
𝑡

𝑀∑
𝑐 𝑗=1

1
𝑠𝑖 ,𝑐 𝑗
𝑠𝑝,𝑡 𝜌

𝑠𝑖 ,𝑐 𝑗
𝑡 , (3.4)

where 1
𝑠𝑖 ,𝑐 𝑗
𝑠𝑝,𝑡 is is the SU-to-PU collision indicator, 𝜌

𝑠𝑖 ,𝑐 𝑗
𝑡 is 𝑠𝑖’s throughput from channel 𝑐 𝑗 at

time 𝑡, and 𝐸𝑠𝑖
𝑡 is 𝑠𝑖’s energy consumption at time 𝑡. We define 𝐸𝑠𝑖

𝑡 as:

𝐸𝑠𝑖
𝑡 = 𝜓𝑠𝑖𝑡 𝐸

𝑠𝑖
𝑐𝑝 +

𝑀∑
𝑐 𝑗=1

𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 𝐸𝑠𝑖

𝑠𝑛 + 𝜁
𝑠𝑖 ,𝑐 𝑗
𝑡 𝑝𝑠𝑖𝑡 𝑡

𝑠𝑖 ,𝑡𝑟 , (3.5)

where 𝑡𝑠𝑖 ,𝑡𝑟 is 𝑠𝑖’s transmission time, and 𝐸𝑠𝑖
𝑠𝑛 and 𝐸𝑠𝑖

𝑐𝑝 are 𝑠𝑖’s sensing, and cooperation energy

consumption per slot, respectively. We define the collision indicator 1
𝑠𝑖 ,𝑐 𝑗
𝑠𝑝,𝑡 as:

1
𝑠𝑖 ,𝑐 𝑗
𝑠𝑝,𝑡 =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
−1 if 𝜁

𝑠𝑖 ,𝑐 𝑗
𝑡 𝑝𝑠𝑖𝑡 ≥ 𝑃𝑡ℎ & 𝑝

𝑐 𝑗
𝑡 ≥ 𝑃

𝑐ℎ
𝑡ℎ

0 otherwise

, (3.6)

where 𝑃𝑡ℎ is the power threshold to prevent interference with PU traffic, and 𝑃𝑐ℎ𝑡ℎ is the power

threshold for channel being busy.

SU 𝑠𝑖’s throughput, which is given by Shannon’s capacity theorem, is determined by:

𝜌𝑠𝑖𝑡
(
𝑎𝑠𝑖𝑡 , 𝑜𝑡

)
=

𝑀∑
𝑐 𝑗=1

𝐵𝑐 𝑗 log2

(
1 +

|ℎ|2𝑝𝑠𝑖𝑡

𝑁0𝐵𝑐 𝑗 + 1
𝑐 𝑗
𝑠𝑠,𝑡 𝐼

)
, (3.7)

where 1
𝑐 𝑗
𝑠𝑠,𝑡 is the SU-to-SU interference indicator, 𝐼 is the interference power from other SUs,

𝐵𝑐 𝑗 is the channel bandwidth, 𝑁𝑜 is the Gaussian noise power, ℎ is the channel gain, and 𝑝𝑠𝑖𝑡

is 𝑠𝑖’s transmission power. 𝐼 follows Gaussian distribution with mean −80 dbm and variance
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1𝑒 − 9, and ℎ follows a Rayleigh distribution. We define the interference indicator 1
𝑐 𝑗
𝑠𝑠,𝑡 as:

1
𝑐 𝑗
𝑠𝑠,𝑡 =

∑
𝑠𝑖∈S

𝜁
𝑠𝑖 ,𝑐 𝑗
𝑡 ∀𝑐 𝑗 ∈ C. (3.8)

As the sensing time increases, the probability of detection increases and the probability of a

false alarm decreases (Ahmed et al., 2021; Lorincz et al., 2022) as follows:

𝑃𝑜𝑑 =1 − (1 − 𝑃𝑑)
𝑀

=1 −

(
1 −𝑄

[(
𝜖

𝜎2
𝑠

− 𝛾𝑠𝑛𝑟 − 1

) √
𝑡𝑠𝑛 𝑓𝑠

2𝛾𝑠𝑛𝑟 + 1

])𝑀
, (3.9)

where 𝑄[ . ] is the Gaussian Q-function, 𝑓𝑠 is the sampling frequency, and 𝜖 is the energy

detection threshold. Moreover, 𝑡𝑠𝑛 denotes time spent sensing, and 𝛾𝑠𝑛𝑟 is the average signal-

to-noise ratio received from the PU at the SU antenna. This relationship is used to model

SUs’ probability of detecting PU’s presence when they participate in sensing under perfect CSI

conditions. With delayed, noisy, falsified, or unavailable CSI, they receive 𝑜𝑡 as described in

Section 3.3.5.0.2.

The overall objective of cooperative CRN is to maximize the SU energy efficiency while limiting

the SU-to-PU and SU-to-SU interference and meeting SU throughput constraints, which can be

formulated as follows:

P1 : max
𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 ,𝜓𝑡 ,𝜁

𝑠𝑖 ,𝑐 𝑗
𝑡 ,𝑝𝑡

∑
𝑠𝑖∈S

(
𝑟𝑠𝑖𝑡

(
𝜅
𝑠𝑖 ,𝑐 𝑗
𝑡 , 𝜓𝑠𝑖𝑡 , 𝜁

𝑠𝑖 ,𝑐 𝑗
𝑡 , 𝑝𝑠𝑖𝑡

))
(3.10)

𝐶1

𝑀∑
𝑐 𝑗=1

|ℎ|2𝑝𝑠𝑖𝑡 ≤ 𝐼𝑝𝑢, ∀𝑠𝑖 ∈ S, ∀𝑐 𝑗 ∈ C

𝐶2
∑
𝑠𝑖∈S

𝜁
𝑠𝑖 ,𝑐 𝑗
𝑡 ≤ 𝐼𝑠𝑢 ∀𝑐 𝑗 ∈ C,

𝐶3

𝑀∑
𝑐 𝑗=1

𝜌𝑠𝑖𝑡 (𝑎
𝑠𝑖
𝑡 , 𝑜𝑡) ≥ 𝜌

𝑠𝑖
𝑚𝑖𝑛, ∀𝑠𝑖 ∈ S
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where 𝐶1 constrains the SU-to-PU interference to remain under the PU interference threshold

𝐼𝑝𝑢, 𝐶2 constrains the SU-to-SU interference to remain under the SU interference threshold

𝐼𝑠𝑢, and 𝐶3 constrains each SU’s achieved throughput to be above the minimum required SU

throughput 𝜌𝑠𝑖𝑚𝑖𝑛. Additionally, we assume that the SUs have a full buffer, i.e., they always have

some data to transmit.

The problem in (3.10) is extremely hard to solve. It is noted that if we rewrite the argument in

the summation of the objective function, which is given in (3.7), as:

𝜌𝑠𝑖𝑡 =
𝑀∑
𝑐 𝑗=1

𝐵𝑐 𝑗 log2

(
|ℎ|2𝑝𝑠𝑖𝑡 + 𝑁0𝐵𝑐 𝑗 + 1

𝑐 𝑗
𝑠𝑠,𝑡 𝐼

)
− log2

(
𝑁0𝐵𝑐 𝑗 + 1

𝑐 𝑗
𝑠𝑠,𝑡 𝐼

)
, (3.11)

we see that (3.11) consists of the maximization of a double summation of differences of concave

functions with integer arguments and integer constraints, and therefore a non-convex integer

programming problem, which is non-trivial to solve with conventional optimization methods.

3.3.6 The dimensionality of the action space

The dimensionality of the action space in the system model considered is expansive, and

accounts for multiple decision-making facets. With 𝑁𝑝 PUs (channels) and 𝑁𝑠 SUs, the SUs’

individual decisions regarding channel sensing, cooperation time (discretized into 𝛿𝑡 bins),

channel selection for transmission, and transmit power (discretized into 𝛿𝑝 bins) result in a

substantial action space. The total number of possible action combinations is given by:

𝑁𝑎𝑐𝑡 = (𝑁𝑠 × 2𝑁𝑝 ) × (𝛿𝑁𝑠
𝑡 ) × (𝑁𝑠 × 2𝑁𝑝 ) × (𝛿𝑁𝑠

𝑝 )

= 𝑁2
𝑠 × 22𝑁𝑝 × 𝛿𝑁𝑠

𝑡 × 𝛿
𝑁𝑠
𝑝
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For example, when 𝑁𝑠 = 2, 𝑁𝑝 = 5, 𝛿𝑡 = 10, and 𝛿𝑝 = 10, the resulting action space

encompasses 40, 960, 000 potential combinations, making methods like exhaustive search and

Q-learning impractical and thus motivate using the DRL algorithms with a lower complexity.

3.4 The proposed algorithms

Actor
Optimizer

Updated 
Actions

BD

SoftUpdate
ϕtarg ← ϕyt

μθ(ot)

B = (o, a, r, o′, d)

∇ϕ∇θ
Qϕ( . )

Update ϕUpdate θ

μtarg
θ (o′)

Local Data 
Fusion 

Cooperative 
Result Sharing

Local 
Data 

Observation

Reward (ot, at, rt, ot+1, dt)

at

Exploration 
Noise

Replay Memory

Sampled miniBatch
rt

ot+1

Done?

IMPACT Agent

Radio Environment

dt

Explore?
Yes

No

TargetCriticNet 
ϕtarg( . )

TargetActorNet 
θtarg( . )

ActorNet 
θ( . )

CriticNet 
ϕ( . )

SoftUpdate
θtarg ← θ

Critic
Optimizer

Actor Networks Critic Networks

Figure 3.4 Flowchart of the proposed algorithm

The POMDP can maximize the SU’s throughput and energy efficiency in many ways, one of

which is exhaustive search, where each SU searches through all possible actions for each channel

to maximize its throughput. However, the complexity of exhaustive search 𝑂 (𝑁2
𝑠 2

2𝑁𝑝𝛿𝑁𝑠
𝑡 𝛿𝑁𝑠

𝑝 )

makes it far from practical. We propose the intelligent multi-user participatory algorithm for

cooperative transmission (IMPACT) that uses deep RL to maximize the SU’s throughput while

minimizing energy consumption. For the sake of comparison, we also propose a less complex

algorithm called discretized IMPACT (IMPACT-D) that uses half as many neural networks

as IMPACT and a discretized action space A𝑑 that can still achieve performance higher than

simpler algorithms such as greedy bandits.

3.4.1 Algorithm 1

IMPACT is shown as a flowchart in Figure 3.4, and its main steps are highlighted in Algorithm 3.1.

It uses a DDPG architecture with four identical neural networks, called ActorNet 𝜃 (.), CriticNet

𝜙(.), TargetActorNet 𝜃targ(.) and TargetCriticNet𝜙targ(.). The algorithm’s advantage lies in
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Algorithm 3.1 Intelligent multi-user participatory algorithm for cooperative transmission

1 Input: 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 𝜃 and 𝐶𝑟𝑖𝑡𝑖𝑐𝑁𝑒𝑡 𝜙 parameters, 𝛼; Initialize replay memory D;

2 Initialize 𝑇𝑎𝑟𝑔𝑒𝑡𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 𝜃𝑡𝑎𝑟𝑔 and 𝑇𝑎𝑟𝑔𝑒𝑡𝐶𝑟𝑖𝑡𝑖𝑐𝑁𝑒𝑡 𝜙𝑡𝑎𝑟𝑔 as:

𝜃𝑡𝑎𝑟𝑔 ← 𝜃, 𝜙𝑡𝑎𝑟𝑔 ← 𝜙;

3 for 𝑒𝑝𝑖𝑠𝑜𝑑𝑒 = 1 to 𝑁𝑒𝑝 do
4 Reset Environment, observe 𝑜𝑡 ;
5 for 𝑡 = 1 to 𝑇 do
6 Choose 𝑎𝑡 = 𝜇𝜃 (𝑜𝑡) + 𝜓 ∼ N + 𝑝 ∼ N ;

7 Cooperative agents transmit inferred channel status ;

8 Every participatory agent performs local data fusion to to update 𝑎𝑡 using

majority rule on inferred channel status;

9 Execute action 𝑎𝑡 , obtain reward 𝑟𝑡 , the next observation 𝑜′, and terminal flag

done 𝑑 ;

10 Store tuple (𝑜𝑡, 𝑎𝑡 , 𝑟𝑡 , 𝑜
′, 𝑑) in replay memory D;

11 Sample mini-batch of transitions B = (𝑜, 𝑎, 𝑟, 𝑜′, 𝑑) from D;

12 Compute 𝑦 = 𝑟 + 𝛾(1 − 𝑑)𝑄
targ
𝜙 (𝑜

′, 𝜇
targ

𝜃 (𝑜
′)) ;

13 Update 𝐶𝑟𝑖𝑡𝑖𝑐𝑁𝑒𝑡 by one step of gradient descent as

∇𝜙
1

B

∑
B

(𝑄𝜙 (𝑜, 𝑎) − 𝑦(𝑟, 𝑜
′, 𝑑))2.

Update the 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 by one step of gradient ascent as

∇𝜃
1

B

∑
B

𝑄𝜙 (𝑜, 𝜇𝜃 (𝑜)),

Update target networks using a soft update as

𝜙targ ← 𝛼𝜙targ + (1 − 𝛼)𝜙

𝜃targ ← 𝛼𝜃targ + (1 − 𝛼)𝜃

14 end for
15 end for

its ability to use 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 to learn a deterministic policy that directly maps observations to

continuous actions. During training, the network learns to approximate the optimal deterministic

policy by adjusting its weights through gradient descent, so the network’s aim is to keep adjusting

the mapping of input 𝑜𝑡 to output 𝑎𝑡 through training until it learns the optimal mapping.
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At the beginning of each time slot 𝑡 all SUs choose which channels, if any, they are going

to sense. Afterwards, each cooperative SU shares its channel inferences with the other SUs,

and each passive listener gets channel inferences from the other cooperative SUs. During the

cooperation slots, the SUs perform local data fusion on the channel inferences to improve their

sensing accuracy and mitigate SDF attacks. The SUs choose their transmission power and

which channels they want to use for transmission based on the coalitions’ data fusion rules

(Khaf et al., 2022). All SUs then perform the actions by transmitting with the selected 𝑝𝑠𝑖𝑡 over

the selected channels, and achieve a certain throughput 𝜌𝑠𝑖𝑡 (𝑜𝑡, 𝑎𝑡), which, together with any

interference they create, the constraints mentioned in (3.10), and feedback they receive from

the environment, is used to determine their reward. They also receive the next observation 𝑜′

and terminal state done flag 𝑑 from the environment for the channels they chose to sense. This

information (𝑜𝑡, 𝑎𝑡 , 𝑟𝑡 , 𝑜
′, 𝑑) is stored in each agent’s memory D for future reference.

CriticNet is the network responsible for approximating the action value and evaluates the quality

of 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡. 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 uses 𝑜𝑡 as its input and 𝑎𝑡 as the output. CriticNet uses (𝑜𝑡, 𝑎𝑡) as its

input and the estimated action value𝑄𝜙 (𝑜𝑡, 𝑎𝑡) as its output, which is used to measure the quality

of training. CriticNet’s objective is to maximize this value in order to maximize 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡’s

quality.

The inputs and outputs to networks are normalized. The ActorNet uses an input layer with

3 neurons, 2 hidden layers with 64 neurons and ReLU activation, and an output layer with 3

neurons and 𝑡𝑎𝑛ℎ activation. The CriticNet uses input layer with 6 neurons, 2 hidden layers

with 64 neurons and ReLU activation, and output layer with 1 neuron and linear activation.

TargetActorNet and TargetCriticNet are copies of ActorNet and CriticNet, respectively, that have

the same input and output structure but are used in a soft update manner to stabilize the latter.

During training, a random batch of transitions B = (𝑜, 𝑎, 𝑟, 𝑜′, 𝑑) is sampled from memory D

and used to compute the target 𝑦 as

𝑦(𝑟, 𝑜′, 𝑑) = 𝑟 + 𝛾(1 − 𝑑)𝑄
targ
𝜙 (𝑜

′, 𝜇
targ

𝜃 (𝑜
′)), (3.12)
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where 𝑄
targ
𝜙 (.) represents the output of TargetCriticNet and 𝜇

targ

𝜃 (.) represents the output of

TargetActorNet. Gradient descent is performed to update CriticNet as:

∇𝜙
1

B

∑
B

(𝑄𝜙 (𝑜, 𝑎) − 𝑦(𝑟, 𝑜
′, 𝑑))2, (3.13)

whereB is a mini-batch of samples drawn from memoryD without replacement. The mini-batch

size is 64, which is selected through hyper-parameter turning. The actor network is updated

using gradient ascent as:

∇𝜃
1

B

∑
B

𝑄𝜙 (𝑜, 𝜇𝜃 (𝑜)), (3.14)

where 𝜇𝜃 (.) represents the output of 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡. TargetActorNet’s and TargetCriticNet’s weights

are updated at each step in a soft update manner as:

𝜙targ ← 𝛼𝜙targ + (1 − 𝛼)𝜙 (3.15)

𝜃targ ← 𝛼𝜃targ + (1 − 𝛼)𝜃. (3.16)

To facilitate the exploration of different actions in a continuous action space, we add uncorrelated

Gaussian noise to the continuous parts of the actions as:

𝜓𝑠𝑖𝑡 ← 𝜓𝑠𝑖𝑡 + 𝜓𝑛 ∼ N(𝜇noise, 𝜎
2
noise) (3.17)

𝑝𝑠𝑖𝑡 ← 𝑝𝑠𝑖𝑡 + 𝑝𝑛 ∼ N(𝜇noise, 𝜎
2
noise). (3.18)

The model is labeled as the current best model in the beginning of training after at leastW𝑛

episodes, and is updated periodically as the training progresses whenever the average throughput

and energy efficiency of the model overW𝑛 recent episodes exceeds the current best performance.

This approach prevents unnecessary storage. The complexity of a training pass of IMPACT

is 𝑂 (B.(2 𝑓𝜃 + 2 𝑓𝜙)), where 𝑓𝜃 and 𝑓𝜙 represent the number of neurons in 𝐴𝑐𝑡𝑜𝑟𝑁𝑒𝑡 and

𝑇𝑎𝑟𝑔𝑒𝑡𝑁𝑒𝑡, respectively. Complexity of decision making by a trained network is 𝑂 ( 𝑓𝜃).
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3.4.2 Algorithm 2
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Figure 3.5 Flowchart of the proposed discretized algorithm

Algorithm 3.2 Discretized intelligent multi-user participatory algorithm for cooperative

transmission

1 Input: 𝛿𝜓, 𝛿𝑝, 𝛼, 𝛾, 𝑁𝑒𝑝, F ;

2 Create A𝑑 from A such that 𝑓 : A → A𝑑 as: 𝑓𝜓 : R𝜓 → N
𝛿𝜓 , and 𝑓𝑝 : R𝑝 → N

𝛿𝑝 ;

3 Initialize replay memory D;

4 Initialize 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 with random weights 𝜃 ;

5 Initialize 𝑇𝑎𝑟𝑔𝑒𝑡𝑁𝑒𝑡 with weights 𝜃targ = 𝜃 ;

6 for 𝑒𝑝𝑖𝑠𝑜𝑑𝑒 = 1 to 𝑁𝑒𝑝 do
7 Reset Environment;

8 for 𝑡 = 1 to 𝑇 do
9 Choose 𝑎𝑡 with an epsilon-greedy policy as 𝑎𝑡 = 𝑎𝑟𝑔𝑚𝑎𝑥𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 (𝑜𝑡, 𝑎𝑡 ; 𝜃);

10 Cooperative agents transmit their inferences, passive listeners get the inferred

results from other;

11 Perform local data fusion, decide on 𝜁, 𝑝 ;

12 Execute action 𝑎𝑡 , obtain reward 𝑟𝑡 and the next observation 𝑜′ ;
13 Store tuple (𝑜𝑡, 𝑎𝑡 , 𝑟𝑡 , 𝑜

′, 𝑑) in replay memory D;

14 Sample mini-batch of transitions (𝑜, 𝑎, 𝑟, 𝑜′, 𝑑) from memory D;

15 Set 𝑦 𝑗 = 𝑟 𝑗 + 𝛾max𝑎′ 𝑄̂(𝑜 𝑗+1, 𝑎
′; 𝜃targ) ;

16 Update the 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 by minimizing the loss according to equations 3.20 and

3.21;

17 end for
18 Every F perform a hard update as 𝜃targ ← 𝜃

19 end for
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IMPACT is a powerful algorithm that can deal with hybrid action spaces. To analyze its

performance in comparison to that of a closely matched discretized algorithm we propose

IMPACT-D, which uses the discretized action space A𝑑 instead of A and tries to find the

optimal actions while utilizing half as many networks as IMPACT. IMPACT-D uses the DQN

architecture and is shown as a flowchart in Figure 3.5. It utilizes two identical neural networks,

called 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 and 𝑇𝑎𝑟𝑔𝑒𝑡𝑁𝑒𝑡, to approximate the Q-values of the SU’s actions. 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡

serves to estimate the Q-value 𝑄(𝑜𝑡, 𝑎𝑡 ; 𝜃) for all (𝑜𝑡, 𝑎𝑡) pairs, where 𝜃 denotes 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡’s

parameters. 𝑇𝑎𝑟𝑔𝑒𝑡𝑁𝑒𝑡 is identical to 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 except for the fact that it is updated only

every F steps. Using 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 and 𝑇𝑎𝑟𝑔𝑒𝑡𝑁𝑒𝑡 prevents network oscillations and instability

so that the network is not chasing a constantly moving target. Unlike IMPACT, IMPACT-D

cannot work with continuous or hybrid action spaces and does not strive to learn a deterministic

policy. Instead, its [IMPACT-D’s] only objective is to find the (discrete) actions that maximize

the estimated action values.

At each time step 𝑡 each SU observes 𝑜𝑡 and chooses its action 𝑎𝑡 using an epsilon-greedy policy.

The value of epsilon decreases exponentially as training progresses. After the SUs interact with

the environment, they receive a reward 𝑟𝑡 and the tuple (𝑜𝑡, 𝑎𝑡 , 𝑟𝑡 , 𝑜
′, 𝑑) is stored in memory D.

Each episode ends in a terminal state, called terminal 𝑜𝑡 , after a fixed number of steps. After the

SUs reach the terminal state, the environment is reset and a new episode begins. A mini-batch is

sampled from the memory in each episode, and the Q-values are calculated as:

𝑦 𝑗 =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
𝑟 𝑗 for terminal 𝑜𝑡

𝑟 𝑗 + 𝛾max𝑎′ 𝑄̂(𝑜
′, 𝑎′; 𝜃) for non-terminal 𝑜𝑡

(3.19)

Afterward, 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡 is updated using the following loss function:

𝐿 (𝑥, 𝑦) =
1

𝑛

∑
𝑖

𝑧𝑖, (3.20)
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𝑧𝑖 =

⎧⎪⎪⎪⎨⎪⎪⎪⎩
0.5(𝑥𝑖 − 𝑦𝑖)

2 if|𝑥𝑖 − 𝑦𝑖 | < 1

|𝑥𝑖 − 𝑦𝑖 | − 0.5 otherwise,

(3.21)

where (3.21) defines SmoothL1Loss, which has been proven to be less sensitive to outliers than

MSELoss.

Finally, gradient descent is used to minimize the loss function and update 𝑃𝑜𝑙𝑖𝑐𝑦𝑁𝑒𝑡’s weights,

and training continues until a certain level of accuracy is achieved or the maximum number of

episodes has passed.

The SUs explore the discrete action space using an epsilon-greedy policy during training. They

also periodically store the trained model and update it whenever the model performance over

the recentW𝑛 episodes exceeds the previous best performance. IMPACT-D’s main steps are

highlighted in Algorithm 3.2. IMPACT-D’s training and testing complexity is 𝑂 (B.( 𝑓𝜃 + 𝑓𝜙))

and 𝑂 ( 𝑓𝜃), respectively.

3.5 Performance evaluation

In this section, we present simulation results and compare the two proposed algorithms’

performance with that of random agents (RAs), greedy bandit agents, and exhaustive search

agents (ESAs). The greedy bandit algorithm is an iterative algorithm that solves multi-agent

CRNs as multi-armed bandit problems in which the agents always select the arm with the

highest estimated reward at each step. Each SU’s maximum sensing capacity is assumed

to be 10, which is a realistic assumption for most low-powered IoT devices. We evaluate the

algorithms with 𝑁𝑝 = [2, 3, 5, 7, 10] and 𝑁𝑠 = [2, 3, 5, 7, 10]. The simulations were carried

out for 1, 000 episodes, with 𝑇 = 20 steps per episode. We use 𝐸𝑠𝑛 = 0.1 mJ − 5 mJ and

𝐸𝑐𝑝 = 0.05 mJ − 1.5 mJ for different SUs based on (Guo & Zhao, 2022; Lauridsen et al., 2018;

Davies, 2021).

Figure 3.6 shows the training performance of the various agents considered with different types

of CSI. IMPACT outperforms all the other agents with perfect CSI and achieves a near-optimal
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Figure 3.6 Training performance of different agents under varying channel conditions

reward when compared with that of the ESAs, as shown. IMPACT-D doesn’t perform optimally

due to the discretization of the action space limiting the actions the agents can take. A comparison

with different values of 𝛿𝜓 and 𝛿𝑝 is not provided for the sake of brevity, but IMPACT-D’s

performance degrades as A𝑑 becomes smaller. Both IMPACT and IMPACT-D learn to adapt

their actions with noisy CSI and closely match the performance achieved under perfect CSI,

although IMPACT is more affected by the ICSI than IMPACT-D is. IMPACT using more neural

networks and its continuous parts being more sensitive to noisy CSI. All the agents’ training

performance is degraded more under delayed and falsified CSI conditions, with falsified having

a greater impact. This is expected, and the impact of said data falsification on cooperative agents

and the proposed solutions can be found in our previous work (Khaf et al., 2022). When CSI is

unavailable, IMPACT-D seems to outperform IMPACT in training at least. We suspect this is also
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Figure 3.7 Average throughput under different traffic patterns explored for training and

testing

Figure 3.8 Average energy efficiency for different number of secondary users and channels

due to IMPACT-D having fewer neural networks involved and its discrete-only decision-making

being less complex, but further research that is beyond the scope of this paper is needed to draw

a more definitive conclusion. The greedy bandit agents’ performance is severely limited due to

the size of the action space and the fact that the bandits easily get stuck in the local optimums.

As expected, the RAs perform the worst and are not affected by any variation in CSI.
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Figure 3.9 Average throughput and energy consumption of different algorithms

Figure 3.7 shows the training and testing throughput of various agents under different traffic

patterns explored in this work. Agents that are trained on a periodic traffic pattern outperform the

other agents during training but generalize relatively poorly when they are tested on all types of

traffic patterns, whereas the agents that are trained in a hybrid environment comprising multiple

traffic patterns generalize far better than the other agents. As expected, random traffic patterns

do not provide any meaningful information for agents to learn. The simpler greedy bandit agents

perform relatively well in a periodic traffic pattern but lose to others by a significant margin for

all the other traffic types.

Figure 3.8 shows the energy efficiency of SUs as the number of SUs per coalition varies from

2 to 10. All the SUs in a coalition sense and transmit over the same subset of channels. The



79

Figure 3.10 Energy efficiency of different agents under varying channel conditions

number of channels is set at 𝑁𝑝 = [2, 3, 5, 7, 10] from one subplot to the next going from left to

right. When 𝑁𝑠 = 2 there is no significant difference in average agent’s energy efficiency as the

number of SUs participating in sensing and cooperation increases. When 𝑁𝑠 = [3, 5, 7], both

IMPACT and IMPACT-D benefit from having more SUs involved in sensing and cooperation,

and receive overall higher efficiency. IMPACT-D starts running into scalability challenges at

𝑁𝑠 = 10, where effectively exploring the action space becomes a challenge. IMPACT, on the

other hand, remains scalable and continues to benefit from having more SUs participating in

sensing and cooperation as the number of channels grows. The non-cooperative algorithm

(NoCoop) has a considerably lower energy efficiency due to frequent sensing, SFA and SDF

attacks, and demonstrates the benefits of cooperation.
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Figure 3.11 Average transmission time for different agents

Figure 3.9 shows the distribution of the average throughput and energy consumption of the

approaches considered for 𝑁𝑝 = 𝑁𝑠 = 10. IMPACT achieves near-optimal throughput while

keeping its energy consumption low. IMPACT-D achieves less throughput and consumes slightly

less energy than IMPACT. IMPACT’s energy consumption is expected to be lower in smaller

environments where 𝑁𝑝 and 𝑁𝑠 are relatively small. The greedy bandit agents did not consume

a lot of energy or achieve a high throughput and were stuck in local optimal solutions, and the

RAs perform the worst of all. For the ESAs, it is important to note that the amount of energy

consumed when searching through all the actions is not taken into account here; the plot shows

only the energy consumed for the optimal actions. It can be observed from this figure that

IMPACT achieves near-optimal performance on both fronts.
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Figure 3.10 generalizes the energy efficiency of the various agents considered under different CSI

conditions. The agents that are trained under noisy CSI conditions outperform all the other agents

when tested in all types of CSI conditions. The CSI conditions have a greater impact on IMPACT

than IMPACT-D, whereas the greedy bandit agents generalize poorly due to the simplistic

nature of their algorithm. IMPACT’s heightened sensitivity to training conditions is due to its

underlying policy gradient methods’ inherent sensitivity to environmental condition, and serves

as an advantage when it is trained under noisy CSI conditions. As expected, training under

falsified CSI conditions results in worse generalization than any other type of CSI conditions

due to the highly irregular and non-deterministic nature of this falsification.

Figure 3.11 shows different agents’ distributions of average transmission time. It is important to

note that IMPACT and IMPACT-D cannot and should not use the full time slot for transmission

because they are always relying on cooperative mechanisms to achieve high throughput without

always having to sense. When that is taken into account, both IMPACT and IMPACT-D manage

to utilize most of each time slot for transmission and use only a small portion of time overall for

sensing and cooperation.

3.6 Conclusion

In this paper, we proposed two cooperative spectrum sensing and transmission algorithms,

IMPACT and IMPACT-D, that maximize the energy efficiency of CRNs. The former offers

the ability to incorporate hybrid action spaces comprising discrete and continuous actions,

achieves higher performance in challenging traffic conditions, and generalizes better overall

under different CSI conditions, while the latter offers a low-complexity alternative for relatively

simpler environments. Both algorithms outperform both the greedy bandit agents and the random

agents, and approach the performance upper bound of the exhaustive search agents. The fact that

these algorithms can achieve the same throughput and energy efficiency as exhaustive search

is a testament to their performance, since the computational complexity of exhaustive search

makes it impractical for implementation on low-powered IoT devices. These hybrid and scalable

algorithms are monumental for the rapid growth of distributed heterogeneous IoT networks.
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Future works may consider more granular optimization of the cooperation process by optimizing

participation based on IoT device characteristics. Other possible directions include networks

comprising both terrestrial and non-terrestrial components, on-the-fly network reconfiguration,

along with exploring more algorithms e.g., proximal policy optimization (PPO), advantage actor

critic (A2C), trust region policy optimization (TRPO) , and so forth.
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Abstract

High-altitude platform stations (HAPS) offer a pragmatic backbone for extending 6G non-

terrestrial networks (NTNs) into dense urban cores, sparsely connected remote regions, and

disaster-stricken areas. In these environments, cognitive radio networks (CRNs) must arbitrate

spectrum access without trusting all agents or relying on intact terrestrial backhaul. Accordingly,

in the present study, we propose a federated hierarchical reinforcement learning (F-HRL)

framework where secondary users (SUs) cooperatively access primary users’ (PUs) spectrum,

ground next-generation Node Bs (gNBs) and uncrewed aerial vehicles (UAVs) enforce trust-

aware scheduling, while HAPS coordinators perform Byzantine-resilient aggregation using

satellite backhaul. Area-specific reward shaping allows the same policy stack to prioritize

spectral efficiency in urban deployments, coverage in remote regions, and rapid recovery after

infrastructure loss. We benchmark F-HRL against non-cognitive baselines, simple heuristics, and

the hierarchical deep reinforcement learning framework across the following three key scenarios

over 5 000 decision steps: nominal spectrum sharing, disaster recovery with a gNB outage, and

adversarial environments with malicious SUs. Experimental results demonstrate that F-HRL

achieves a nearly 8-fold higher spectrum efficiency than the non-cognitive operation, maintains

86% SU quality-of-service (QoS) satisfaction with a Jain fairness index of 0.950, and sustains

over 95% of nominal throughput during infrastructure failures. Under attack conditions with

25% compromised agents, trust-weighted aggregation successfully isolates malicious updates
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while preserving legitimate throughput. These findings demonstrate that HAPS-centric F-HRL

provides adaptive, secure, and resilient spectrum management for future NTN deployments.

4.1 Introduction

The evolution towards 6G wireless networks requires unprecedented capabilities such as ultra-

low latency on the order of microseconds (Lotfi et al., 2021), ultra-high-speed and massive

connectivity, as well as major gains in energy efficiency as compared to 5G (Tehrani et al., 2021).

To achieve these goals, it is essential to ensure seamless integration between terrestrial and

non-terrestrial segments, forming multi-layered non-terrestrial networks (NTNs) that enhance

service continuity, resilience, and resource utilization (Umer et al., 2025; Das et al., 2024).

Key performance improvements are measured using key performance indicators (KPIs), while

broader societal benefits are quantified through key value indicators (KVIs). Meeting these

metrics requires addressing the following three interdependent challenges: (i) sustaining licensed

services in dense urban cells; (ii) extending coverage to remote or under-served regions; and (iii)

restoring connectivity when terrestrial infrastructure is compromised (Manchón et al., 2025).

However, these requirements are difficult to meet with conventional cognitive radio approaches

that assume always-on terrestrial backhaul and complete channel state information. When next-

generation Node Bs (gNBs) are disabled, sensing reports are withheld and malicious secondary

users (SUs) can falsify observations, which may lead to centralized coordination collapses (Getu

et al., 2019b,a; Quach et al., 2019). High-altitude platform stations (HAPS) operating in the

lower stratosphere offer a compelling backbone for resilient cognition (Umer et al., 2025; Abbasi

et al., 2025; Qureshi et al., 2023). A single HAPS can supervise multiple clusters of gNBs,

uncrewed aerial vehicles (UAVs), and SUs while coordinating with neighbouring clusters through

satellite backhaul (Khaf et al., 2024). However, disaster-struck urban cores, sparse remote cells,

and mixed civilian–public-safety traffic inflict significant heterogeneity, thus requiring adaptive,

privacy-preserving decision making beyond static policies.
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Furthermore, deterministic coordination becomes brittle under infrastructure loss, privacy

constraints, or adversarial interference, with centralized cognitive radio networks (CRNs)

struggling to maintain reliable service when base stations fail or when sensing is falsified (Ning

et al., 2020; Silvirianti & Kaddoum, 2025). This suggests that first responders and mission-critical

internet-of-things (IoT) installations require autonomous, decentralized, and learning-driven

spectrum management where both decision making and coordination dynamically evolve under

uncertainty (Ngomane et al., 2018; Khaf et al., 2022).

Adaptive resource and spectrum management in dynamic NTNs increasingly relies on machine

learning, especially the combination of federated learning (FL) and reinforcement learning

(RL) (Umer et al., 2025; Das et al., 2024; Ahmadzadeh et al., 2024; Li et al., 2022). Recent

hierarchical multi-agent federated DRL was proposed for TN-NTN resource allocation and

task offloading with auction-based incentives (Seid et al., 2026), while unified distributed ML

architectures (FSTL/GFSTL) target split/federated/transfer learning pipelines for 6G intelligent

transportation data, rather than control policies (Naseh et al., 2025). Furthermore, GAIL-

powered federated inverse RL was previously applied to multi-satellite beamforming and

spectrum allocation using a matching-game formulation with expert demonstrations (Hassan

et al., 2024). Accordingly, in this paper, we propose a federated hierarchical reinforcement

learning (F-HRL) framework designed to address the non-stationary, heterogeneous, and security-

critical nature of 6G NTNs. This framework extends capabilities of traditional FL–RL models

by integrating multi-tier coordination, trust-aware learning, and transfer-based adaptation.

Critically, F-HRL differs from existing hierarchical DRL and federated RL approaches in the

following three respects: (i) it decomposes spectrum management across four distinct tiers (SU,

gNB, UAV, and HAPS) with tier-specific RL formulations and area-specific reward shaping,

rather than a flat or two-tier hierarchy; (ii) it integrates sensing-layer majority-vote fusion with

federated divergence-based trust weighting, whereas prior FL-based methods assumed honest

participants or treat trust in isolation; and (iii) it incorporates context-aware transfer learning

for zero-shot UAV deployment during disasters, which is lacking in the previously proposed

federated or hierarchical RL frameworks.
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Figure 4.1 The proposed architecture in three representative scenarios: (a) urban,

(b) remote, and (c) disaster-stricken areas

To overcome these limitations, in this study, we propose an F-HRL system that combines

multi-agent reinforcement learning (MARL) for distributed policy learning, federated learning

(FL) for privacy-preserving coordination, and transfer learning (TL) for rapid adaptation in new

or emergency deployments. The proposed system is shown in Fig. 4.1. Section 4.4 details how

each tier executes tailored learning policies coordinated through low-Earth orbit (LEO) satellite

backhaul.
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The primary contributions of this work are as follows:

• Cross-tier cognitive spectrum management: We developed a four-tier cognitive F-HRL

framework spanning SUs, gNBs, UAVs, and HAPS that adapts to heterogeneous quality-of-

service (QoS) objectives and constraints. SUs learn opportunistic access while gNBs enforce

primary-user (PU) priority, unlike prior hierarchical approaches that treated PUs and SUs

equivalently.

• Federated coordination via HAPS aggregation: We integrated periodic model aggregation

at the HAPS tier to stabilize multi-agent learning across regions, addressing non-stationarity

in MARL.

• Disaster-resilient UAV failover: We developed a disaster recovery framework that leveraged

context-aware similarity-based selective model sharing for UAV deployment upon gNB

outage to support emergency relief scenarios.

• Trust-aware adversarial detection: We introduced a Byzantine-robust aggregation and

trust-weighted cooperative sensing that combines majority-vote sensing consistency with

federated weight-divergence filtering to withstand falsified reports, model poisoning, and

malicious agents attacks without sharing raw data.

Collectively, these contributions address persistent gaps where existing FL- and RL-based

solutions confine learning to a single tier, ignore disaster-induced outages, or lack defenses

against adversaries. By contrast, the proposed approach enables rapid deployment in emergency

scenarios while maintaining security, privacy, and performance guarantees essential for critical

communication infrastructure.

The remainder of this paper is organized as follows. Section 4.2 reviews related research in CRNs,

FL, and HAPS-assisted communications. In Section 4.3, we present the system model, network

architecture, and problem formulation. Section 4.4 details the proposed F-HRL framework,

including security and TL mechanisms. Section 4.5 discusses experimental validation and

performance analysis. Finally, Section 4.6 concludes the paper with an outline of future research

directions.
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4.2 Related work

To motivate F-HRL, we group previous research efforts into three key themes related to the

critical gaps addressed by our unified architecture.

4.2.1 Multi-tier hierarchical coordination

Recent studies demonstrated the benefits of combining FL and DRL for adaptive spectrum access,

resource management, and joint optimization across complex wireless architectures. Integrating

massive antenna arrays (e.g., in HAPS) and managing large, heterogeneous networks frequently

leads to a “curse of dimensionality” for optimization algorithms (Khoshkbari et al., 2025; Abbasi

et al., 2025). HRL approaches tackle this complexity by introducing temporal abstraction via

options and macros, modeling large problems as Semi-Markov Decision Processes (SMDPs).

For resource scheduling in HAPS-integrated networks, HDRL reduces complexity by delegating

tasks, enabling fast execution (e.g., 50× faster than exhaustive search), while maintaining up to

95% of the spectral efficiency achieved by exhaustive search. HDRL was also used for resource

scheduling, UE association, and channel assignment in HAPS systems.

Previous architectural surveys and design studies argued that NTN deployments must explicitly

balance cross-tier coordination, communication overhead, and energy objectives (Naous et al.,

2023; Farajzadeh et al., 2025). Recent FL frameworks for satellite and LEO scenarios

demonstrated viability of federated coordination under constrained backhaul (Qureshi et al.,

2023) and energy-aware client participation (Hlophe et al., 2021). In terrestrial IoT settings,

reinforcement learning was paired with FL to improve routing fairness and convergence (Malik

et al., 2023), thus reinforcing the need for multi-agent formulations embraced in the present

study.

Furthermore, techniques such as Federated Deep Deterministic Policy Gradient (F-DDPG) were

previously proposed for satellite Reconfigurable Intelligent Surface (RIS)-enhanced Integrated

Sensing and Communication (ISAC) systems (Pala et al., 2025), yielding significant gains

(e.g., up to 76.8% improvement in spectral efficiency) as compared to non-federated baselines.
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Federated DRL algorithms were reported to perform comparably to centralized learning while

achieving faster execution times (Ahmadzadeh et al., 2024; Xu et al., 2020).

While cognitive radio techniques have been extensively studied under practical imperfections (Sharma

et al., 2015) and hardware constraints (Hamza et al., 2019), applying DRL approaches such as

Deep Q-Networks (DQNs) to HAPS systems for dynamic resource allocation remains limited by

the “curse of dimensionality,” arising from large coverage areas and massive antenna arrays.

To mitigate this challenge, complexity-reduction strategies such as HRL and HDRL were

explored (Umer et al., 2025; Lee, 2021), decomposing large action spaces into smaller sub-tasks,

or options (Khoshkbari et al., 2025; Li et al., 2022).

Recent HDRL frameworks employing PPO-based policies across multiple tiers have demonstrated

effective hierarchical coordination for joint UE association, channel assignment, and resource

scheduling in HAPS-integrated networks (Umer et al., 2025). Similarly, hierarchical multi-

agent federated DRL was previously proposed for TN-NTN resource allocation and task

offloading with auction-based incentives (Seid et al., 2026), while unified distributed ML

architectures (FSTL/GFSTL) focus on split/federated/transfer learning pipelines for 6G intelligent

transportation data rather than control policies (Naseh et al., 2025). Despite these advances,

existing HDRL approaches do not explicitly address adversarial robustness, distributed trust, or

coordinated disaster recovery across heterogeneous NTN layers.

It is worth contrasting F-HRL with two additional categories of approaches. First, multi-agent

PPO (MA-PPO) methods employ independent PPO agents with shared centralized critics, but

lack federated aggregation for cross-region knowledge transfer and trust-weighted Byzantine

resilience. Second, optimization-based methods such as the Whale Optimization Algorithm

(WOA) can effectively solve per-step allocation problems, but are inherently unable to adapt to

non-stationary PU traffic or infrastructure failures without re-optimization. Both categories are

evaluated as baselines in Section 4.5.
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4.2.2 Resilience and rapid deployment

Mission-critical applications require the network to maintain connectivity despite mobility,

extreme congestion, or infrastructure loss. DRL and FL are critical for managing dynamic and

mobile environments, particularly in multi-tiered NTNs involving UAVs and ground stations.

Providing flexible coverage extension and serving as temporary gNBs, UAVs are essential in 5G.

Due to the high mobility of UAVs, fast handover management is crucial. Dynamic Spectrum

Sharing (DSS) based on FL and DRL was previously proposed for emergency CRNs to deal

with spectrum shortages after disasters (Yang et al., 2023). Federated UAV coordination was

also explored for dense IoT deployments, combining hypergraph models with FRL to stabilize

throughput (Yang et al., 2024), while over-the-air transfer learning across UAV swarms was

reported to improve modulation recognition yet assumes trusted agents (Zhou et al., 2024).

While DRL/FL is applied to emergency scenarios, previous studies generally assumed static

infrastructure or reliable ad-hoc relaying, thus failing to investigate the challenge of sequential

infrastructure failure such as multiple gNB outages—and the subsequent need for rapid system

reconfiguration. Furthermore, implementing DL algorithms in real-time CRNs faces the

challenge that most modern DL systems are trained offline, which results in the lack of verified

generalization ability in complicated and dynamic physical channels.

Furthermore, previous HDRL frameworks addressed cross-tier coordination by imposing

constraints–i.e., higher tiers make decisions that constrain local tiers, ensuring coordinated

spectrum use and managing dynamic movement (Hu et al., 2022).

Current federated and hierarchical frameworks do not integrate explicit mechanisms for rapid

redeployment and knowledge transfer, i.e., transfer learning, across non-stationary topologies.

The lack of reliable terrestrial infrastructure in disaster zones prevents the use of traditional

centralized retraining. F-HRL addresses this concern by using pre-trained base models across

representative conditions (urban, remote, disaster) and using context-similarity scoring to

rapidly fine-tune the model upon deployment or failure detection. This mechanism allows
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Figure 4.2 Primary user traffic across urban and remote areas: (a) topology, (b) diurnal

occupancy, (c) distribution of active-channel, and (d) time-averaged occupancy

UAV-assisted coordination to quickly restore over 85% of pre-failure throughput after sequential

gNB outages (Yang et al., 2023; Le & Kaddoum, 2021).

4.2.3 Trust, robustness, and security in federated coordination

Distributed learning in critical infrastructure requires resilience against adversarial behavior–a

concern magnified in CRNs where agents opportunistically access shared spectrum. Unless tensor-

based detectors and trust scoring are incorporated, cooperative sensing remains vulnerable to

falsified observations and hidden terminal effects (Getu et al., 2019b,a). While vertical FL reduces

data leakage by partitioning features across participants (Zhang et al., 2020b) and deep recurrent
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methods handle partial observability in heterogeneous networks (Khoshkbari & Kaddoum,

2023), these approaches typically assume honest participants.

Although recent efforts deployed FRL to mitigate jamming and noisy gradients (Sharma

et al., 2023), larger-scale surveys stressed that existing countermeasures treat isolated threat

vectors (Das et al., 2024). Byzantine-resilient aggregation and communication-efficient FRL

were proposed to tolerate poisoned updates and data heterogeneity (Zuo et al., 2025; Krouka

et al., 2022), while NTN security studies advocated for coupling spectrum control with anomaly

detection (Alharbi et al., 2025). These works rarely integrated sensing trust with hierarchical

recovery, thus reinforcing the need for the unified trust-weighted aggregation that underpins our

F-HRL stack.

Based on a literature review conducted through the joint lens of coordination depth, adaptation

strategy, and resilience features, in Table 4.1, we compare representative studies across these

facets. The catalogue spans contributions published in 2020–2025 covering satellite RIS, UAV

swarms, vehicular CRNs, and HAPS-assisted deployments. This perspective highlights that

most prior efforts optimized a single tier or a single threat model, thus leaving cross-tier failover

and trust governance largely unexplored.

Table 4.1 Representative studies

Study Coordination

scope

Adaptation strategy Resilience / trust handling

(Pala et al.,

2025)

Satellite–RIS

link (single

tier)

Federated DDPG for RIS

beamforming;

spectral-efficiency maximization

No explicit failover or security

model; assumes benign

participants and intact

infrastructure.

(Ahmadzadeh

et al., 2024)

RIS-aided

CRN (single

tier)

Over-the-air FL with DRL for

robust RIS-aided cognitive radio

Addresses channel distortion

during aggregation, but omits

adversarial, trust, or disaster

considerations.

Continued on next page
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Table 4.1 Representative studies (continued)

Study Coordination

scope

Adaptation strategy Resilience / trust handling

(Yang et al.,

2023)

UAV-assisted

emergency

CRN (dual

tier)

Federated multi-agent

Q-learning for post-disaster

spectrum sharing

Restores traffic after a single

outage, but lacks trust modelling

and sequential failure analysis.

(Hu et al.,

2022)

UAV relay +

gNB hierarchy

Hierarchical actor–critic with

cache-aware scheduling

Ensures QoS under mobility, yet

depends on centralized

coordination, without federated

robustness.

(Tehrani et al.,

2021)

Distributed

gNB cluster

Federated DRL for coordinated

NextG control loops

Boosts distributed control, yet

assumes stable backhaul and

trusted participants.

(Ning et al.,

2020)

Cooperative

CRN sensing

Centralized RL with cooperative

feedback loops

Handles sensing uncertainty, but

no federation or hierarchical

fallback paths.

(Farajzadeh

et al., 2025)

NTN

architectural

survey

Blueprint for federated

orchestration across satellite and

HAPS tiers

Highlights scalability/energy

trade-offs, but leaves disaster

adaptation open.

(Naous et al.,

2023)

NTN survey

(multi-tier)

Categorizes RL enablers for

satellite/HAPS integration

Frames open problems, but does

not deliver a deployed stack.

(Sharma et al.,

2023)

gNB with

cooperative

SUs

Federated D3QN for

anti-jamming power control

Mitigates jamming, but omits

disaster recovery and multi-tier

orchestration.

(Zhou et al.,

2024)

UAV swarm

for V2X

monitoring

Over-the-air federated transfer

learning for modulation

recognition across mobile relays

Tackles mobility-induced drift,

yet assumes trusted agents and

no spectrum failover plan.

Continued on next page
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Table 4.1 Representative studies (continued)

Study Coordination

scope

Adaptation strategy Resilience / trust handling

(Zhang et al.,

2020b)

Cooperative

CRN sensors

(single tier)

Vertical FL coordinating

heterogeneous feature sets

Preserves sensing privacy, but

leaves Byzantine behaviour and

cross-tier recovery unaddressed.

(Chen et al.,

2022)

Distributed

SU cluster

Lightweight FL-based

cooperative sensing with

reliability weighting

Improves detection accuracy;

resilience is limited to statistical

weighting without dynamic trust

feedback.

(Khaf et al.,

2024)

HAPS-

assisted

terrestrial/

UAV users

Capability-aware cooperation

with partial hierarchy

Enhances coverage after single

outages; lacks federated training

and sustained multi-tier trust

governance.

(Le & Kaddoum,

2021)

Vehicular

CRN

(multi-agent

SUs)

LSTM-based channel access

with multi-agent RL

Addresses vehicular mobility,

but independent agents, no

federated aggregation or

coordinated failover.

(Yang et al.,

2024)

UAV-enabled

IoT (dense)

FRL with hypergraph scheduling

for dense UAV clusters

Improves throughput, but

assumes reliable backhaul and

honest agents.

(Malik et al.,

2023)

CR-enabled

IoT mesh

RL-based routing for fairness

and load balancing

Focuses on terrestrial IoT

without NTN layers or trust

governance.

(Getu et al.,

2019b)

MIMO

cognitive

sensing

Tensor-based detection to

mitigate hidden terminals

Enhances sensing fidelity, yet

lacks federated coordination.

Continued on next page
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Table 4.1 Representative studies (continued)

Study Coordination

scope

Adaptation strategy Resilience / trust handling

(Zuo et al.,

2025)

FL

aggregation

layer

Byzantine-robust aggregation

for heterogeneous clients

Addresses poisoning, but not

spectrum context or multi-tier

failover.

(Krouka et al.,

2022)

Multi-agent

FRL cluster

Communication-efficient

consensus via ADMM

Improves communication cost,

yet assumes trustworthy sensing

inputs.

(Das et al.,

2024)

Survey across

FRL

deployments

Taxonomy of privacy- and

security-aware FL primitives

Identifies need for trust-weighted

aggregation and cross-layer

resilience, but offers no

integrated implementation.

(Seid et al.,

2026)

TN-NTN

multi-tier

FeDRL/MAFDRL with

auction-based incentives for

resource allocation and task

offloading

Targets incentive-driven

offloading; no PU/SU spectrum

sharing, trust weighting, or

disaster recovery.

(Naseh et al.,

2025)

TN-NTN ITS

hierarchy

FSTL/GFSTL

split–federated–transfer learning

architecture for ITS data

Learning framework only; no RL

spectrum policy, PU/SU

coordination, or adversarial

resilience.

(Hassan et al.,

2024)

6G

multi-satellite

spectrum

GAIL-based federated inverse

RL for beamforming and

spectrum allocation with

matching-game association

Focuses on satellite

beamforming/SE, not CRN

PU/SU coordination or disaster

recovery.

In Table 4.2, we summarize the principal literature gaps and highlight how the proposed approach

addresses each dimension.
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Table 4.2 Summary of literature gaps and main contributions

Theme Representative gaps F-HRL Contributions

NTN FL

(Complexity &

Cross-Tier)

Single-agent DRL methods struggle

with the exponentially large action

spaces and state spaces in massive

MIMO HAPS/NTNs. Centralized

approaches incur significant

computational bottlenecks and

communication overhead.

Employs HAPS as a coordinating layer

(Tier 4) for cross-tier adaptation (SUs,

gNBs, UAVs), thus mitigating the curse of

dimensionality via policy decomposition.

FL CRN

(Resilience &

Topology)

Available FL assumes static

infrastructure or relies on constant

cooperation. Current frameworks

lack specific mechanisms for

managing sequential infrastructure

failures (disaster recovery) and

adapting policies in non-stationary

topologies.

Manages multiple sequential gNB

outages. Achieves rapid adaptation and

self-configuration using context-aware TL

to fine-tune pre-trained models for

emergency deployment.

RL CRN (Trust &

Security)

Available DRL solutions handle

threats (jamming or poisoning) in

isolation. Secure model sharing

remains an open challenge. Trust

mechanisms are minimally

integrated with sensing capabilities.

Implements robust trust-weighted

aggregation and observation-consistency

checks to suppress outlier updates, thus

ensuring resilience against Byzantine

nodes and sensing data falsification

(SDF).

Continued on next page
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Table 4.2 Summary of literature gaps and main contributions (continued)

Theme Representative gaps F-HRL Contributions

Scalability &

Overhead

Previous FL-RL methods do not

analyze communication overhead or

transfer learning search cost in dense

NTN deployments. Scalability to

hundreds of agents remains

unquantified.

Provides quantitative complexity analysis

with concrete deployment numbers

(Section IV-D), showing quadratic

context cost is negligible for 𝑁ℎ < 1000

and identifying gradient compression for

denser deployments.

In contrast to the above literature, our F-HRL framework unifies cross-tier coordination,

trust-aware aggregation, and disaster recovery within a single NTN-compatible architecture.

4.3 System model

We consider a heterogeneous wireless system integrating HAPSs, terrestrial gNBs, UAVs, and

clustered user equipments (UEs) (see Fig. 4.1). HAPSs are deployed at altitudes of 20 km–50 km

and act as regional spectrum coordinators and FL aggregators. Inter-HAPS coordination relies

on low-Earth orbit (LEO) satellite backhaul, while medium Earth orbit and geostationary satellite

layers are excluded due to latency exceeding the slot-level decision framework discussed in this

paper.

UEs are divided into the following two sets: the set of PUs denoted byU𝑃 and the set of SUs

denoted by U𝑆. Thus, the total UE set is U = U𝑃 ∪ U𝑆 with U𝑃 ∩ U𝑆 = ∅. PU activity

is exogenous and bursty, generated by a mix of Markov-modulated Poisson process (MMPP)

traffic, heavy-tailed Pareto on/off processes, and fixed traces. Fig. 4.2 summarizes PU traffic

across the urban and remote areas: (a) the PU–gNB topology, (b) diurnal occupancy with urban

maintaining 40–50% utilization and remote 15–25% with evening peaks, (c) a right-shifted CDF

indicating consistently higher urban utilization relative to sparser remote activity, and (d) per-PU

heterogeneity captured via a violin plot where the thin line denotes the median, the bold line
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the mean, and the width the density. Urban PUs show a broader occupancy variability, while

remote PUs are more concentrated at low-to-moderate usage, highlighting the challenge for SUs

to adapt to spatially heterogeneous traffic. PUs consume their allocations without adaptation,

while SUs operate as cognitive users that sense occupancy and opportunistically transmit when

no PU activity is detected.

4.3.1 Spectrum and channel model

Let U𝑆,𝑏 denote the SUs associated with gNB 𝑏, K𝑏 the channel set at gNB 𝑏, U𝑑 the UEs

served by UAV 𝑑, Bℎ the gNBs coordinated by HAPS ℎ, and Dℎ the UAVs managed by HAPS

ℎ. The global gNB and UAV sets are B = ∪ℎBℎ and D = ∪ℎDℎ, respectively.

The network operates over 6 channels spanning 3GPP bands n77, n78, n79, and n258. Channel

resource block capacities range from 50 to 113 RBs depending on bandwidth allocation (20–

100 MHz); gNB scheduling capacities range from 106 to 273 RBs. Propagation follows 3GPP

TR 38.901/38.811:

• Urban links: UMi LoS pathloss,

PLUMi = 32.4 + 21 log10( 𝑓𝑐 [GHz])

+ 20 log10(𝑑3D [m]) (4.1)

• Remote links: RMa pathloss,

PLRMa = 32.4 + 20 log10( 𝑓𝑐 [GHz])

+ 23.3 log10(𝑑3D [m]) (4.2)

Small-scale fading follows Rician distribution for HAPS–UE links with elevation-dependent

𝐾-factors, and Rayleigh distribution for terrestrial links under non-line-of-sight conditions.

Shadowing is log-normal with standard deviation 4 dB for HAPS–UE links and 8 dB for terrestrial

links. UAVs fly at the altitudes of 100 m–300 m and use the same channel model as gNBs.
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The channel gain from UE 𝑢 to its serving node on channel 𝑘 is

𝑔𝑢,𝑘 = PL(𝑑3D)
−1 · |ℎ𝑢,𝑘 |

2 · 10−𝜒/10, (4.3)

where ℎ𝑢,𝑘 captures small-scale fading (Rician or Rayleigh as above) and 𝜒 is log-normal

shadowing with standard deviation 4 dB for HAPS links and 8 dB for terrestrial links. The SINR

at UE 𝑢 on channel 𝑘 is then

𝛾𝑢,𝑘 =
𝑝𝑢 𝑔𝑢,𝑘

𝑁0𝐵𝑘 +
∑

𝑗≠𝑢 𝑝 𝑗 𝑔 𝑗,𝑘
, (4.4)

where 𝑁0 is the noise power spectral density and the sum captures co-channel interference from

other active transmitters. The achievable rate follows as 𝑅𝑢,𝑘 = 𝐵𝑘 log2(1 + 𝛾𝑢,𝑘 ).

Each SU performs energy detection to sense channel occupancy, and collaborative SUs improve

their accuracy using majority vote (Khaf et al., 2022).

4.3.1.0.1 Modeling assumptions and limitations

The present model adopts several simplifying assumptions that we explicitly acknowledge below.

First, the HAPS is treated as quasi-stationary, since stratospheric station-keeping maintains

its position within a 400 m radius, which is negligible relative to its 20 km altitude. Second,

while UAV positions update per decision step, intra-step Doppler effects are not modeled; this

is justified for low-altitude UAVs at 10–30 m/s in sub-6 GHz bands where the coherence time

(in the order of milliseconds) significantly exceeds the slot duration. Third, signaling overhead

for handover is not explicitly modeled, but is quantified in terms of communication cost in

Section 4.4. Extending the framework to incorporate detailed channel dynamics, including

Doppler effects and mobility-induced handover overhead, is left for future work.
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4.3.2 Problem formulation

We model the network as a partially observable Markov decision process (POMDP). The global

state is as follows:

s =
{
(𝜆̄𝑏, 𝛾̄𝑏, 𝐼𝑏)𝑏∈B , (𝐸𝑑)𝑑∈D

}
, (4.5)

where 𝜆̄𝑏 is the aggregate spectrum demand at gNB 𝑏, 𝛾̄𝑏 is the average SINR at gNB 𝑏, 𝐼𝑏 is

the local interference indicator at gNB 𝑏, and 𝐸𝑑 is the residual energy of UAV 𝑑.

Each tier 𝑖 ∈ {ℎ, 𝑏, 𝑑, 𝑢} (HAPS, gNB, UAV, and SU, respectively) observes only a partial, and

thus, imperfect view of s:

o𝑡𝑖 = s𝑡𝑖 + 𝝐 𝑡𝑖 , (4.6)

where s𝑡𝑖 ⊂ s𝑡 denotes the state components visible to tier 𝑖, and 𝝐 𝑡𝑖 ∼ N(0, 𝜎2
𝑒 I) captures

measurement and sensing errors (e.g., imperfect CSI).

We decompose the overall spectrum management problem into four tier-specific subproblems as

outlined below.

4.3.2.0.1 (S1) SU opportunistic access and power control

Each SU 𝑢 chooses transmission channel 𝑘𝑢 and power 𝑝𝑢 to maximize its achievable rate

𝑅𝑢,𝑘𝑢 = 𝑅𝑢,𝑘
��
𝑘=𝑘𝑢

as shown below.

max
𝑘𝑢,𝑝𝑢

𝑅𝑢,𝑘𝑢 = 𝐵𝑘𝑢 log2(1 + 𝛾𝑢,𝑘𝑢) (4.7)

subject to 𝑘𝑢 being vacant, 0 ≤ 𝑝𝑢 ≤ 𝑃
max, and 𝛾𝑢,𝑘𝑢 ≥ Γmin.
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4.3.2.0.2 (S2) gNB local scheduling

Each gNB 𝑏 schedules SUs on residual capacity after satisfying PU demand:

max
𝑥𝑢,𝑘

∑
𝑢∈U𝑆,𝑏

∑
𝑘∈K𝑏

𝑥𝑢,𝑘 𝑅𝑢,𝑘 (4.8)

subject to PU-priority allocation,
∑
𝑢 𝑥𝑢,𝑘 ≤ 1, 𝐼PU

𝑘 ≤ 𝐼
max
𝑘 , and 𝑥𝑢,𝑘 ∈ {0, 1}.

4.3.2.0.3 (S3) UAV placement and coverage

Each UAV 𝑑 determines position p𝑑 to maximize coverage of displaced UEs:

max
p𝑑

∑
𝑢∈U𝑑

𝑤𝑢I{cov𝑑 (𝑢)}𝑅𝑢,𝑘𝑢 (4.9)

subject to activation 𝑎𝑑 ∈ {0, 1}, 𝐸𝑑 ≥ 𝐸min, and backhaul constraints 𝐶BH
𝑑 ≥ 𝐶min.

4.3.2.0.4 (S4) HAPS backhaul routing and recovery coordination

Each HAPS routes admitted loads from gNBs and UAVs subject to backhaul capacity:

max
𝑥𝑏,ℎ,𝑥𝑑,ℎ,𝑎𝑑

∑
𝑏∈Bℎ

𝑥𝑏,ℎ 𝜆̄𝑏 +
∑
𝑑∈Dℎ

𝑥𝑑,ℎ Λ𝑑 (4.10)

subject to ∑
𝑏∈Bℎ

𝑥𝑏,ℎ 𝜆̄𝑏 +
∑
𝑑∈Dℎ

𝑥𝑑,ℎ Λ𝑑 ≤ 𝐶
BH
ℎ , (4.11)

𝑎𝑑 ∈ {0, 1}, 𝑥𝑑,ℎ ≤ 𝑎𝑑, 𝑥𝑏,ℎ, 𝑥𝑑,ℎ ∈ {0, 1}. (4.12)
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4.3.2.0.5 Coupling conditions

Cross-tier consistency requires (i) each SU associated with exactly one node; (ii) admitted

SU and UAV loads respecting HAPS backhaul; (iii) interference 𝐼𝑢,𝑘 including co-channel

transmissions across gNBs and UAVs, and (iv) PU protection 𝐼PU
𝑘 ≤ 𝐼

max
𝑘 .

4.3.2.0.6 Constraint enforcement in the RL framework

The coupling constraints are enforced within the RL framework as follows. The HAPS backhaul

capacity constraint (S4) is enforced via action masking: the HAPS-tier RL agent’s discrete

action space is restricted so that only routing decisions satisfying the backhaul capacity limit are

presented to the policy. The binary routing and activation variables in the same subproblem

are inherently satisfied by the discrete action space. For PU-priority constraints (S2), the gNB

scheduler allocates PU demand first and offers only residual capacity to SUs. For S1, the

SU action space enforces channel vacancy and power bounds via masking/clipping. For S3,

UAV activation and routing binaries are enforced by discrete actions, with backhaul feasibility

enforced by the HAPS routing mask. As a safety net, post-hoc constraint violation detection

triggers a reward penalty when any constraint is violated during execution, reinforcing thus

feasibility through learning.

4.3.2.0.7 Reward shaping

Since S1–S4 are intractable to solve jointly, each tier optimizes a shaped reward that combines

throughput, QoS satisfaction, collision penalties, and regional fairness. Urban regions emphasize

fairness, remote regions prioritize coverage, and disaster regions increase the PU-protection

weight. The penalty weights are held fixed throughout training. Table 4.4 summarizes the key

simulation parameters.

In summary, the hierarchical structure ensures that PUs remain protected, SUs opportunistically

exploit spectrum under constraints, UAVs provide resilience under failures, and, finally, HAPS

orchestrates regional backhaul feasibility.
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Table 4.3 Key notations

Symbol Meaning

Network Sets

U𝑃,U𝑆 Sets of PUs and SUs

U𝑆,𝑏 SUs associated with gNB 𝑏

K𝑏 Channel set at gNB 𝑏

U𝑑 UEs served by UAV 𝑑

B,D Global sets of gNBs and UAVs

Bℎ,Dℎ gNBs and UAVs coordinated by HAPS ℎ

Rℎ Agent set participating in HAPS ℎ federation round

𝑁ℎ Number of agents in HAPS region ℎ

Decision Variables

𝑘𝑢, 𝑝𝑢 Channel and power for SU 𝑢

𝑥𝑢,𝑘 Scheduling indicator for SU 𝑢 on channel 𝑘

p𝑑 UAV position

𝑥𝑏,ℎ, 𝑥𝑑,ℎ Routing indicators via HAPS ℎ

𝑎𝑑 UAV activation binary

Channel and Signal

𝑔𝑢,𝑘 Channel gain of UE 𝑢 on channel 𝑘

𝑁0 Noise power spectral density

𝐵𝑘 Bandwidth of channel 𝑘

𝛾𝑢,𝑘 SINR of UE 𝑢 on channel 𝑘

𝑅𝑢,𝑘 Achievable rate of UE 𝑢 on channel 𝑘

System Parameters

𝜆̄𝑏 Spectrum demand at gNB 𝑏

Λ𝑑 Traffic load from UAV 𝑑

𝑤𝑢 Priority weight for UE 𝑢

Continued on next page
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Table 4.3 Key notations (continued)

Symbol Meaning

𝐸𝑑 Residual energy of UAV 𝑑

𝐶BH
𝑑 UAV backhaul capacity

𝐶BH
ℎ HAPS backhaul capacity

o𝑡𝑖 Noisy observation received by tier-𝑖 agent at step 𝑡

𝑃max Maximum SU transmit power

𝐼𝑏 Interference indicator at gNB 𝑏

𝐼PU
𝑘 Interference observed at PU channel 𝑘

𝐼𝑢,𝑘 Aggregate co-channel interference at UE 𝑢 on channel 𝑘

𝐸min Minimum energy threshold for UAVs

Γmin Minimum SINR threshold

𝐼max
𝑘 Maximum interference threshold on channel 𝑘

𝛾̄𝑏 Average SINR at gNB 𝑏

𝜎2
𝑒 Estimation error variance

𝐶min Minimum backhaul capacity

cov𝑑 (𝑢) Coverage indicator: UAV 𝑑 covers UE 𝑢

𝜏 Federated aggregation period in steps

4.4 Proposed solution

We design an F-HRL framework that coordinates spectrum access for UEs, terrestrial gNBs,

UAV relays, and HAPS coordinators. The key objective is to maximize spectrum utilization and

service resilience without centralizing raw observations, while concurrently maintaining explicit

protection for licensed PUs.
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4.4.1 Federated hierarchical reinforcement learning

Each tier executes a learning component tailored to its sensing capability and control scope as

follows:

• SUs run lightweight models that perform channel selection and power control using local

measurements such as occupancy and SINR estimates.

• gNBs host RL-based schedulers that allocate RBs among associated SUs subject to PU-

protection and congestion constraints, and maintain a centralized critic for CTDE training of

local SUs.

• UAVs employ RL-based policies to choose positions and activation status, trading off coverage

and energy consumption.

• HAPS nodes act as federated aggregators: aggregating regional deltas, they apply trust-aware

weighting and dispatch adapted policies for redeployment or disaster response.

During operation, each agent 𝑖 maps its partial observation o𝑡𝑖 to action 𝑎𝑡𝑖 through policy 𝜋𝑖,

while the HAPS tier maintains global parameters Θℎ shared across regions.

Fig. 4.3 illustrates the architecture.

4.4.2 Two-timescale convergence

To mitigate non-stationarity in MARL, F-HRL employs two-timescale learning: fast local policy

updates and slower HAPS-level aggregation every 𝜏 steps, yielding a quasi-stationary reference

model (Borkar, 2008; Leslie & Collins, 2005).

Each agent 𝑖 ∈ Rℎ performs local updates

Θ𝑡+1
𝑖 = Θ𝑡

𝑖 − 𝛼𝑡∇Θ𝑖L𝑖 (Θ
𝑡
𝑖), (4.13)



106

HAPS: Federated Aggregator

Θh ← Θh +
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Figure 4.3 The disaster recovery protocol: gNB0 is offline; users are served by nearest

available ground and aerial supports

while the HAPS aggregator updates every 𝜏 steps as

Θ𝑟+1
ℎ = Θ𝑟

ℎ + 𝛽𝑟

∑
𝑖∈Rℎ

𝜙(𝑟+1)
𝑖 (Θ(𝑟)𝑖 − Θ

(𝑟)
ℎ )∑

𝑗∈Rℎ
𝜙(𝑟+1)
𝑗

. (4.14)

Assume diminishing step sizes with
∑
𝑡 𝛼𝑡 =

∑
𝑟 𝛽𝑟 = ∞,

∑
𝑡 𝛼

2
𝑡 ,

∑
𝑟 𝛽

2
𝑟 < ∞, and 𝛽𝑟/𝛼𝑟𝜏 → 0,

bounded iterates, and Lipschitz losses L𝑖.

Under these conditions, Θ𝑟
ℎ evolves on a slower timescale and is quasi-static over each federated

interval. The local iterates track the ODE �Θ𝑖 = −∇Θ𝑖L𝑖 (Θ𝑖;Θ𝑟
ℎ) and converge to Θ★

𝑖 (Θ
𝑟
ℎ).

Substitution into the slow update yields a reduced ODE for Θℎ, whose convergence follows

from standard two-timescale stochastic approximation; the detailed proof can be found in

Borkar (Borkar, 2008) and Leslie (Leslie & Collins, 2005).

Remark: In practice, F-HRL uses fixed step sizes, rather than diminishing schedules. Then,

the iterates converge to an 𝜖-neighborhood of the equilibrium, with radius scaling as 𝜖 =

O(𝛼loc + 𝛽
2
𝑟 /𝛼loc); equivalently, lim sup𝑟→∞ E[‖Θ𝑟

ℎ − Θ★
ℎ ‖

2] ≤ 𝐶1𝛼loc + 𝐶2𝛽
2
𝑟 /𝛼loc for some
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constants 𝐶1, 𝐶2 > 0. This means that smaller local steps and stronger timescale separation

yield tighter neighborhoods.

4.4.3 Federated aggregation and adaptation

Every 𝜏 steps, HAPS ℎ aggregates updates from Rℎ using trust weights (Algorithm 4.1). Each

agent’s delta ΔΘ(𝑟)𝑖 = Θ(𝑟)𝑖 − Θ
(𝑟)
ℎ is weighted by

𝜙(𝑟+1)
𝑖 = 𝜌𝜙(𝑟)𝑖 + (1 − 𝜌) exp

(
−
‖ΔΘ(𝑟)𝑖 − Δ̃

(𝑟) ‖2

2𝜎2
trust

)
, (4.15)

where Δ̃(𝑟) is the coordinate-wise median, 𝜌 is trust momentum, and 𝜎2
trust penalizes divergence

from consensus.

To enable rapid redeployment without full retraining, HAPS construct context vectors over the

preceding 𝜏 steps as follows:

c𝑖 =
[
ō𝑖 , 𝑟𝑖

]
, (4.16)

where ō𝑖 and 𝑟𝑖 are the temporal means of agent 𝑖’s local observations and rewards, respectively.

HAPS computes cosine similarities sim(c𝑖 , c 𝑗 ). If the best match exceeds threshold 𝜂, the stored

model Θ 𝑗★ is transferred; otherwise, the base model is adapted via

Θadapted = Θbase − 𝛼adapt∇ΘL𝑖 (Θbase), (4.17)

𝛼adapt = 𝛼0 max
𝑗

sim(c𝑖 , c 𝑗 ), (4.18)

where L𝑖 is the local RL training loss for agent 𝑖.

4.4.4 Complexity analysis

Let 𝑁ℎ = |Rℎ | denote the number of agents in region ℎ, and let |A𝑖 | and |Θ𝑖 | denote the action-

space cardinality and parameter dimension of agent 𝑖 ∈ Rℎ. A flat controller requires searching
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Algorithm 4.1 Federated hierarchical reinforcement learning

Input: Base model Θbase, trust parameters (𝜌, 𝜎trust), aggregation period 𝜏
Output: Updated policies {Θ𝑖} and Θℎ

1 for 𝑟 ← 1 to 𝑅 do
2 foreach agent 𝑖 do
3 Θ(𝑟)𝑖 ← Θ(𝑟)ℎ − 𝛼loc∇ΘL𝑖 (Θ

(𝑟)
ℎ )

4 ΔΘ(𝑟)𝑖 ← Θ(𝑟)𝑖 − Θ
(𝑟)
ℎ

5 end foreach
6 Δ̃(𝑟) ← median

(
{ΔΘ(𝑟)𝑖 }𝑖∈Rℎ

)
7 𝜙(𝑟+1)

𝑖 ← 𝜌𝜙(𝑟)𝑖 + (1 − 𝜌) exp
(
−‖ΔΘ(𝑟)𝑖 − Δ̃

(𝑟) ‖2/2𝜎2
trust

)
8 Θ(𝑟+1)

ℎ ← Θ(𝑟)ℎ +

∑
𝑖 𝜙
(𝑟+1)
𝑖 ΔΘ(𝑟)𝑖∑
𝑗 𝜙
(𝑟+1)
𝑗

9 Broadcast Θ(𝑟+1)

ℎ to all agents

10 end for

∏
𝑖 |A𝑖 |, which grows exponentially with 𝑁ℎ. In contrast, the hierarchical decomposition reduces

this complexity to
∑
𝑖 |A𝑖 |, scaling linearly with the number of agents.

Per-step inference: Each agent performs a forward pass with complexity O(|Θ𝑖 |), yielding

an aggregate regional cost of O
(∑

𝑖∈Rℎ
|Θ𝑖 |

)
across the HAPS, |Bℎ | gNBs, |Dℎ | UAVs, and

SUs. Under CTDE training, each gNB additionally evaluates a centralized critic of size |ΘC |,

incurring an extra O(|Bℎ | |ΘC |).

Federated round (Algorithm 4.1): Every 𝜏 steps, each agent computes a gradient update on

L𝑖 (Θ𝑖) using a mini-batch of size 𝑀, with cost O(𝑀 |Θ𝑖 |). The HAPS aggregator computes

the coordinate-wise median Δ̃(𝑟) and the trust-weighted aggregation, each at O(𝑁ℎ |Θ|), and

evaluates pairwise context similarities sim(c𝑖 , c 𝑗 ) at O(𝑁2
ℎ𝑑ctx). Letting |Θ| = max𝑖 |Θ𝑖 |, the

per-round complexity is

O
(
𝑁ℎ𝑀 |Θ| + 𝑁

2
ℎ𝑑ctx

)
. (4.19)
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If a HAPS manages hundreds of agents, this can become expensive. In such cases, we

propose using locality-sensitive hashing to reduce similarity search to O(𝑁ℎ log 𝑁ℎ𝑑ctx). Since

𝑑ctx � |Θ| (typically 𝑑ctx ≈ 10 vs. |Θ| ≈ 104), the gradient computation dominates.

Communication: Each federated round exchanges O(𝑁ℎ |Θ|) parameters for uplink model deltas

ΔΘ(𝑟)𝑖 and downlink broadcasts of Θ(𝑟+1)

ℎ . Inter-HAPS synchronization over LEO backhaul

every 𝑇sync rounds introduces an amortized overhead of O((𝐻 −1)𝑆sync/𝑇sync), where 𝐻 denotes

the number of HAPS regions and 𝑆sync the compressed summary size. For the deployment in

Section 4.5 (𝑁ℎ = 18, |Θ| = 104), the uplink+downlink exchange is about 2𝑁ℎ |Θ| parameters,

i.e., approximately 3.6 × 105 values (∼1.4 MB with 32-bit floats) per round; with 𝜏 = 50 this is

∼0.12 s on a 100 Mbps backhaul. For a denser region (𝑁ℎ = 200, |Θ| = 104), the exchange is

about 4 × 106 values (∼16 MB), motivating gradient compression.

4.4.5 Security and trust management

The proposed F-HRL framework achieves resilience against adversarial behavior through

complementary mechanisms operating at the sensing and federated layers.

Sensing layer: Cooperative SUs mitigate spectrum-sensing data falsification (SDF) by sharing

local occupancy decisions and applying majority voting prior to channel access (Khaf et al.,

2022). This mechanism tolerates up to �(|U𝑆,𝑏 | − 1)/2� falsified reports per gNB, preventing

any single malicious SU from dominating local decisions.

Federated layer: Trust-weighted aggregation (4.15) provides Byzantine resilience during model

fusion. The coordinate-wise median Δ̃(𝑟) and Gaussian trust kernel in 𝜙𝑖 suppress updates that

deviate from regional consensus. Furthermore, HAPS tracks each agent’s spectrum-access

behavior (request patterns, grant efficiency, and adaptivity) as an auxiliary diagnostic metric

for anomaly monitoring and post-hoc analysis; this behavioral metric is not part of the active

aggregation weight in Eq. (4.15). Empirically, malicious SUs converge to lower scores than

benign SUs (Section 4.5).
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4.5 Performance evaluation

We benchmarked the proposed F-HRL stack against a non-cognitive baseline, a simpler cognitive

baseline, a standard 5G heuristic baseline, and the HDRL implementation of (Umer et al., 2025)

across the following key NTN operating scenarios: nominal spectrum sharing, disaster recovery,

and malicious SU attacks. Unless otherwise stated, the results were averaged over 5000 decision

steps with synchronized random seeds.

Network configuration

Unless stated otherwise, we simulated a single HAPS at 20 km coordinating three terrestrial

gNBs and three standby UAVs. A total of 12 PUs and 12 SUs were distributed across urban and

remote regions, contending over six channels (20–100 MHz bandwidth) allocated across the

gNBs. Propagation, channel models, and transmit power levels followed Section 4.3. Table 4.4

summarized the common configuration used in all experiments.

Table 4.4 Simulation settings and hyperparameters

Parameter Value
Network topology
HAPS altitude 20 km

Terrestrial gNBs / UAV relays 3 / 3 standby

PUs / SUs 12 / 12

Spectrum & Physical layer
Active channels 6 (20–100 MHz each)

Channel / gNB capacity 50–113 / 106–273 RBs

PU / SU transmit power 2 W / 0.5–1.0 W

Noise PSD (𝑁0) −174 dBm/Hz

RL hyperparameters
SU DQN: 𝛼 / 𝛾 / 𝜀-decay 0.003 / 0.99 / 0.995

SU DQN: hidden / batch / buffer 64 / 32 / 200

gNB/HAPS DQN: 𝛼 / buffer 0.001 / 10000

Learning & Federation
Horizon 5000 steps

FL aggregation (𝜏) / Trust 𝜌 50 steps / 0.9

Disaster window Steps 2500–3500
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SU agents employed a range of RL algorithms with state vectors capturing sensed PU occupancy,

and RB allocation trends among collaborative SUs. gNB and UAV policies enforced PU priority

and protected against malicious SUs. HAPS performed federated aggregation with robust

weighting every 50 steps and redistributed channels among active UAVs and gNBs as needed.

Attack model

Malicious SUs falsified sensing with probability 0.8 and always required maximum RBs at

full transmit power. 25% of SUs were modeled as malicious agents for the trust evaluation

experiments.

Fig. 4.4 provided a comprehensive multi-metric comparison across all evaluated policies. Six

normalized KPIs were displayed: SU throughput, Jain fairness index, QoS satisfaction ratio,

spectral efficiency, energy efficiency (i.e., throughput per unit transmit energy), and interference

footprint (defined as the inverse of collision rate weighted by transmit power). As can be seen in

the results, F-HRL attained the highest throughput, the highest fairness score (0.950), and the

lowest interference among learning-based approaches. HDRL achieved 97.9% QoS satisfaction,

but lower throughput at 94.7 Mbps, while the CRN baseline exhibited the highest interference

due to its fixed full-power transmissions. The 5G Standard policy, which excluded SU access

entirely, achieved trivially zero interference, but forfeited all secondary throughput. These results

confirmed that federated coordination enabled SUs to more effectively balance throughput,

fairness, and interference than single-tier or non-cognitive alternatives. Importantly, the F-HRL

architecture is algorithm-agnostic: the hierarchical coordination and federated aggregation layers

are independent of the per-tier RL algorithm, so DQN, PPO, actor–critic, or other methods can

be substituted at any tier without altering the overall framework.

KPIs and KVIs

Table 4.5 showed the mean indicators across the 5000-step evaluation window. Spectrum

efficiency reported aggregate RB utilization as a fraction of available capacity. Disaster and
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Figure 4.4 Multi-metric policy comparison

attack scenarios additionally logged retention and recovery dynamics, referenced herein in

dedicated subsections.

Table 4.5 Key performance indicators across scenarios

Scenario Spec. SU Tput Col. Fair.
Eff. (Mbps) (/step) (Jain)

Non-cognitive 0.111 0.0 0.00 1.000

F-HRL (nominal) 0.871 167.5 5.13 0.950

F-HRL (attack) 0.748 128.9 8.46 0.887

F-HRL (disaster) 0.964 164.4 4.76 0.954
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Fig. 4.5 presented an ablation study comparing four hierarchy configurations: (i) a heuristic

baseline with fixed small RB requests (5 RBs), random channel selection, and no learning at

any tier, (ii) SU-only DQN where only SUs learned while gNB and HAPS used fixed policies,

(iii) SU+gNB DQN adding gNB-level learning, and (iv) F-HRL with learning at all tiers. The

heuristic baseline remained the lowest (0.279 spectral efficiency, 38.0 Mbps SU throughput).

Relative to SU-only learning (0.418 spectral efficiency, 64 Mbps), adding the gNB tier (SU+gNB:

0.416, 63 Mbps) showed no statistically significant degradation across runs. Furthermore,

adding the HAPS tier (full F-HRL: 0.423, 67.4 Mbps) preserved efficiency/throughput and

slightly improved both metrics, indicating that hierarchy scales coordination without sacrificing

core performance. Fig. 4.5 includes error bars across 10 random seeds to show the run-to-run

variance. All configurations maintained perfect PU protection (1.0). Multi-seed runs across 10

random seeds exhibited negligible variance.

Figure 4.5 Hierarchy ablation study (a) spectral efficiency, (b) secondary user throughput

4.5.1 Secondary user coverage and grant fulfillment

Fig. 4.6 further examined SU access performance through two complementary metrics: coverage

(i.e., the percentage of SUs receiving grants per step), and fulfillment (i.e., the ratio of granted to

requested RBs). F-HRL achieved 74% coverage and 92% fulfillment, outperforming HDRL at
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66% and 87%, respectively, by learning adaptive request strategies. The CRN baseline attained

perfect scores on both metrics because its fixed, conservative requests were always satisfiable;

however, this came at the cost of reduced throughput (see Fig. 4.4). Random access yielded only

17% on both metrics, confirming that uncoordinated spectrum contention severely limited SU

performance.

Figure 4.6 Secondary user coverage and grant fulfillment

The convergence curve showed that learning remained stable across all tiers, with variance across

Monte Carlo running below 0.01. This stability was a direct result of federated aggregation

and trust-weighted updates, which dampened the effect of outlier agents. Importantly, the

convergence rate was faster than in single-tier RL baselines reported in previous research (Umer

et al., 2025; Hu et al., 2022), thus validating the benefit of hierarchical learning. However, the

persistent contention post-convergence suggested that further improvements in cross-tier reward

shaping or adaptive aggregation frequency may be needed.
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4.5.2 Resilience to infrastructure outages

Fig. 4.7 showed disaster recovery performance when gNB0 failed at step 2 500. Fig. 4.7(a)

depicted UE reassociation dynamics: prior to failure, gNB0 served the majority of UEs; upon

failure, PUs and SUs tried to connect to the next available node and service degraded. HAPS

recognized gNB0 failure and activated a UAV, while UEs continued trying to get service from

next available nodes while the UAV was in transit. gNB1 experienced a high load and kept HAPS

informed of the UE demand. HAPS detected the overload and activated another UAV to meet the

demand and redistributed the available channels. Once gNB0 was restored, both UAVs returned

to standby. Fig. 4.7(b) decomposed throughput into PU and SU contributions, demonstrating

that PU traffic was prioritized throughout the recovery phase. During the disaster window, PU

throughput retention reached 99.1% while SU retention amounted to 95.1%, confirming that the

scheduling policy enforced PU protection even under constrained relay capacity. The results

validated the system’s resilience: HAPS-coordinated UAV deployment restored PU service

within 50 steps, matching best-case recovery times in recent literature.

4.5.3 Adversarial robustness and trust management

Three of the twelve SUs, i.e., 25%, were configured as greedy attackers that falsified spectrum

sensing reports and required maximum RBs at full transmit power. Fig. 4.8 presents the resulting

score distribution after 100 episodes of HAPS-coordinated federated aggregation. Benign SUs

converged to a median score of 0.75 (IQR 0.70–0.85), while malicious SUs were suppressed to a

median of 0.34 (IQR 0.28–0.39), yielding a separation of 0.40. The upper whisker of malicious

scores reached 0.44, which is below the minimum benign score of 0.455, giving the optimal

threshold 0.45, with 100% detection accuracy (and 0 false positives and 0 false negatives). At a

lower threshold 𝜏 = 0.30, one malicious agent remained undetected, allowing that attacker to

influence aggregation, yielding 91.7% accuracy. At a higher threshold 𝜏 = 0.50, one benign

agent was misclassified. These results confirm that the F-HRL trust-weighted aggregation

mechanism reliably distinguishes adversarial from benign agents.
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Figure 4.7 Disaster recovery: (a) user reassociation during outage, (b) throughput

retention

4.5.4 Policy benchmarking and fairness

To contextualize the hierarchical ablation in Fig. 4.5, we compared F-HRL against a broader range

of RL algorithms and baseline policies. Table 4.6 and Fig. 4.9 provide comprehensive policy

benchmarking. As can be seen in the results, F-HRL achieved the highest SU throughput among

learning-based methods (167.5 Mbps) and outperformed other RL alternatives, while HDRL

attained 94.7 Mbps and the CRN Baseline demonstrated conservative yet reliable performance

at 97.1 Mbps. Two additional baselines were evaluated: MA-PPO achieved 73.5 Mbps, while

WOA achieved the highest SU throughput at 177.5 Mbps, but with a lower SU QoS (47.5%) and

a higher delay (0.4000), indicating a poorer QoS compliance despite centralized optimization.

Delay reports average SU request-to-grant backlog-fulfillment latency (in scheduler steps); zero

values indicate no delayed backlog fulfillment events in the logged runs.
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Figure 4.8 Trust score distribution

Table 4.6 Policy comparison across key metrics

Policy SU Throughput SU QoS Delay
(Mbps) (%) (steps)

5G Standard 0.0 0.0 0.0000

CRN Baseline 97.1 100.0 0.0000

HDRL 94.7 97.9 0.0000

F-HRL 167.5 86.2 0.6000

MA-PPO 73.5 99.9 0.0000

WOA 177.5 47.5 0.4000

ActorCritic 29.9 100.0 0.0000

Random 31.1 17.0 0.0000
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Table 4.7 Regional performance breakdown

Region gNB RBs SUs PU QoS SU QoS
(%) (%)

Urban-1 gNB0 273 5 100.0 91.0

Urban-2 gNB1 200 3 96.9 95.7

Remote gNB2 106 4 100.0 89.5

Figure 4.9 Policy comparison: (a) spectral efficiency, (b) secondary user throughput, and

(c) energy efficiency

4.5.5 Discussion

Table 4.7 provided a per-region breakdown of F-HRL performance. Urban-1, which was found

to have the highest capacity of 273 RBs and served five SUs, achieved 100% PU QoS and

91.0% SU QoS. Urban-2 attained the best SU QoS at 95.7%, which can be attributed to its

lower contention ratio of 3 SUs sharing 200 RBs. The remote region, despite its limited 106 RB

budget and four SUs, still reached 89.5% SU QoS, thus confirming that F-HRL adapted resource

allocation to heterogeneous regional capacities.

We verified the convergence neighborhood prediction from Proposition 1 by running the F-HRL

framework under three learning rate configurations (𝛼 ∈ {0.003, 0.001, 0.0003}), as shown in

Fig. 4.10. As 𝛼 decreased from 0.003 to 0.0003, the steady-state parameter drift ‖Θ𝑟
ℎ − Θ

𝑟−1
ℎ ‖2

decreased from 0.125 to 0.116, confirming that in line with our expectation, smaller step sizes

produce tighter convergence neighborhoods.



119

Figure 4.10 Convergence neighborhood: parameter drift per aggregation round for three

learning rate configurations

Overall, F-HRL maximized spectrum utilization and per-SU throughput, and traded off energy

efficiency and QoS fulfillment according to regional priorities. Disaster recovery rapidly restored

PU service and efficiently allowed SU access, while maintaining PU protection and priority.

These insights demonstrated that F-HRL is highly adaptable to heterogeneous environments and

provided a solid foundation for 6G NTN CRNs.

4.6 Conclusion

In this paper, we presented a federated hierarchical reinforcement learning framework for

HAPS-assisted CRNs operating across urban, remote, and disaster-stricken environments. The

proposed architecture couples lightweight SU-level cooperative learning, trust-aware gNB/UAV

coordination, and Byzantine-resilient aggregation at the HAPS tier, thereby enabling spectrum
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access decisions without centralizing raw observations. Simulation results demonstrated that

the proposed framework consistently improved QoS across heterogeneous environments while

maintaining PU protection and rapid post-failure recovery.

Major findings are briefly summarized below:

• High spectrum utilization with hierarchical learning: F-HRL achieved 87.1% spectrum

efficiency as compared to 11.1% for the non-cognitive baseline, demonstrating a nearly 8-fold

improvement while maintaining sustained per-SU throughput and high fairness.

• Robust disaster recovery: When a gNB failed, UAV relays quickly restored PU service with

99.1% retention and maintained 95.1% of original SU throughput, demonstrating effective

resilience despite constrained relay capacity.

• Adversarial robustness: Trust-aware aggregation successfully isolated compromised agents

and maintained legitimate throughput near nominal levels during attacks with 25% malicious

SUs.

• Policy comparison validates federated approach: F-HRL achieved 74% SU coverage with

92% grant fulfillment, thus outperforming HDRL and maintaining the highest fairness score

among learning-based approaches.

A brief agenda for future work is outlined below. First, context-aware selective model transfer

should be explored to analyze the impact of regional transferability. Second, broader adversarial

test suites such as coordinated power jamming should be incorporated to stress-test the trust

pipeline. Third, extending the framework to account for detailed channel dynamics, including

Doppler effects from UAV mobility and handover signaling overhead, would improve fidelity of

the physical layer model. Fourth, investigating gradient compression techniques and hierarchical

aggregation trees for deployments exceeding 1000 agents would address scalability requirements

of dense satellite constellations.

Despite these open directions, the present results demonstrate that the proposed HAPS-centric

F-HRL pipeline provides a practical template for resilient, privacy-aware spectrum coordination

in emerging non-terrestrial networks.



CONCLUSION AND RECOMMENDATIONS

This thesis examined spectrum utilization as an end-to-end coordination problem involving

both spectrum-consuming nodes and spectrum-granting infrastructure. The first two articles

laid down the secondary-user (SU)-side foundation: namely, reliable cooperative sensing and

joint sensing-access optimization. The third article expanded this foundation into a multi-tier

architecture coordinating SUs, next-generation Node Bs (gNBs), uncrewed aerial vehicles

(UAVs), and high-altitude platform stations (HAPS) under heterogeneous demand, infrastructure

failures, privacy constraints, and adversarial behavior.

Synthesis of the Research

The first two articles addressed the decisions available to SUs before infrastructure-side

coordination was introduced. First, partially cooperative multi-agent reinforcement learning

(PCMARL) established reliable cooperative sensing under sensing uncertainty, energy constraints,

and sensing data falsification (SDF) attacks. Second, the Intelligent Multi-User Participatory

Algorithm for Cooperative Transmission (IMPACT) then extended the SU-side decision space

from sensing to access by jointly optimizing sensing participation, cooperation time, channel

selection, and transmission power under imperfect channel state information (CSI).

Taken together, these results revealed that SUs learned when to sense, when to cooperate, which

channel to access, and how much power to use. We also found why SU-side optimization alone

remained incomplete: while SUs improved local sensing and transmission behavior, they did

not provide access authorization, grant allocation, regional coordination, trust management, or

recovery from infrastructure failures.

Federated hierarchical reinforcement learning (F-HRL) addressed this broader end-to-end

problem. To this end, spectrum management was decomposed across four tiers with distinct

roles: SUs performed local channel selection and power control; gNBs allocated resources while
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enforcing primary user (PU) priority and congestion constraints; UAVs provided coverage and

relay support when terrestrial infrastructure was impaired; and, finally, HAPS nodes coordinated

regional aggregation, policy adaptation, and recovery. This decomposition extended the work

beyond SU-only optimization to coordinated spectrum management across consuming and

granting nodes.

The F-HRL framework also addressed additional risks introduced by infrastructure-side control.

While gNBs improved coordination, they could fail, become overloaded, or lose reliable backhaul.

UAVs provided backup support during these events, while HAPS nodes provided a higher-level

coordination layer supporting federation across regions without centralizing raw observations.

Trust-weighted aggregation further allowed the system to suppress malicious or unreliable

participants during model fusion.

Findings and Contributions

The results showed that selective cooperation improved sensing reliability without requiring

full-network sensing participation. PCMARL was found to improve sensing accuracy and

energy efficiency under SDF attacks by rewarding useful sensing participation and reducing

unnecessary sensing activity.

SU-side spectrum access also benefited from joint sensing and transmission optimization.

IMPACT and IMPACT-D showed that access decisions under imperfect CSI require both discrete

and continuous control. The proposed hybrid-action formulation improved throughput and

energy efficiency while accounting for PU protection and SU-to-SU interference.

Infrastructure-side coordination changed the nature of the spectrum-management task. In

F-HRL, gNBs did not simply add another network tier; instead, they introduced the granting side

of the system by scheduling access, enforcing PU priority, and coordinating local SU decisions.

This closed a gap left by SU-only approaches.
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Resilience required explicit support beyond gNB-side coordination. The F-HRL disaster-

recovery scenario showed that UAV activation and HAPS coordination maintained PU service

and preserved SU throughput during gNB outage. Therefore, end-to-end spectrum management

had to account not only for nominal allocation, but also for continuity under infrastructure

disruption.

Federation and trust management were central to multi-tier spectrum coordination. HAPS-based

aggregation enabled regional coordination without centralizing raw observations, while trust-

weighted model fusion suppressed malicious updates and unreliable sensing behavior. These

mechanisms connected privacy preservation, adversarial robustness, and scalable coordination

within the same framework.

The main contribution of the present thesis was the development of an end-to-end view of spectrum

management that began with SU-side learning and culminated in cross-tier coordination. The SU-

side articles provided the sensing and access mechanisms needed by spectrum-consuming nodes.

The subsequent F-HRL article extended the work to the spectrum-granting and coordination

side, where scheduling, PU priority, federation, resilience, and trust were handled jointly.

The resulting architecture assigned a distinct function to each technical layer. Specifically, sensing

provided spectrum awareness. While access optimization determined how SUs used detected

opportunities under power and interference constraints, gNB coordination introduced grant

decisions and policy enforcement. Furthermore, UAV support addressed impaired terrestrial

infrastructure, while HAPS federation enabled wider-area coordination, privacy-preserving

aggregation, and trust-aware adaptation. The combined result was an integrated framework for

resilient beyond 5G (B5G) spectrum management.
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Scope of the Findings

The proposed methods were evaluated through simulation. This choice enabled controlled

comparison across sensing uncertainty, imperfect CSI, adversarial behavior, and infrastructure

disruption. However, this choice also limited the conclusions to the assumptions represented in

the simulation models. Practical deployment would require additional validation of processing

cost, signalling overhead, synchronization, latency, and hardware constraints.

The SU-side studies focused on the sensing and access decisions available to SUs. PCMARL

considered partially cooperative sensing under bounded SDF behavior, while IMPACT considered

joint sensing and access under imperfect CSI. Together, these models capture important sources

of uncertainty; however, they do not include all device-level constraints, MAC-layer signalling

costs, or very large state spaces potentially arising in dense low-power deployments.

The end-to-end F-HRL framework was evaluated under representative urban, remote, disaster-

recovery, and adversarial scenarios. The evaluated failure and attack models included gNB

outage, malicious SUs, and trust-weighted aggregation. However, further research is needed on

broader coordinated attacks, detailed UAV mobility effects, handover signalling, inter-HAPS

synchronization, and large-scale aggregation across many regions.

Future Work

Future work could first validate the proposed methods on network-emulation or software-defined

radio testbeds. Such validation would clarify computational cost, signalling overhead, latency,

and hardware feasibility under realistic sensing, access, and coordination conditions.

In addition, the SU-side methods could then be extended through function approximation,

device-aware cooperation, and more detailed modelling of CSI uncertainty and traffic variation.
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Furthermore, F-HRL framework could also be evaluated in larger multi-region deployments with

multi-HAPS coordination, selective model transfer, realistic backhaul constraints, and stronger

adversarial models.

Finally, the proposed coordination mechanisms could be aligned with practical network interfaces

and emerging B5G and 6G standardization requirements.

In summary, the results of the present thesis demonstrated that improved spectrum utilization

required SU-side sensing and access optimization together with granting-side coordination,

infrastructure resilience, federated aggregation, and trust-aware control. This work contributes

to that direction by integrating SU-side learning with gNB, UAV, and HAPS coordination for

resilient spectrum management in future wireless networks.
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